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Framework. Adobe Flash Player. ASP .NET. ASP.NET. Device Guard. Internet Explorer. Microsoft Browsers. Microsoft Edge.
Microsoft Graphics Component. Microsoft Office. Microsoft Scripting Engine. Microsoft Windows Search Component. None.

Windows Kernel. Windows Kernel-Mode Drivers LA &z Windows Media Player.
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CVE #rfR

.NET Framework CVE-2017-11770 NET CORE #1341z 55 s ¥
Adobe Flash Player ADV170019 November 2017 Flash %4z #i s
ASP .NET CVE-2017-8700 ASP.NET Core 15 5 ittt # i
ASP.NET CVE-2017-11879 ASP.NET Core $2HU1F
Device Guard CVE-2017-11830 Device Guard “Z4:Ljfig 51d I il
Internet Explorer CVE-2017-11856 Internet Explorer 17138
Internet Explorer CVE-2017-11848 Internet Explorer {5 2.7t & s 7
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Internet Explorer

CVE-2017-11855

Internet Explorer PJAZMA IR

Microsoft Browsers

CVE-2017-11827

Microsoft Browser P17 ¥ IR

Microsoft Edge

CVE-2017-11803

Microsoft Edge 15 5.t 2w i

Microsoft Edge

CVE-2017-11833

Microsoft Edge 17 &l #& J i

Microsoft Edge

CVE-2017-11844

Microsoft Edge 17 5.t 2w i

Microsoft Edge

CVE-2017-11845

Microsoft Edge P /71 ¥R I i

Microsoft Edge

CVE-2017-11863

Microsoft Edge %4 TRES4id i

Microsoft Edge

CVE-2017-11872

Microsoft Edge %4> 1RES4id i
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Microsoft Edge

CVE-2017-11874

Microsoft Edge “%4=ThfigGeid Jmik

Microsoft Graphics Component

CVE-2017-11832

Windows EOT Font Engine {5 2.1t & i i

Microsoft Graphics Component

CVE-2017-11851

Windows Kernel {5 5 &5 Il

Microsoft Graphics Component

CVE-2017-11835

Windows EOT Font Engine 15 & it 72 Js i

Microsoft Graphics Component

CVE-2017-11850

Microsoft Graphics Component 15 & it 72 Js il

Microsoft Graphics Component

CVE-2017-11852

Windows GDI {5 Bt &

Microsoft Office

CVE-2017-11876

Microsoft Project Server HEAUHETHH

Microsoft Office

CVE-2017-11877

Microsoft Excel “%4:1hfeseid iR
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Microsoft Office CVE-2017-11878 Microsoft Excel PYAZERIA I
Microsoft Office ADV170020 Microsoft Office Defense in Depth Update
Microsoft Office CVE-2017-11884 Microsoft Office WA I
Microsoft Office CVE-2017-11854 Microsoft Word P /7RI
Microsoft Office CVE-2017-11882 Microsoft Office WA I

Microsoft Scripting Engine

CVE-2017-11791

Scripting Engine 15 5.tk #& J il

Microsoft Scripting Engine

CVE-2017-11837

Scripting Engine A7 I VI

Microsoft Scripting Engine

CVE-2017-11839

Scripting Engine 78 R I
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Microsoft Scripting Engine

CVE-2017-11841

Scripting Engine

AR s R

Microsoft Scripting Engine

CVE-2017-11861

Scripting Engine

AR s R

Microsoft Scripting Engine

CVE-2017-11862

Scripting Engine

AR IR R

Microsoft Scripting Engine

CVE-2017-11870

Scripting Engine

AR s ]

Microsoft Scripting Engine

CVE-2017-11873

Scripting Engine

A

Microsoft Scripting Engine

CVE-2017-11834

Scripting Engine

& 5t e

Microsoft Scripting Engine

CVE-2017-11836

Scripting Engine

AR I R

Microsoft Scripting Engine

CVE-2017-11838

Scripting Engine

A AEBEA T
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Microsoft Scripting Engine

CVE-2017-11840

Scripting Engine

AR s R

Microsoft Scripting Engine CVE-2017-11843 Scripting Engine 171 YR I il
Microsoft Scripting Engine CVE-2017-11846 Scripting Engine W A7 A
Microsoft Scripting Engine CVE-2017-11866 Scripting Engine N A7-B A
Microsoft Scripting Engine CVE-2017-11858 Scripting Engine W AZA IR
Microsoft Scripting Engine CVE-2017-11869 Scripting Engine P /AR A I i
Microsoft Scripting Engine CVE-2017-11871 Scripting Engine A7 A I
Microsoft Windows Search CVE-2017-11788 Windows Search #4414 I

Component
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None

CVE-2017-11883

ASP.NET Core Denial Of Service Vulnerability

Windows Kernel

CVE-2017-11831

Windows 15 5.t #5 IR i

Windows Kernel

CVE-2017-11847

Windows Kernel 4542 2 T il

Windows Kernel

CVE-2017-11880

Windows 15 5.t #5 A

Windows Kernel-Mode Drivers

CVE-2017-11842

Windows Kernel {5 5 &5 I il

Windows Kernel-Mode Drivers

CVE-2017-11849

Windows Kernel 1= & & I

Windows Kernel-Mode Drivers

CVE-2017-11853

Windows Kernel 1z 8.t ki

Windows Media Player

CVE-2017-11768

Windows Media Player 17 2.ttt 75 s
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ADV170019 - November 2017 Flash Security Updates

Maximu
CVEID  Vulnerability Description . . Ll
Severity ty Impact
Rating
CVE Title: November 2017 Flash Security Updates
Description:
This security update addresses the following vulnerability, which is described in Adobe Security
Bulletin APSB17-33: CVE-2017-3112, CVE-2017-3114, CVE-2017-11213, CVE-2017-11215, CVE-
2017-11225.
ADV1700
19 Remote
MITRE FAQ: Critical Code
NVD How could an attacker exploit these vulnerabilities? In a web-based attack scenario where the Execution
user is using Internet Explorer for the desktop, an attacker could host a specially crafted website
that is designed to exploit any of these vulnerabilities through Internet Explorer and then
convince a user to view the website. An attacker could also embed an ActiveX control marked
"safe for initialization" in an application or Microsoft Office document that hosts the IE rendering
engine. The attacker could also take advantage of compromised websites and websites that
@% R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV170019
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV170019
http://helpx.adobe.com/security/products/flash-player/apsb17-33.html

CVEID

Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabili
ty Impact

accept or host user-provided content or advertisements. These websites could contain specially
crafted content that could exploit any of these vulnerabilities. In all cases, however, an attacker
would have no way to force users to view the attacker-controlled content. Instead, an attacker
would have to convince users to take action, typically by clicking a link in an email message or in
an Instant Messenger message that takes users to the attacker's website, or by opening an
attachment sent through email.

In a web-based attack scenario where the user is using Internet Explorer in the Windows 8-style
Ul, an attacker would first need to compromise a website already listed in the Compatibility View
(CV) list. An attacker could then host a website that contains specially crafted Flash content
designed to exploit any of these vulnerabilities through Internet Explorer and then convince a
user to view the website. An attacker would have no way to force users to view the attacker-
controlled content. Instead, an attacker would have to convince users to take action, typically by
clicking a link in an email message or in an Instant Messenger message that takes users to the
attacker's website, or by opening an attachment sent through email. For more information about
Internet Explorer and the CV List, please see the MSDN Article, Developer Guidance for websites
with content for Adobe Flash Player in Windows 8.

Mitigations:
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CVEID

Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabili
ty Impact

Workarounds:
Workaround refers to a setting or configuration change that would help block known attack

vectors before you apply the update.

Prevent Adobe Flash Player from running

You can disable attempts to instantiate Adobe Flash Player in Internet Explorer and other
applications that honor the kill bit feature, such as Office 2007 and Office 2010, by setting
the kill bit for the control in the registry.

Warning If you use Registry Editor incorrectly, you may cause serious problems that may
require you to reinstall your operating system. Microsoft cannot guarantee that you can
solve problems that result from using Registry Editor incorrectly. Use Registry Editor at
your own risk.

To set the kill bit for the control in the registry, perform the following steps:

1. Paste the following into a text file and save it with the .reg file extension.

Copy
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CVEID \Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabili
ty Impact

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\ActiveX
Compatibility\{D27CDB6E-AE6D-11CF-96B8-444553540000}]
"Compatibility Flags"=dword:00000400

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet
Explorer\ActiveX Compatibility\{D27CDB6E-AE6D-11CF-96B8-444553540000}]
"Compatibility Flags"=dword:00000400

2. Double-click the .reg file to apply it to an individual system.

You can also apply this workaround across domains by using Group Policy. For
more information about Group Policy, see the TechNet article, Group Policy
collection.

Note You must restart Internet Explorer for your changes to take effect.

Impact of workaround. There is no impact as long as the object is not intended to be
used in Internet Explorer.

@& R 2017 http://www.nsfocus.com



http://go.microsoft.com/fwlink/?LinkID=215719
http://go.microsoft.com/fwlink/?LinkID=215719

CVEID \Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabili
ty Impact

How to undo the workaround. Delete the registry keys that were added in implementing
this workaround.

Prevent Adobe Flash Player from running in Internet Explorer through Group Policy

Note The Group Policy MMC snap-in can be used to set policy for a machine, for an
organizational unit, or for an entire domain. For more information about Group Policy,
visit the following Microsoft Web sites:

Group Policy Overview
What is Group Policy Object Editor?
Core Group Policy tools and settings

To disable Adobe Flash Player in Internet Explorer through Group Policy, perform the
following steps:

Note This workaround does not prevent Flash from being invoked from other
applications, such as Microsoft Office 2007 or Microsoft Office 2010.
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https://technet.microsoft.com/library/hh831791
https://technet.microsoft.com/library/cc737816%28v=ws.10%29.aspx
https://technet.microsoft.com/library/cc784165%28v=ws.10%29.aspx

Maximu
- o . m Vulnerabili
CVEID \Vulnerability Description Severity [ty Impact
Rating
1. Open the Group Policy Management Console and configure the console to work
with the appropriate Group Policy object, such as local machine, OU, or domain
GPO.
2. Navigate to the following node:
Administrative Templates -> Windows Components -> Internet Explorer ->
Security Features -> Add-on Management
3. Double-click Turn off Adobe Flash in Internet Explorer and prevent
applications from using Internet Explorer technology to instantiate Flash
objects.
4. Change the setting to Enabled.
5. Click Apply and then click OK to return to the Group Policy Management Console.
6. Refresh Group Policy on all systems or wait for the next scheduled Group Policy
refresh interval for the settings to take effect.
o Prevent Adobe Flash Player from running in Office 2010 on affected systems
@& R 2017 http://www.nsfocus.com




CVEID \Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabili
ty Impact

Note This workaround does not prevent Adobe Flash Player from running in Internet
Explorer.

Warning If you use Registry Editor incorrectly, you may cause serious problems that may
require you to reinstall your operating system. Microsoft cannot guarantee that you can
solve problems that result from using Registry Editor incorrectly. Use Registry Editor at
your own risk.

For detailed steps that you can use to prevent a control from running in Internet Explorer,
see Microsoft Knowledge Base Article 240797. Follow the steps in the article to create a
Compeatibility Flags value in the registry to prevent a COM object from being instantiated
in Internet Explorer.

To disable Adobe Flash Player in Office 2010 only, set the kill bit for the ActiveX control for
Adobe Flash Player in the registry using the following steps:

1. Create a text file named Disable_Flash.reg with the following contents:

Copy

Windows Registry Editor Version 5.00
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https://technet.microsoft.com/en-us/library/cc179076.aspx#disablecontrols

CVEID \Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabili
ty Impact

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office\Common\COM\Compatibilit
y\{D27CDB6E-AE6D-11CF-96B8-444553540000}]
"Compatibility Flags"=dword:00000400

2. Double-click the .reg file to apply it to an individual system.
3. Note You must restart Internet Explorer for your changes to take effect.

You can also apply this workaround across domains by using Group Policy. For
more information about Group Policy, see the TechNet article, Group Policy
collection.

Prevent ActiveX controls from running in Office 2007 and Office 2010

To disable all ActiveX controls in Microsoft Office 2007 and Microsoft Office 2010,
including Adobe Flash Player in Internet Explorer, perform the following steps:

1. Click File, click Options, click Trust Center, and then click Trust Center Settings.
2. Click ActiveX Settings in the left-hand pane, and then select Disable all controls
without notifications.
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http://go.microsoft.com/fwlink/?LinkID=215719

CVEID \Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabili
ty Impact

3. Click OK to save your settings.

Impact of workaround. Office documents that use embedded ActiveX controls may not
display as intended.

How to undo the workaround.

To re-enable ActiveX controls in Microsoft Office 2007 and Microsoft Office 2010, perform
the following steps:

4. Click File, click Options, click Trust Center, and then click Trust Center Settings.

5. Click ActiveX Settings in the left-hand pane, and then deselect Disable all
controls without notifications.

6. Click OK to save your settings.

« Set Internet and Local intranet security zone settings to "High" to block ActiveX
Controls and Active Scripting in these zones
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Maximu

CVEID \Vulnerability Description . . LI
Severity ty Impact
Rating

1.
2.
3.

6.

You can help protect against exploitation of these vulnerabilities by changing your
settings for the Internet security zone to block ActiveX controls and Active Scripting. You
can do this by setting your browser security to High.

To raise the browsing security level in Internet Explorer, perform the following steps:

On the Internet Explorer Tools menu, click Internet Options.

In the Internet Options dialog box, click the Security tab, and then click Internet.

Under Security level for this zone, move the slider to High. This sets the security
level for all websites you visit to High.

Click Local intranet.

Under Security level for this zone, move the slider to High. This sets the security
level for all websites you visit to High.

Click OK to accept the changes and return to Internet Explorer.

Note If no slider is visible, click Default Level, and then move the slider to High.

Note Setting the level to High may cause some websites to work incorrectly. If you have
difficulty using a website after you change this setting, and you are sure the site is safe to
use, you can add that site to your list of trusted sites. This will allow the site to work
correctly even with the security setting set to High.
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CVEID \Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabili
ty Impact

Impact of workaround. There are side effects to blocking ActiveX Controls and Active
Scripting. Many websites on the Internet or an intranet use ActiveX or Active Scripting to
provide additional functionality. For example, an online e-commerce site or banking site
may use ActiveX Controls to provide menus, ordering forms, or even account statements.
Blocking ActiveX Controls or Active Scripting is a global setting that affects all Internet and
intranet sites. If you do not want to block ActiveX Controls or Active Scripting for such
sites, use the steps outlined in "Add sites that you trust to the Internet Explorer Trusted
sites zone".

Configure Internet Explorer to prompt before running Active Scripting or to disable
Active Scripting in the Internet and Local intranet security zone

You can help protect against exploitation of these vulnerabilities by changing your
settings to prompt before running Active Scripting or to disable Active Scripting in the
Internet and Local intranet security zone. To do this, perform the following steps:

1. In Internet Explorer, click Internet Options on the Tools menu.
2. Click the Security tab.
3. Click Internet, and then click Custom Level.
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4. Under Settings, in the Scripting section, under Active Scripting, click Prompt or
Disable, and then click OK.

5. Click Local intranet, and then click Custom Level.

6. Under Settings, in the Scripting section, under Active Scripting, click Prompt or
Disable, and then click OK.

7. Click OK to return to Internet Explorer, and then click OK again.

Note Disabling Active Scripting in the Internet and Local intranet security zones may
cause some websites to work incorrectly. If you have difficulty using a website after you
change this setting, and you are sure the site is safe to use, you can add that site to your
list of trusted sites. This will allow the site to work correctly.

Impact of workaround. There are side effects to prompting before running Active
Scripting. Many websites that are on the Internet or on an intranet use Active Scripting to
provide additional functionality. For example, an online e-commerce site or banking site
may use Active Scripting to provide menus, ordering forms, or even account statements.
Prompting before running Active Scripting is a global setting that affects all Internet and
intranet sites. You will be prompted frequently when you enable this workaround. For each
prompt, if you feel you trust the site that you are visiting, click Yes to run Active Scripting.
If you do not want to be prompted for all these sites, use the steps outlined in "Add sites
that you trust to the Internet Explorer Trusted sites zone".
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Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabili
ty Impact

« Add sites that you trust to the Internet Explorer Trusted sites zone

After you set Internet Explorer to require a prompt before it runs ActiveX controls and
Active Scripting in the Internet zone and in the Local intranet zone, you can add sites that
you trust to the Internet Explorer Trusted sites zone. This will allow you to continue to use
trusted websites exactly as you do today, while helping to protect you from this attack on
untrusted sites. We recommend that you add only sites that you trust to the Trusted sites
zone.

To do this, perform the following steps:

1. In Internet Explorer, click Tools, click Internet Options, and then click the Security
tab.

2. In the Select a web content zone to specify its current security settings box,
click Trusted Sites, and then click Sites.

3. If you want to add sites that do not require an encrypted channel, click to clear the
Require server verification (https:) for all sites in this zone check box.

4. In the Add this website to the zone box, type the URL of a site that you trust, and

then click Add.
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Maximu
CVEID \Vulnerability Description . . UL
Severity ty Impact
Rating
5. Repeat these steps for each site that you want to add to the zone.
6. Click OK two times to accept the changes and return to Internet Explorer.
Note Add any sites that you trust not to take malicious action on your system. Two sites in
particular that you may want to add are *.windowsupdate.microsoft.com and
*.update.microsoft.com. These are the sites that will host the update, and they require an
ActiveX control to install the update.
Revision:
1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
ADV170019
. . CVSS Score Restart
Product ‘KB Article Severity |Impact Supersedence Set Required
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ADV170019

4048951 Base: N/A
Adobe Flash Player on Windows Server Security Undate Critical Remote Code 4049179 Temporal: Ves
2012 y-P Execution N/A
Vector: N/A
. 4048951 Base: N/A
Adobe Flash Player on Windows 8.1 for 32- . . Remote Code Temporal:
. Security Update (Critical . 4049179 Yes
bit systems Execution N/A
Vector: N/A
. 4048951 Base: N/A
Adobe Flash Player on Windows 8.1 for Security Undate Critical Remote Code 4049179 Temporal: Ves
x64-based systems y-P Execution N/A
Vector: N/A
. 4048951 Base: N/A
Adobe Flash Player on Windows Server Security Undate Critical Remote Code 4049179 Temporal: Ves
2012 R2 yp Execution N/A
Vector: N/A
A048951 Remote Code 'I?:rs:: l<;lr/e;ol\'
Adobe Flash Player on Windows RT 8.1 Security Update (Critical . 4049179 POTaE " Yes
Execution N/A
Vector: N/A
4048951
Adobe Flash Player on Windows 10 for 32- 0 89.5 . Remote Code Base: N/A
. Security Update (Critical . 4049179 Yes
bit Systems Execution Temporal:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951

ADV170019

N/A
Vector: N/A
. 4048951 Base: N/A
Adobe Flash Player on Windows 10 for Security Update (Critical Remote Code 4049179 Temporal: Ves
x64-based Systems Execution N/A
Vector: N/A
. 14048951 Base: /A
Adobe Flash Player on Windows 10 Version Security Update Critical Remote Code 4049179 Temporal: Ves
1511 for x64-based Systems Execution N/A
Vector: N/A
. 14048951 Base: /A
Adobe Flash Player on Windows 10 Version Security Update Critical Remote Code 4049179 Temporal: Ves
1511 for 32-bit Systems Execution N/A
Vector: N/A
. 4048951 Base: /A
Adobe Flash Player on Windows Server Security Update Critical Remote Code 4049179 Temporal: Ves
2016 Execution N/A
Vector: N/A
. . 14048951 Base: N/A
Adobe Flash Player on Windows 10 Version Security Update Critical Remote Code 4049179 Temporal: Ves
1607 for 32-bit Systems Execution N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951

ADV170019

4048951 Base: N/A
Adobe Flash Player on Windows 10 Version Security Undate Critical Remote Code 4049179 Temporal: Ves
1607 for x64-based Systems y-P Execution N/A
Vector: N/A
. 14048951 pase: N/A
Adobe Flash Player on Windows 10 Version Cecurity Undate Critical Remote Code 4049179 Temporal: Ves
1703 for 32-bit Systems yoP Execution N/A
Vector: N/A
. 14048951 pase: N/A
Adobe Flash Player on Windows 10 Version Cecurity Undate Critical Remote Code 4049179 Temporal: Ves
1703 for x64-based Systems yoP Execution N/A
Vector: N/A
. . 14048951 Base: N/A
Adobe Flash Player on Windows 10 Version Security Undate Critical Remote Code 4049179 Temporal: Ves
1709 for 32-bit Systems yopP Execution N/A
Vector: N/A
. 14048951 Base: /A
Adobe Flash Player on Windows 10 Version Security Undate Critical Remote Code 4049179 Temporal: Ves
1709 for 64-based Systems yoP Execution N/A
Vector: N/A
4048951
Adobe Flash Player on Windows Server, 0 89.5 . Remote Code Base: N/A
: . Security Update (Critical . 4049179 Yes
version 1709 (Server Core Installation) Execution Temporal:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048951

ADV170019

N/A

Vector: N/A ‘

ADV170020 - Microsoft Office Defense in Depth Update

CVEID

Vulnerability Description

Maximum Severity
Rating

Vulnerability
Impact

ADV170020
MITRE
NVD

CVE Title: Microsoft Office Defense in Depth Update

Description:

Microsoft has released an update for Microsoft Office that provides
enhanced security as a defense-in-depth measure.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.

None

Defense in Depth
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV170020
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV170020

Affected Software

The following tables list the affected software details for the vulnerability.

ADV170020
. . CVSS Score Restart
Product KB Article Severity Impact Supersedence Set Required
4011266 Security Defense in 'I?:rs: l;lr/z;bl\'
Microsoft Word 2007 Service Pack 3 Update None 3213648 porat Maybe
Depth N/A
Vector: N/A
. Base: N/A
Microsoft Word 2010 Service Pack 2 (32-bit 301d1a2t20 Security None Defense in 3213630 Temporal: Mavbe
editions) P Depth N/A y
Vector: N/A
. Base: N/A
Microsoft Word 2010 Service Pack 2 (64-bit 601;:;0 Security None Defense in 3213630 Temporal: Mavbe
editions) P Depth N/A y
Vector: N/A
. Base: N/A
Microsoft Office 2010 Service Pack 2 (32-bit 301d1a2tg8 Security None Defense in 3213627 Temporal: Mavbe
editions) P Depth N/A y
Vector: N/A
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https://www.microsoft.com/downloads/details.aspx?familyid=a7ac61d8-9d25-4146-9f58-a389fc5ab3bb
https://www.microsoft.com/downloads/details.aspx?familyid=a7ac61d8-9d25-4146-9f58-a389fc5ab3bb
https://www.microsoft.com/downloads/details.aspx?familyid=3c3d3584-7260-46fc-93f0-56eca7e2fda0
https://www.microsoft.com/downloads/details.aspx?familyid=3c3d3584-7260-46fc-93f0-56eca7e2fda0
https://www.microsoft.com/downloads/details.aspx?familyid=ddb288ea-e545-4132-b032-edc3263d6c95
https://www.microsoft.com/downloads/details.aspx?familyid=ddb288ea-e545-4132-b032-edc3263d6c95
https://www.microsoft.com/downloads/details.aspx?familyid=0626a78f-3fc5-4609-a638-95fb71493151
https://www.microsoft.com/downloads/details.aspx?familyid=0626a78f-3fc5-4609-a638-95fb71493151

ADV170020

4011268 Securit Base: N/A
Microsoft Office 2010 Service Pack 2 (64-bit Undate y None Defense in 3213627 Temporal: Mavbe
editions) P Depth N/A y
Vector: N/A
. Base: N/A
Microsoft Office Web Apps 2010 Service LLlde1a2tZ1 Security None Defense in 4011194 Temporal: Mavbe
Pack 2 P Depth N/A y
Vector: N/A
. Base: N/A
Microsoft Word 2013 Service Pack 1 (32-bit LLlde1a2t20 Security None Defense in 4011232 Temporal: Mavbe
editions) P Depth N/A y
Vector: N/A
. Base: N/A
Microsoft Word 2013 Service Pack 1 (64-bit $O1d1a2t(530 Security None Defense in 4011232 Temporal: Mavbe
editions) P Depth N/A y
Vector: N/A
4011250 Security Defense in 'I?:rs:: l<;lr/e;ol\'
Microsoft Word 2013 RT Service Pack 1 Update None 4011232 porat Maybe
Depth N/A
Vector: N/A
4011247 i
Microsoft Office Web Apps Server 2013 . Security Defense in Base: N/A
. Update None 4011231 Maybe
Service Pack 1 Depth Temporal:
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https://www.microsoft.com/downloads/details.aspx?familyid=cf401973-73a2-4e6f-9590-12e8dc3fdfbb
https://www.microsoft.com/downloads/details.aspx?familyid=cf401973-73a2-4e6f-9590-12e8dc3fdfbb
https://www.microsoft.com/downloads/details.aspx?familyid=98018243-bb6d-49b5-9d77-05f27629280d
https://www.microsoft.com/downloads/details.aspx?familyid=98018243-bb6d-49b5-9d77-05f27629280d
https://www.microsoft.com/downloads/details.aspx?familyid=de7d42e5-51e8-47f8-ad35-1cce13472b6a
https://www.microsoft.com/downloads/details.aspx?familyid=de7d42e5-51e8-47f8-ad35-1cce13472b6a
https://www.microsoft.com/downloads/details.aspx?familyid=a29a6a4f-c4ed-46ca-ae5b-9fa6f91c9e6e
https://www.microsoft.com/downloads/details.aspx?familyid=a29a6a4f-c4ed-46ca-ae5b-9fa6f91c9e6e
https://www.microsoft.com/downloads/details.aspx?familyid=2ef11b0d-7f87-4c29-b7cf-e65b871d9966
https://www.microsoft.com/downloads/details.aspx?familyid=2ef11b0d-7f87-4c29-b7cf-e65b871d9966

ADV170020

N/A
Vector: N/A
felease Notes Defense in '?::r?;)gr/;bl"
Microsoft Word 2016 for Mac Security Update  None Depth 4011231 N/A No
Vector: N/A
4011242 Security Defense in ?:2?;2:2?
Microsoft Word 2016 (32-bit edition) Update None Depth 4011222 N/A Maybe
Vector: N/A
4011242 Security Defense in ?:2?;2:2?
Microsoft Word 2016 (64-bit edition) Update None Depth 4011222 N/A Maybe
Vector: N/A
4011244 Security Defense in $:;:;22::
Microsoft SharePoint Enterprise Server 2016 Update None Depth 4011217 N/A Maybe
Vector: N/A
4011264 Security Defense in ?:;igzt:?
Microsoft Office Word Viewer Update None Depth 4011236 N/A Maybe
Vector: N/A
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https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://www.microsoft.com/downloads/details.aspx?familyid=443e59fb-304b-45a2-8b79-f9e942db95b2
https://www.microsoft.com/downloads/details.aspx?familyid=443e59fb-304b-45a2-8b79-f9e942db95b2
https://www.microsoft.com/downloads/details.aspx?familyid=f1674aae-d083-4c51-a2de-5dde3190b090
https://www.microsoft.com/downloads/details.aspx?familyid=f1674aae-d083-4c51-a2de-5dde3190b090
https://www.microsoft.com/downloads/details.aspx?familyid=deda0337-0dc9-41af-96e0-741f8158f135
https://www.microsoft.com/downloads/details.aspx?familyid=deda0337-0dc9-41af-96e0-741f8158f135
https://www.microsoft.com/downloads/details.aspx?familyid=8e9a6a68-0ee1-4e24-aa0c-66e9a305e5d2
https://www.microsoft.com/downloads/details.aspx?familyid=8e9a6a68-0ee1-4e24-aa0c-66e9a305e5d2

ADV170020

4011265 Security Base: N/A
Microsoft Office Compatibility Pack Service Undate None Defense in 3213647 Temporal: Mavbe
Pack 3 P Depth N/A y
Vector: N/A
. Base: N/A
Word Automation Services on Microsoft 301;;@7 Security None Defense in 3213623 Temporal: Mavbe
SharePoint Server 2010 Service Pack 2 P Depth N/A y
Vector: N/A
. Base: N/A
Word Automation Services on Microsoft 301;;25 Security None Defense in 4011068 Temporal: Mavbe
SharePoint Server 2013 Service Pack 1 P Depth N/A y
Vector: N/A

CVE-2017-11768 - Windows Media Player Information Disclosure

Vulnerability

CVEID \Vulnerability Description Maxu:num . Vulnerability
Severity Rating Impact
CVE- CVE Title: Windows Media Player Information Disclosure Vulnerability Information
_— Important .
2017- Description: Disclosure
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https://www.microsoft.com/downloads/details.aspx?familyid=09e3d8e3-7034-4d17-964b-befee23c88e0
https://www.microsoft.com/downloads/details.aspx?familyid=09e3d8e3-7034-4d17-964b-befee23c88e0
https://www.microsoft.com/downloads/details.aspx?familyid=6857d078-e44e-428f-be00-900306661697
https://www.microsoft.com/downloads/details.aspx?familyid=6857d078-e44e-428f-be00-900306661697
https://www.microsoft.com/downloads/details.aspx?familyid=6419260f-affd-4b3b-a9b5-ebfb3883a9d3
https://www.microsoft.com/downloads/details.aspx?familyid=6419260f-affd-4b3b-a9b5-ebfb3883a9d3

Maximum

Vulnerability

To exploit the vulnerability, an attacker would have to log onto an affected system
and run a specially crafted application.

The update addresses the vulnerability by changing the way Windows Media Player
discloses file information.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

VEID \Vul ility D ipti
(@ ulnerability Description Severity Rating Impact
11768  An information vulnerability exists when Windows Media Player improperly discloses
MITRE  file information. Successful exploitation of the vulnerability could allow the attacker
NVD to test for the presence of files on disk.

Affected Software

The following tables list the affected software details for the vulnerability.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11768
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11768

CVE-2017-11768

Service Pack 1

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
4048957

Windows 7 II;Ao(Tlr:;ly Base: 2.5

for 32-bit 4048960 Important In‘formatlon 4041681 Temporal: 2.2 Ves

Systems Securit Disclosure Vector:

Service Pack 1 Only y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
4048957

Windows 7 IF\{/Iochr:JtSIy Base: 2.5

for x64-based 4048960 Important In.formatlon 4041681 Temporal: 2.2 Ves

Systems Securit Disclosure Vector:

Service Pack 1 Only y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O

Windows ifj:?h?

Server 2008 Rollup y Base: 2.5

R2 for x64- 4048960 Important In.formatlon 4041681 Temporal: 2.2 Ves

based Securit Disclosure Vector:

Systems Only y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11768

(Server Core

installation)
Windows 4048957
Server 2008 |Monthly Base: 2.5
R2 for Rollup Information Temporal: 2.2
ltanium- 4048960 Important 4041681 porak < Yes
Based Securit Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O

Systems Only
Service Pack 1
Windows L,\l/(l)j:?hsr
Server 2008 Rollup y Base: 2.5
R2 for x64- 4048960 Important In.formatlon 4041681 Temporal: 2.2 Ves
based Securit Disclosure Vector:
Systems onl y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
Service Pack 1 y

4048959

II;/IocilrL\thly Base: 2.5
Windows 1048962 Important In.formatlon 4041690 Temporal: 2.2 Ves
Server 2012 Securit Disclosure Vector:

Only y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962

CVE-2017-11768

4048959
Windows ::loour:gly Base: 2.5
Server 2012 4048962 Importantln,formatlon 4041690 Temporal: 2.2 Ves
(Server Core Securit Disclosure Vector:
installation) Only y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
4048958
) Monthly Base: 2.5
Windows 8.1 Rollup Information Temporal: 2.2
for 32-bit 4048961 Important | _. 4041693 porat: <. Yes
svstems Securit Disclosure Vector:
y oty y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
4048958
: Monthly Base: 2.5
Windows 8.1 Rollup Information Temporal: 2.2
for x64-based 40489671 Important 4041693 porat <. Yes
svstems Securit Disclosure Vector:
y . y CVS5:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11768

4048958
. Monthly Base: 2.5
Windows Rollup Information Temporal: 2.2
Server 2012 40489671 Important| _. 4041693 porat < Yes
R> Securit Disclosure Vector:
Only y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
4048958 Base: 2.5
Windows RT |[Monthly Importantln.formatlon 4041693 Temporal: 2.2 Ves
8.1 Rollup Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
4048958
Windows Monthly Base: 2.5
Server 2012 Rollup Information Temporal: 2.2
R2 (Server 4048961 Important|_. 4041693 porat <. Yes
Core Securit Disclosure Vector:
) . Y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
installation)  |Only
Windows 10 :235256 Information ?Z::: c2>.r5al' 2.2
for 32-bit " Important 4042895 poral. < Yes
Systems Update Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11768

. 4048956 Base: 2.5
Windows 10 Securit Information Temporal: 2.2
for x64-based y Important | _. 4042895 porat < Yes
Systems Update Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
Windows 10 4048952 Base: 2.5
Version 1511 [Security Information Temporal: 2.2
for x64-based |Update Important Disclosure 4041689 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
Windows 10 4048952 Base: 2.5
Version 1511 [Security Information Temporal: 2.2
for 32-bit Update Important Disclosure 4041689 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
4048953 Base: 2.5
Windows Security Information Temporal: 2.2
Server 2016  |Update mportant Disclosure 4041691 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
Windows 10 4048953 Base: 2.5
Version 1607 [Security Information Temporal: 2.2
for 32-bit Update Important Disclosure 4041691 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
Windows 10 14048953 Information Base: 2.5
Version 1607 [Security Important Disclosure 4041691 Temporal: 2.2 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11768

for x64-based Update Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
Windows 4048953 Base: 2.5
Server 2016  Security Information Temporal: 2.2
(Server Core |Update Important Disclosure 4041691 Vector: ves
installation) CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
Windows 10 4048954 Base: 2.5
Version 1703 Security Information Temporal: 2.2
for 32-bit Update Important Disclosure 4041676 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
Windows 10 4048954 Base: 2.5
Version 1703 Security Information Temporal: 2.2

I 404167 Y
for x64-based Update mportant Disclosure 041676 Vector: e
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
Windows 10 4048955 Base: 2.5
Version 1709 [Security Information Temporal: 2.2

I 40421 Y
for 32-bit Update mportant Disclosure 042198 Vector: e
Systems CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:L/I:N/A:N/E:U/RL:O
Windows 10 14048955 Base: 2.5
Version 1709 Security Information Temporal: 2.2
for 64-based |Update mportant Disclosure 4042198 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11768

Windows 1148955 Base: 2.5
Server, Securit Information Temporal: 2.2
version 1709 y Important | _. 4042198 porat < Yes
(Server Core Update Disclosure Vector:

) CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:U/RL:O
Installation)

CVE-2017-11770 - .NET CORE Denial Of Service Vulnerability

Maximum . nerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: .NET CORE Denial Of Service Vulnerability
Description:
CVE- A denial of service vulnerability exists when .NET Core improperly handles parsing
2017-  [certificate data. An attacker who successfully exploited this vulnerability could cause a Denial of
11770  denial of service against a .NET Core web application. The vulnerability can be exploited |mportant Service
MITRE  remotely, without authentication.
Vb A remote unauthenticated attacker could exploit this vulnerability by providing a
specially crafted certificate to the .NET Core application.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11770
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11770

CVE ID \Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

handles parsing certificate data.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00

Information published.

The update addresses the vulnerability by correcting how the .NET Core web application

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11770

|Product |KB Article |Severity |Impact

|Supersedence CVSS Score Set Restart Required

@Z AR 2017
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CVE-2017-11770

.NET Core 1.0

Commit Security Update

Important

Denial of Service

Base: N/A
Temporal: N/A
Vector: N/A

Yes

.NET Core 1.1

Commit Security Update

Important

Denial of Service

Base: N/A
Temporal: N/A
Vector: N/A

Yes

.NET Core 2.0

Commit Security Update

Important

Denial of Service

Base: N/A
Temporal: N/A

Vector: N/A

Yes

CVE-2017-11788 - Windows Search Denial of Service Vulnerability

Maximu
S Vulnerability Description o . =LA
ID Severity y Impact
Rating
CVE Title: Windows Search Denial of Service Vulnerability
CVE- Description:
2017- A denial of service vulnerability exists when Windows Search improperly handles objects in Important Denial of
11788 memory. An attacker who successfully exploited the vulnerability could cause a remote denial of Service
MITR service against a system.
@& R 2017 http://www.nsfocus.com



https://github.com/dotnet/announcements/issues/44
https://github.com/dotnet/announcements/issues/44
https://github.com/dotnet/announcements/issues/44
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11788

Maximu

VE . L. m Vulnerabilit
< Vulnerability Description . " o
ID Severity y Impact

Rating
E To exploit the vulnerability, the attacker could send specially crafted messages to the Windows
NVD Search service. Additionally, in an enterprise scenario, a remote unauthenticated attacker could

remotely trigger the vulnerability through a Server Message Block (SMB) connection.

The security update addresses the vulnerability by correcting how Windows Search handles objects
in memory.

FAQ:

None
Mitigations:
None
Workarounds:

Disable WSearch service

Interactive workaround deployment steps

1. Click Start, click Run, type "regedit" (without the quotation marks), and then click OK.
2. Expand HKEY_LOCAL_MACHINE

3. Expand System, then CurrentControlSet, then Services

4. Click on WSearch

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11788
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11788

CVE
ID

Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabilit
y Impact

5. Click the File menu and select Export.
6. In the Export Registry File dialog type a€ceWSearch_configuration_backup.rega€[] and
press Save.
7. Double-click the value named Start and change the Value data field to 4
Click OK
9. Run the following command at a command prompt running as an administrator:
sc stop WSearch

oo

Impact of workaround

The Windows Search functionality will not be available to applications that use it for searches.
How do undo the workaround

1. Click Start , click Run , type "regedit " (without the quotation marks), and then click OK.

2. Click the File menu and select Import.

3. In the Import Registry File dialog select a€ceWSearch_configuration_backup.rega€l
and press Open.

Managed workaround deployment steps

@& R 2017 http://www.nsfocus.com




_ D @

Maximu
CVE - . L. m Vulnerabilit
D Vulnerability Description ey i

Rating

1. First a backup copy of the registry keys can be made from a managed deployment script
with the following command:
regedit /e WSearch_configuration_backup.reg
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\WSearch
2. Next save the following to a file with a .REG extension (e.g. Disable_WSearch.reg)
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\WSearc
h]
"Start"=dword:00000004
3. Run the registry script created in step 2 on the target machine with the following
command:
regedit /s Disable_WSearch .reg
4. Run the following command at a command prompt running as an administrator:
sc stop WSearch

Impact of workaround
The Windows Search functionality will not be available to applications that use it for searches.
How to undo the workaround

@& R 2017 http://www.nsfocus.com



Maximu

o Vulnerability Description pul Vulnerabilit
ID Severity y Impact
Rating

1.0

Revision:
11/14/2017 08:00:00

Restore the original state by running the following command:
regedit /s WSearch_configuration_backup.reg

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11788

Product Ililr;ticle Severity Impact Supersedence CVSS Score Set z::t:i:te d
Windows 7 4048957 Base: 5.9

for 32-bit  |Monthly Denial Tem|.oo.ral' 5 3

Systems Rollup  Important of 4041681 o Yes
Service Pack 4048960 Service Vector.

1 Security CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@ZHFHY 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11788

Only
Windows 7 ir/(l)j:ShT
for x64- Y . Base: 5.9
based Rollup Denial Temporal: 5.3

4048960 Important of 4041681 porat. > Yes
Systems Securit Service Vector:
Service Pack Only y CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
1
Windows
Server 2008 4048957
R2 for x64- Monthly ‘ Base: 5.9
based Rollup Denial Temporal: 5.3
Systems 4048960 Important of 4041681 Vectgr‘ o Yes
Service Pack |Security Service CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
1 (Server  Only
Core
installation)
Windows 4048957 Base: 5.9
Server 2008 Monthly Denial Tem' o.ral' 5 3
R2 for Rollup  Important of 4041681 P T Yes
ltanium- 4048960 Service Vector.

. CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Based Security
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11788

Systems Only
Service Pack
1
Windows 4048957
Server 2008 [Monthly . Base: 5.9
R2 for x64- Rollup Denial Temporal: 5.3
based 4048960 Important of 4041681 Vectgr' T Yes
dystems - security Service CV55:3.0/AV:N/AC:H/PRN/ULN/S:U/C:N/EN/AH/E:P/RLO/RC:C
Service Pack (Only
1
Windows
Server 2008
for 32-bit 4047211 . Base: 5.9
Systems Security Denial Temporal: 5.3
Service Pack Update Important girvice 4041681 Vector: ves
2 (Server CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Core
installation)
4048959 . Base: 5.9
Windows Monthly Denial Temporal: 5.3
Rollup  Important of 4041690 porat: >. Yes
Server 2012 1048962 Service Vector:
Security CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962

CVE-2017-11788

Only
4048959

Windows 'I;Aoﬁlztgly Denial Base: 5.9

server 2012 1) 115062 Importantof 4041690 Temporal: 5.3 Yes

(Server Core Securit Service Vector:

installation) Only y CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4048958

. Monthly . Base: 5.9

Windows  Rollup Denial Temporal: 5.3

8.1 for 32- 4048961 Important of 4041693 Vectgr‘ o Yes

bit systems éencl;”ty Service CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4048958

Windows II;/IocilrL\thly Denial Base: 5.9

81 10rx64- 145961 Importantof 4041693 Temporal: 5.3 Yes

based Securit Service Vector.

systems Only y CVSS:3.0/AV:N/AC:H/PR:N/UEN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11788

4048958
: Monthly . Base: 5.9
Windows  Rollup Denial Temporal: 5.3
Server 2012 4048961 Importantof 4041693 | “TPOI Yes
R2 (S)enc;rlty Service CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4048958 . Base: 5.9
Windows RT Monthl Denial Temporal: 5.3
y Important of 4041693 porat: >. Yes
8.1 Rollup Service Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4048958
Windows  Monthly . Base: 5.9
Server 2012 [Rollup Denial Temporal: 5.3
R2 (Server 4048961 Important of 4041693 Vectgr' o Yes
Core pecurity Service CVS5:3.0/AV:N/AC:H/PR:N/ULN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation) Only
for 32-bit y Important of 4042895 porat: >. Yes
Update : Vector:
Systems Service
CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11788

Windows 10 4048956 . Base: 5.9
for x64- Securit Denial Temporal: 5.3
Y Important of 4042895 porat > Yes
based Update Service Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 101,695, . Base: 5.9
Version Securit Denial Temporal: 5.3
1511 for y Important of 4041689 porat. > Yes
x64-based Update Service Vector.
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4048952 . Base: 5.9
Version Security Denial Temporal: 5.3
1511 for 32- Update Important girvice 4041689 Vector: ves
bit Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4048953 . Base: 5.9
Windows  [Security Denial Temporal: 5.3
Server 2016 |Update Important girvice 4041691 Vector: ves
CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4048953 . Base: 5.9
Version Security Denial Temporal: 5.3
1607 for 32- Update | mPOTtaNt ;’erice 4041691 Vector: ves
bit Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11788
Windows 101, 6953 . Base: 5.9
Version Securit Denial Temporal: 5.3
1607 for Y Important of 4041691 p' o Yes
x64-based Update Service Vector.
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4048953 Denial Base: 5.9
Server 2016 [Security Important of 4041691 Temporal: 5.3 Ves
(Server Core Update Service Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4048954 . Base: 5.9
Version Security Denial Temporal: 5.3
1703 for 32- Update Important girvice 4041676 Vector: ves
bit Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 101, 5954 . Base: 5.9
Version Securit Denial Temporal: 5.3
1703 for Y Important of 4041676 porat > Yes
x64-based Update Service Vector.
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4048955 . Base: 5.9
Server Securit Denial Temporal: 5.3

! Y Important of 4042198 porat. > Yes
version Update Service Vector:
1709 (Server CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11788

Core
Installation)
Windows
Server 2008 | 17511 . Base: 5.9
for ltanium- Securit Denial Temporal: 5.3
Based Y Important of 4042198 porat. > Yes
Systems Update Service Vector:
y . CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack
2
Windows
Server 2008 4047211 Denial Base: 5.9
for 32-bit  [Security Important of 4042198 Temporal: 5.3 Ves
Systems Update Service Vector:
Service Pack CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
2
Windows
server 2008 4047211 . Base: 5.9
for x64- Securit Denial Temporal: 5.3
based Y Important of 4042198 porat > Yes
Systems Update Service Vector:
y . CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack
2
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211

CVE-201

7-11788

for x64-
based
Systems

2 (Server
Core

Windows
Server 2008

Service Pack

installation)

4047211
Security
Update

Base: 5.9
Temporal: 5.3
Vector:

Denial
Important of
Service

4042198

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Yes

CVE-2017-11791 - Scripting Engine Information Disclosure Vulnerability

Maximum Vulnerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE Title: Scripting Engine Information Disclosure Vulnerability
CVE- Description:
2017~ |An information disclosure vulnerability exists when the scripting engine does not Information
11791 broperly handle objects in memory in Microsoft browsers. An attacker who successfully Important Disclosure
MITRE exploited the vulnerability could obtain information to further compromise the
NVD usera€™s system.
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047211
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11791
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11791

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

In a web-based attack scenario, an attacker could host a website in an attempt to exploit
the vulnerability. In addition, compromised websites and websites that accept or host
user-provided content could contain specially crafted content that could exploit the
vulnerability. However, in all cases an attacker would have no way to force a user to view
the attacker-controlled content. Instead, an attacker would have to convince a user to
take action. For example, an attacker could trick a user into clicking a link that takes the
user to the attacker's site.

The security update addresses the vulnerability by changing how the scripting engine
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11791

Restart
Product KB Article Severity Impact Supersedenc CVSS Score Set Require
d
Internet
Explorer 9
on
Windows 4047206 IE . Base: 2.4
Server Cumulativ Informatio Temporal: 2.2
2008 for o Low n. 4040685 Vector: Yes
32-bit Disclosure CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
Systems c
Service
Pack 2
Internet 4047206 IE . Base: 2.4
Explorer 9 Cumulativ Informatio Temporal: 2.2
on ow n 4040685 Vector: Yes
Windows Disclosure CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
Server C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11791

2008 for
x64-based
Systems
Service
Pack 2
Internet
Explorer 11 4047206.|E
on Cumulativ » ' $ase: 4.3I i
. e nformatio emporal: 3.
}’Z'r”:;"k;’ft "loagos7 [mPortan | 4041681  Vector: Yes
Systems Monthly Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
. Rollup :C
Service
Pack 1
Internet
Explorer 11 4047206 |E
on Cumulativ Base: 4.3
Windows 7 e Importan Informatio Temporal: 3.9
for x64- 4048957 4041681 Vector: Yes
based Monthly Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
Systems  Rollup :C
Service
Pack 1
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11791

Internet
Explorer 11
on 4047206 IE
Windows |Cumulativ Base: 2.4
Server e Informatio Temporal: 2.2
2008 R2 4048957  Low n 4041681 Vector: Yes
for x64-  Monthly Disclosure CVSS:3.0/AV:N/AC:L/PR:H/UIR/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
based Rollup C
Systems
Service
Pack 1
Internet 4047206 IE
Cumulativ Base: 4.3

Explorer 11 .
on e Importan Informatio Temporal: 3.9
Windows 4048958 . 4041693 Vector: Yes
8.1 for 32- Monthly Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC

. Rollup :C
bit systems
Internet 4047206 |E Base: 4.3
Explorer 11 Cumulativ Importan Informatio Temporal: 3.9
on e A 4041693 Vector: Yes
Windows 4048958 Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
8.1 for Monthly :C
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11791

x64-based Rollup

systems

Internet 4047206. .

Explorer 11 Cumulativ . Base: 2.4

on e Informatio Temporal: 2.2

Windows 4048958  Low n. 4041693 Vector: Yes
Server Monthly Disclosure CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
2012R2 | Ollup c

Internet 1048958 . Base: 4.3

Explorer 11 Monthly mportan Informatio Temporal: 3.9

on Rollup A . 4041693 Vector: Yes
Windows Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UIR/S:U/C:L/I:N/A:N/E:P/RL:O/RC

RT 8.1 :C

Internet

Explorer 11 1048956 . Base: 4.3

on. Security  Importan Informatio Temporal: 3.9

Windows Update N 4042895 Vector: Yes
10 for 32- Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC

bit :C

Systems

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11791

Internet

Explorer 11 1042895 | Base: 4.3

on Securit Imoortan Informatio Temporal: 3.9

Windows 1 VTP 4038781  Vector. Ves
10 for x64- | Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
based C

Systems

Internet

Explorer 11 '

on 4048952 ' Base: 4.3

Windows (Security  Importan Informatio Temporal: 3.9

10 Version U datey t P 4041689 Vector: Yes
1511 for . Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
x64-based :C

Systems

Internet

Explorer 11 .

on 4048952 . Base: 4.3

Windows Security  Importan Informatio Temporal: 3.9

10 Version U datey t P 4041689 Vector: Yes
1511 for v Disclosure CVSS:3.0/AVIN/AC:L/PR:N/ULR/S:U/C:L/I:N/A:N/E:P/RL:O/RC
32-bit :C

Systems

@R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4042895
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4042895
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4042895
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11791

Internet Scer 2.4
Explorer 114048953 ) Y

on Securit Informatio Temporal: 2.2

Windows Uec:a tey Low n 4041691 Vector: Ves
Server ’ Disclosure CVSS:3.0/AV:N/ACL/PRH/ULR/S:U/C:.L/N/ANN/E:P/RLIO/RC:
2016 C

Internet

Explorer 11 '

on 1048953 ' Base: 4.3

Windows (Security  Importan Informatio Temporal: 3.9

10 Version U datey t P 4041691 Vector: Yes
1607 for . Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
32-bit :.C

Systems

Internet

Explorer 11 .

on 1048953 . Base: 4.3

Windows Security  Importan Informatio Temporal: 3.9

10 Version U datey t P 4041691 Vector: Yes
1607 for 0 Disclosure CVSS:3.0/AVIN/ACL/PR:N/UIR/S:U/C:L/I:N/A:N/E:P/RL:O/RC
x64-based :C

Systems

@RI 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11791

Internet

Explorer 11 '

on 4048954 . Base: 4.3

Windows [Security  Importan Informatio Temporal: 3.9

10 Version Uecclljatey t P 4041676 Vector: Ves
1703 for g’ Disclosure CVSS:3.0/AV:IN/AC:L/PR:N/UIR/S:U/C:L/I:N/A:N/E:P/RL:O/RC
32-bit :C

Systems

Internet

Explorer 11 '

on 1048954 ' Base: 4.3

Windows (Security  Importan Informatio Temporal: 3.9

10 Version U datey t P 4041676 Vector: Yes
1703 for 0 Disclosure CVSS:3.0/AVIN/ACL/PR:N/UIR/S:U/C:L/I:N/A:N/E:P/RL:O/RC
x64-based :C

Systems

Internet

Explorer 114048955 . Base: 4.3

on Securit Imoortan Informatio Temporal: 3.9

Windows U datey t P 4042198 Vector: Yes
10 Version ’ Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
1709 for :.C

@R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11791

32-bit

Systems

Internet

Explorer 11 .

on 4048955 . Base: 4.3

Windows Importan Informatio Temporal: 3.9

10 Version t ° 4042198 Vector: Ves
1709 for Disclosure CVSS:3.0/AV:N/AC:L/PR:IN/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
64-based .C

Systems

Internet

Explorer 11

on

Windows 4048955 . Base: 2.4

Server, Informatio Torooral: 2.2

version Low n 4042198 porat: < Yes
1709 Disclosure Vector.

(Server CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O
Core

Installation

)

@R HFHL 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11791

Internet (048959
Explorer 10 Monthly Base: 2.4
Onp Rollup Informatio Temporal: 2.2
Windows 4047206 |E Low n 4040685 Vector: Ves
Server Cumulativ Disclosure CVSS:3.0/AV:IN/AC:L/PR:H/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
2012 © C
Microsoft
Edgeon 4048956 . Base: 4.3
Windows (Security  Importan Informatio Temporal: 3.9
10 for 32- U datey t P 4042895 Vector: Ves
bit ’ Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
:.C
Systems
Microsoft
Edgeon 4048956 . Base: 4.3
Windows Security  Importan Informatio Temporal: 3.9
10 for x64- | datey t P 4042895 Vector: Yes
based ’ Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
:.C
Systems
lg/gcreozzft ;122153?2 Imoortan Informatio Base: 4.3
.g / P 4041689 Temporal: 3.9 Yes
Windows |Update .
; Disclosure Vector:
10 Version
@R HFHL 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11791

1511 for CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
x64-based :C

Systems

Microsoft

Ed.ge on | 148952 . Base: 4.3

Windows Security  Importan Informatio Temporal: 3.9

10 Version Update A 4041689 Vector: Yes
1511 for Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
32-bit :C

Systems

Microsoft 1048953 . Base: 4.3

Edge on Security Informatio Temporal: 3.9

Windows Update Low n 4041691 Vector: Yes
Server Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UIR/S:U/C:L/I:N/A:N/E:P/RL:O/RC
2016 :C

Microsoft

Ed.ge on | 148953 . Base: 4.3

Windows Security  Importan Informatio Temporal: 3.9

10 Version Update A 4041691 Vector: Yes
1607 for Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
32-bit :C

Systems

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11791

Microsoft

Edge on Base: 4.3

Windows :2353;3 Importan Informatio Temporal: 3.9

10 Version Update " 4041691 Vector: Yes
1607 for Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
x64-based :.C

Systems

Microsoft

Edge on Base: 4.3

Windows :g?ﬁﬁf; Importan Informatio Temporal: 3.9

10 Version Update A 4041676 Vector: Yes
1703 for Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
32-bit :.C

Systems

Microsoft

Edge on Base: 4.3

Windows :gjfgts; Importan Informatio Temporal: 3.9

10 Version Update " 4041676 Vector: Yes
1703 for Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
x64-based :C

Systems

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11791

Microsoft
Edge on Base: 4.3
Windows :gjfgfys Importan Informatio Temporal: 3.9
10 Version Update " 4042198 Vector: Yes
1709 for Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
32-bit :.C
Systems
Microsoft
Edge on Base: 4.3
Windows ggjfﬁtsys Importan Informatio Temporal: 3.9
10 Version Update A 4042198 Vector: Yes
1709 for Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
64-based :.C
Systems
Microsoft
Edge on
Wi?\dows 4048955 . Base: 4.3
Server Security Informatio Temporal: 3.9
version Update Low n. 4042198 Vector: Yes
1709 Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UIR/S:U/C:L/I:N/A:N/E:P/RL:O/RC
:C
(Server
Core
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11791

Installation
)
ComrT\it Informatio ?’::ﬁ;él: 3.9
ZhakraCor éencl;rlty meortan | 4042198 Vector: Ves
Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC
:C

CVE-2017-11803 - Microsoft Edge Information Disclosure Vulnerability

NVD To exploit the vulnerability, in a web-based attack scenario, an attacker could host a
website in an attempt to exploit the vulnerability. In addition, compromised websites
and websites that accept or host user-provided content could contain specially crafted

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Microsoft Edge Information Disclosure Vulnerability
Description:
CVE- An information disclosure vulnerability exists when Microsoft Edge improperly handles
2017- objects in memory. An attacker who successfully exploited the vulnerability could obtain Information
UI?(F){?E information to further compromise the usera€™s system. Important Disclosure

@Z AR 2017
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https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11803
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11803

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

content that could exploit the vulnerability. However, in all cases an attacker would have
no way to force a user to view the attacker-controlled content. Instead, an attacker
would have to convince a user to take action. For example, an attacker could trick a user
into clicking a link that takes the user to the attacker's site.

The update addresses the vulnerability by modifying how Microsoft Edge handles
objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-11803

KB Supersedenc Restart
Product . Severity Impact CVSS Score Set Require
Article d
Microsoft
Edgeon 404895 Base: 4.3
Windows 4 Importan Informatio Temporal: 3.9
10 Version Security 4041676 Vector: Yes
1703 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
32-bit C
Systems
Microsoft
Edgeon 404895 Base: 4.3
Windows 4 Importan Informatio Temporal: 3.9
10 Version Security 4041676 Vector: Yes
1703 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
x64-based C
Systems
Microsoft 404895 Base: 4.3
Edgeon 5 Importan Informatio Temporal: 3.9
Windows [Security 4042198 Vector: Yes
10 Version Update Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
1709 for C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11803

32-bit
Systems
Microsoft
Edgeon 404895 Base: 4.3
Windows 5 Importan Informatio Temporal: 3.9
10 Version Security n 4042198 Vector: Yes
1709 for  Update Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
64-based C
Systems
Microsoft
Edge on
\SAQ:/Z?,WS 404895 . Base: 2.4
version . Informatio Temporal: 2.2
1709 Security Low n. 4042198 Vector: Yes
(Server Update Disclosure CVSS:3.0/AV:N/AC:L/PR:H/UIR/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
C
Core
Installation
)
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

5 > @

CVE-2017-11827 - Microsoft Browser Memory Corruption Vulnerability

Maximum
CVE ID \Vulnerability Description Severity

Rating

Vulnerability
Impact

CVE Title: Microsoft Browser Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that Microsoft browsers access
objects in memory. The vulnerability could corrupt memory in a way that could allow an
attacker to execute arbitrary code in the context of the current user. An attacker who
successfully exploited the vulnerability could gain the same user rights as the current
user. If the current user is logged on with administrative user rights, the attacker could
take control of an affected system. An attacker could then install programs; view,

change, or delete data; or create new accounts with full user rights. Remote Code
Important Execution

CVE-

2017-

11827
An attacker could host a specially crafted website that is designed to exploit the
vulnerability through Microsoft browsers, and then convince a user to view the website.
The attacker could also take advantage of compromised websites, or websites that
accept or host user-provided content or advertisements, by adding specially crafted
content that could exploit the vulnerability. In all cases, however, an attacker would
have no way to force users to view the attacker-controlled content. Instead, an attacker
would have to convince users to take action, typically via an enticement in email or
instant message, or by getting them to open an email attachment.

@& R 2017 http://www.nsfocus.com


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11827
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11827

CVE ID \Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The security update addresses the vulnerability by modifying how Microsoft browsers
handle objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11827

Supersedenc

Product KB Article Severity Impact CVSS Score Set

Restart
Require
d

@& R 2017 http://www.nsfocus.com




CVE-2017-11827

e oo
P Cumulativ Base: 7.5
on e Remote Temporal: 6.7
}’Z'r”:;_"k;’ist " la0agos7  [mPortan E;edcitio 4041681  Vector. Yes
Monthly CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems n
. Rollup C
Service
Pack 1
Internet
Explorer 11 4047206 |E
on Cumulativ Remote Base: 7.5
Windows 7 e Importan Code Temporal: 6.7
forx64- 4048957 P B i 4041681 Vector: Yes
based Monthly " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems  Rollup C
Service
Pack 1
Internet
4047206 IE Base: 6.4
Explorer 11 . Remote
on Cumulativ Code Temporal: 5.8
. e Low . 4041681 Vector: Yes
Windows Executio
4048957 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
SEMVer lonthl : C
2008 R2 y
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11827

for x64- Rollup
based
Systems
Service
Pack 1
Internet 4047206 IE
Cumulativ Base: 7.5

Explorer 11 Remote )
on © Importan Code Temporal: 6.7
o (1048958 P Do 4041693 Vector: Yes
8.1 for 32- Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

. Rollup C
bit systems
Internet 4047206 IE
Explorer 11 |Cumulativ Base: 7.5

Remote

on e Importan Code Temporal: 6.7
Windows 4048958 | P fo i 4041693 Vector: Yes
8.1 for x64- Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based Rollup C
systems
Internet 4047206 IE Remote
Explorer 11 Cumulativ Code Base: 6.4

P ow . 4041693 Temporal: 5.8 Yes
on e Executio Vector-
Windows 4048958 n '
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11827

Server Monthly CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
2012 R2 Rollup C

Internet 1048958 Remote Base: 7.5

Explorer 11 Month Importan Code Temporal: 6.7

on o y : P foe i 4041693 Vector: Yes
Windows P N CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

RT 8.1 C

Internet

Explorer 11 4048956 Remote Base: 7.5

n Security  Importan Code Temporal: 6.7

\7Vindows Update t Executio 4042895 Vector. ves
10 for 32- P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

bit Systems ¢

Internet

Explorer 11 1048956 Remote Base: 7.5

on Securit Importan Code Temporal: 6.7

Windows |’ datey : P fo i 4042895 Vector: Yes
10 for x64- P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based C

Systems

Internet 4048952  |Importan Remote Base: 7.5

Y

Explorer 11 Security Code 4041689 Temporal: 6.7 s
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11827

on Update Executio Vector:

Windows n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version C

1511 for

x64-based

Systems

Internet

Explorer 11 .

on 41048952 Remote Base: 7.5

Windows Security  Importan |Code Temporal: 6.7

10 Version U datey t P Executio 4041689 Vector: Ves

1511 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

32-bit C

Systems

Internet

Explorer 114048953 Remote Base: 6.4

on Securit Code Temporal: 5.8

Windows U datey Low Executio 4041691 Vector: Yes

Server P ) CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

2016 C

Internet Base: 7.5
404

Explorer 11 0 89.53 Importan Remote 4041691 Temporal: 6.7 Ves
Security |t Code

on Vector:

@& R 2017 http://www.nsfocus.com


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11827

Windows |Update Executio CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version n C

1607 for

32-bit

Systems

Internet

Explorer 11 .

on 4048953 Remote Base: 7.5

Windows [Security  |Importan Code Temporal: 6.7

10 Version Update 1 Executio 4041691 Vector: Yes
1607 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
x64-based C

Systems

Internet

Explorer 11 .

on 41048954 Remote Base: 7.5

Windows Security  Importan |Code Temporal: 6.7

10 Version U datey t P Executio 4041676 Vector: Yes
1703 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
32-bit C

Systems

Internet 4048954 Importan Remote Base: 7.5

Explorer 11 Security |t Code 4041676 Temporal: 6.7 Yes
@R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11827

on Update Executio Vector:

Windows n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
10 Version C

1703 for

x64-based

Systems

Internet

Explorer 11 .

on 4048955 Remote Base: 7.5

Windows (Security  Importan |Code Temporal: 6.7

10 Version U datey t P Executio 4042198 Vector: Yes
1709 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
32-bit C

Systems

Internet

Explorer 11 .

on 4048955 Remote Base: 7.5

Windows Security  Importan |Code Temporal: 6.7

10 Version U datey t P Executio 4042198 Vector: Yes
1709 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
64-based C

Systems

@RI 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11827

Internet
Explorer 11
on
Windows 1048955 Remote Base: 6.4
Serv.er, Security Code Temporal: 5.8
version Update Low Executio 4042198 Vector: Yes
1709 " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
(Server C
Core
Installation
)
Internet 4048959
Monthly Base: 6.4

Explorer 10 Remote
on Rollup Code Temporal: 5.8
Windows 4047206.IE Low Executio 4040685 Vector: Yes
Server Cumulativ " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
2012 ¢
';/g;reozzﬂ 4048956 Remote Base: 4.2
Windows Security  Importan Code 4042895 Temporal: 3.8 Ves
10 for 32- Update t Executio Vector:

. n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
bit Systems
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11827

Microsoft
Edgeon 4048956 Remote Base: 4.2
Windows Security  [Importan Code Temporal: 3.8
10 for x64- Update 1t Executio 4042895 Vector: ves
based n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |, 18952 Remote Base: 4.2
Windows Securit Importan Code Temporal: 3.8
10 Version 4 P . 4041689 porat: 5. Yes
1511 for Update t Executio Vector:
n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft
Edgeon |, 18952 Remote Base: 4.2
Windows Securit Importan Code Temporal: 3.8
10 Version Yo mp 4041689 porat: 2. Yes
1511 for Update t Executio Vector:
32-bit n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

-

AT

CVE-2017-11830 - Device Guard Security Feature Bypass Vulnerability

FAQ:

None
Mitigations:
None
Workarounds:

None

Maximum — |nerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE Title: Device Guard Security Feature Bypass Vulnerability
Description:
A security feature bypass exists when Device Guard incorrectly validates an untrusted
file. An attacker who successfully exploited this vulnerability could make an unsigned file
appear to be signed. Because Device Guard relies on the signature to determine the file
is non-malicious, Device Guard could then allow a malicious file to execute.
CVE- In an attack scenario, an attacker could make an untrusted file appear to be a trusted
2017- file.
Security
11830 The update addresses the vulnerability by correcting how Device Guard handles Important Feature Bypass
MITRE " untrusted files.
NVD

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11830
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11830

Maximum

Vul ili
CVE ID \Vulnerability Description Severity ulnerability
. Impact
Rating
Revision:
1.0 11/14/2017 08:00:00 Information published.

Affected Software
The following tables list the affected software details for the vulnerability.

CVE-2017-11830

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 2235356 Security ?Zf:: g.r?z’al' 48

for 32-bit 4 Important Feature 4042895 P S Yes
Systems Update Bypass Vector:

y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4048956 Security Base: 5.3

- i l: 4.

for x64 Security Important Feature 4042895 Temporal: 4.8 Yes
based Update Bypass Vector:

Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
@ZrHFHY 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11830

Windows 10 11895, . Base: 5.3
Version 1511 Securit Security Temporal- 4.8
for x64- Y Important Feature 4041689 porat: £ Yes
based Update Bypass Vector:
yp CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
Systems
Windows 10 4048952 Security Base: 5.3
Version .1511 Security Important Feature 4041689 Temporal: 4.8 Ves
for 32-bit Update Bypass Vector:
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
4048953 Security Base: 5.3
Windows Security Temporal: 4.8
Server 2016 Update Important ;ea‘;usrse 4041691 Vector Yes
yp CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4048953 Security Base: 5.3
Version 1607 Security Temporal: 4.8
for 32-bit Update Important ;ea';usrse 4041691 Vector: Yes
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
Windows 10 1, 16953 . Base: 5.3
Version 1607 Securit Security Temporal: 4.8
for x64- Y Important Feature 4041691 porat. <. Yes
based Update Bvpass Vector:
yp CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
Systems
@& R 2017 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11830

Windows 4048953 Security Base: 5.3
Server 2016  Security Important Feature 4041691 Temporal: 4.8 Ves
(Server Core |Update Bypass Vector:
installation) yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4048954 Security Base: 5.3
Version 1703 [Security Temporal: 4.8
for 32-bit Update Important Eea‘;usrse 4041676 Vector Yes
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
Windows 10 1, /8954 . Base: 5.3
Version 1703 Securit Security Temporal- 4.8
for x64- Y Important Feature 4041676 porat < Yes
based Update Bvpass Vector:

yp CVSS:3.0/AV:L/AC.L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
Systems
Windows 10 4048955 Security Base: 5.3
Version 1709 Security Temporal: 4.8
for 32-bit Update Important ;ea';usrse 4042198 Vector: Yes
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
Windows 10 4048955 Security Base: 5.3
Version 1709 [Security Temporal: 4.8
for 64-based Update Important ;ea';usrse 4042198 Vector: es
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:IN/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C
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CVE-2017-11830

Windows
Server,
version 1709
(Server Core
Installation)

4048955
Security
Update

Important

Security
Feature
Bypass

4042198

Base: 5.3

Temporal: 4.8

Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O

Yes

CVE-2017-11831 - Windows Information Disclosure Vulnerability

Maximum —; inerability
CVEID \Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists when the Windows kernel fails to
CVE- properly initialize a memory address. An attacker who successfully exploited this
??:3; vulnerability could obtain information to further compromise the usera€™s system. I eant Information
mportan .
VITRE  [To exploit this vulnerability, an attacker would have to log on to an affected system P Disclosure
NVD and run a specially crafted application.
The security update addresses the vulnerability by correcting how the Windows kernel
initializes memory.
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11831
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11831

CVEID \Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11831

Product KB. Severity Impact Supersedenc CVSS Score Set

rticle

Restart
Require
d

@& R 2017 http://www.nsfocus.com




CVE-2017-11831

404895
.
Windows 7 Monthly Base: 4.7
for 32-bit  Rollup Importan Informatio Temporal: 4.2
Systems 404896 " P 4041681 Vector: Yes
Service 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 1 Security C
Only
404895
) U
Windows 7 Monthly Base: 4.7
for x64- .
based Rollup Importan Informatio Temporal: 4.2
oot (104896 | P 4041681 Vector: Yes
S)e/rvice Disclosure CVSS:3.0/AV:L/AC:H/PR:L/ULIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Pack 1 Only
Windows 404895 Base: 4.7
Server 7 Importan Informatio Temporal: 4.2
2008 R2 for|Vonthly | P 4041681 Vector: Yes
x64-based Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems 404896 C
@& R 2017 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11831

Service 0
Pack 1 Security
(Server Only
Core
installation)
Windows 404895
Server Monthly Base: 4.7
2008 R2 for .
tanium- Rollup Importan Informatio Temporal: 4.2
soey 404896 | P 4041681 Vector: Yes
Disclosure CVSS:3.0/AV.L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems .
. Security C

Service onl
Pack 1 y

404895
Windows |7
Server Monthly Base: 4.7
2008 R2 for Rollup Informatio Temporal: 4.2

Importan

x64-based 404896 A 4041681 Vector: Yes
Systems 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Security C
Pack 1 Only
@& R 2017 http://www.nsfocus.com
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CVE-2017-11831

Windows
Server
2008 for 1) 14618 Base: 4.7
32-bit .
Systems . Importan Informatio Temporal: 4.2
Service Security ‘ 4041681 Vector: Yes
Pack 2 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
(Server
Core
installation)
404895
9
Monthly Base: 4.7
Windows [Rollup Importan Informatio Temporal: 4.2
Server 404896 A 4041690 Vector: Yes
2012 2 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
\S/\er\\/celi)ws 304895 Importan Informatio Base: 4.7
5012 Monthly f . 4041690 Temporal: 4.2 Yes
Disclosure Vector:
(Server Rollup
@% R 2017 http://www.nsfocus.com
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CVE-2017-11831

Core 404896 CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) |2 C
Security
Only
404895
8
Monthly Base: 4.7
Windows Rollup Importan Informatio Temporal: 4.2
8.1 for 32- 404896 A 4041693 Vector: Yes
bit systems |1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
404895
8
Windows Monthly . Base: 4.7
8.1 for x64- Rollup Importan Informatio Temporal: 4.2
based 404896 " 4041693 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
systems .
Security C
Only
@& R 2017 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11831

404895
8
Monthly Base: 4.7
Windows [Rollup Importan Informatio Temporal: 4.2
Server 404896 " 4041693 Vector: Yes
2012 R2 1 Disclosure CVSS:3.0/AV.L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
404895 Base: 4.7
Windows 8 Importan Informatio Temporal: 4.2
RT 8.1 Monthly 4041693 Vector: Yes
Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
404895
. 8
Windows Monthly Base: 4.7
;8?’;;2 Rollup | Informatio Temporal: 4.2
Server 104896 tmporta” | 4041693 Vector: Yes
Core . Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) Security ¢
Only
@% R 2017 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11831

404895 Base: 4.7
Windows 6 Importan Informatio Temporal: 4.2
10 for 32-  [Security n 4042895 Vector: Yes
bit Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
. 404895 Base: 4.7
Windows .
10 for x64- 6 ~ Importan Informatio Temporal: 4.2
based Security n‘ 4042895 Vector: Yes
Systems Update Disclosure EVSSB.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Importan Informatio Base: 4.7
Server 3 n 4041691 Temporal: 4.2 Yes
2016 Security Disclosure Vector:
@& R 2017 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11831

Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C

Windows 404895 Base: 4.7
10 Version 3 Importan Informatio Temporal: 4.2
1607 for  [Security n 4041691 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 3 Importan Informatio Temporal: 4.2
1607 for  [Security n 4041691 Vector: Yes
x64-based Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
\S’Z'rr:/ii’ws 404895 Base: 4.7

3 Informatio Temporal: 4.2
2016 .. Importan
(Server Security n . 4041691 Vector: Yes
Core Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/ULIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) c
Windows 404895 Base: 4.7
10 Version 4 Importan Informatio Temporal: 4.2
1703 for  Security n 4041676 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
@& R 2017 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11831

Windows 404895 Base: 4.7

10 Version 4 Importan Informatio Temporal: 4.2

1703 for  [Security n 4041676 Vector: Yes
x64-based Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows 404895 Base: 4.7

10 Version 5 Importan Informatio Temporal: 4.2

1709 for  [Security n 4042198 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows 404895 Base: 4.7

10 Version 5 Importan Informatio Temporal: 4.2

1709 for  [Security n 4042198 Vector: Yes
64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows

SEIVEr 1104895

version 5 Informatio Base: 4.7

1709 Security Importan N 4042198 Temporal: 4.2 Ves
(Server Update Disclosure Vector:

Core CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
Installation

)

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11831

Windows

SeIVer 04618 Base: 4.7

2008 for .

tanium- 4 ~ Importan Informatio Temporal: 4.2

Based Security ‘ 4042198 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service ¢

Pack 2

Windows

Server 404618 Base: 4.7

2008 for 4 Importan Informatio Temporal: 4.2

32-bit Security 4042198 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

Windows

Server 404618 Base: 4.7

2008 for 4 Importan Informatio Temporal: 4.2

x64-based [Security 4042198 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184

CVE-2017-11831

Windows

Server

2008 for 11618 Base: 4.7

x64-based .

Svstems Imoortan Informatio Temporal: 4.2

S)e/rvice Security P 4042198 Vector: Yes

Pack 2 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C

(Server

Core

installation)

CVE-2017-11832 - Windows EOT Font Engine Information Disclosure

Vulnerability

Maximum  inerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE- . . . . . . :
5017- CVE Title: Windows EOT Font Engine Information Disclosure Vulnerability Important Information
11832 Description: P Disclosure

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4046184

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

MITRE
NVD

An information disclosure vulnerability exists in the way that the Microsoft Windows
Embedded OpenType (EOT) font engine parses specially crafted embedded fonts. An
attacker who successfully exploited this vulnerability could potentially read data that
was not intended to be disclosed. Note that this vulnerability would not allow an
attacker to execute code or to elevate their user rights directly, but it could be used to

To exploit this vulnerability, an attacker would have to log on to an affected system and
open a document containing specially crafted fonts.

The security update addresses the vulnerability by correcting how the Windows EOT
font engine handles embedded fonts.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

obtain information that could be used to try to further compromise the affected system.

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11832
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11832

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11832

KB Supersedenc Restart

Product . Severity Impact CVSS Score Set Require
Article d
404895
7

Windows 7 Monthly Base: 4.7

for 32-bit  Rollup Importan Informatio Temporal: 4.2

Systems 404896 A 4041681 Vector: Yes

Service 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

Pack 1 Security C
Only

Windows 7 404895 Base: 4.7

for x64- 7 .

based Monthly Importan Informatio Temporal: 4.2

Systems Rollup . 4041681 Vector: Yes

. Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

Service 404896 C

Pack 1 0

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11832

Security
Only
Windows
Server 404895
2008 R2 for|7
x64-based Monthly Base: 4.7
Systems  Rollup Importan Informatio Temporal: 4.2
Service 404896 A 4041681 Vector: Yes
Pack 1 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server Security C
Core Only
installation
)
Windows 404895
Server Monthly Base: 4.7
2008 R2 for .
ltanium- Rollup Importan Informatio Temporal: 4.2
Based 404896 " 4041681 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems .
. Security C
Service Only
Pack 1
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11832

404895
Windows |7
Server Monthly Base: 4.7
2008 R2 for Rollup Informatio Temporal: 4.2

Importan

x64-based 404896 A 4041681 Vector: Yes
Systems 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Security C
Pack 1 Only
Windows
Server
2008 for
32-bit 404896 Base: 4.7
Systems 8 Importan Informatio Temporal: 4.2
Service Security 4041681 Vector: Yes
Pack 2 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server C
Core
installation
)
Windows 404895 Importan Informatio Base: 4.7
Server 9 " 4041690 Temporal: 4.2 Yes
2012 Monthly Disclosure Vector:
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959

CVE-2017-11832

Rollup CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
404896 C
2
Security
Only
404895
Windows 9
Server Monthly Base: 4.7
2012 Rollup Importan Informatio Temporal: 4.2
(Server 404896 " 4041690 Vector: Yes
Core 2 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation Security C
) Only
Windows
Server 04896 Base: 4.7
2008 for .
tanium- ~ Importan Informatio Temporal: 4.2
Based Security . 4041690 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service ¢
Pack 2
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968

CVE-2017-11832

Windows

Server 404896 Base: 4.7

2008 for 8 Importan Informatio Temporal: 4.2

32-bit Security 4041690 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

Windows

Server 404896 Base: 4.7

2008 for 8 Importan Informatio Temporal: 4.2

x64-based Security 4041690 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

Windows

Server

2008 for 404896 Base: 4.7

x64-based 8 Importan Informatio Temporal: 4.2

Systems  Security 4041690 Vector: Yes
Service Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 2 C

(Server

Core

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968

CVE-2017-11832

)

installation

CVE-2017-11833 - Microsoft Edge Information Disclosure Vulnerability

Maximum

be used to exploit the vulnerability. However, in all cases an attacker would have no way
to force users to view attacker-controlled content. Instead, an attacker would have to
convince users to take action. For example, an attacker could trick users into clicking a
link that takes them to the attacker's site.

Vul ili
CVE ID Vulnerability Description Severity ulnerability
. Impact
Rating
CVE Title: Microsoft Edge Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists in the way that Microsoft Edge handles
cross-origin requests. An attacker who successfully exploited this vulnerability could
CVE- determine the origin of all webpages in the affected browser.
2017- : . . ,
In a web-based attack scenario, an attacker could host a website that is used to attempt Information
11833 . . . . . . Important .
MITRE to exploit the vulnerability. Additionally, compromised websites and websites that Disclosure
NVD accept or host user-provided content could contain specially crafted content that could

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11833
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11833

Maximum

Vul ili
CVE ID \Vulnerability Description Severity ulnerability
. Impact
Rating

The security update addresses the vulnerability by correcting how Microsoft Edge

handles cross-origin requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11833

Restart
Product KB . Severity Impact Supersedenc CVSS Score Set Require
Article d
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CVE-2017-11833

Microsoft 404895 Base: 4.3

Edgeon 6 Importan Informatio Temporal: 3.9

Windows [Security n 4042895 Vector: Yes
10 for 32- Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:

bit Systems C

Microsoft 404895 Base: 4.3

Edge on :

Windows ~ Importan Informatio Temporal: 3.9

10 for x64- Security n' 4042895 Vector: Yes
based Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
Systems ¢

Microsoft

Edgeon 404895 Base: 4.3

Windows 2 Importan Informatio Temporal: 3.9

10 Version Security n 4041689 Vector: Yes
1511 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
x64-based C

Systems

Microsoft 404895 Base: 4.3

Edgeon 2 Importan Informatio Temporal: 3.9

Windows [Security n 4041689 Vector: Yes
10 Version Update Disclosure CVSS:3.0/AV:N/AC.L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
1511 for C

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11833

32-bit

Systems

Microsoft 404895 Base: 4.3

Edgeon 3 Informatio Temporal: 3.9

Windows Security Low n 4041691 Vector: Yes
Server Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
2016 C

Microsoft

Edgeon 404895 Base: 4.3

Windows 3 Importan Informatio Temporal: 3.9

10 Version Security 4041691 Vector: Yes
1607 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
32-bit C

Systems

Microsoft

Edgeon 404895 Base: 4.3

Windows 3 Importan Informatio Temporal: 3.9

10 Version Security n 4041691 Vector: Yes
1607 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
x64-based C

Systems

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11833

Microsoft

Edgeon 404895 Base: 4.3

Windows 4 Importan Informatio Temporal: 3.9

10 Version Security 4041676 Vector: Yes
1703 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
32-bit C

Systems

Microsoft

Edgeon 404895 Base: 4.3

Windows 4 Importan Informatio Temporal: 3.9

10 Version Security 4041676 Vector: Yes
1703 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
x64-based C

Systems

Microsoft

Edgeon 404895 Base: 4.3

Windows 5 Importan Informatio Temporal: 3.9

10 Version Security n 4042198 Vector: Yes
1709 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
32-bit C

Systems

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11833
Microsoft
Edgeon 404895 Base: 4.3
Windows 5 Importan Informatio Temporal: 3.9
10 Version Security 4042198 Vector: Yes
1709 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
64-based C
Systems
Microsoft
Edge on
Windows 14895 Base: 4.3
Server, :
version . Informatio Temporal: 3.9
1709 Security Low n. 4042198 Vector: Yes
(Server Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
C
Core
Installation
)
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

-

[ECN

CVE-2017-11834 - Scripting Engine Information Disclosure Vulnerability

take action. For example, an attacker could trick a user into clicking a link that takes the
user to the attacker's site.

The security update addresses the vulnerability by changing how the scripting engine
handles objects in memory.

FAQ:

Maximum 1 erability
CVE ID \Vulnerability Description Severity
. Impact
Rating
CVE Title: Scripting Engine Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists when the scripting engine does not
properly handle objects in memory in Internet Explorer. An attacker who successfully
exploited the vulnerability could obtain information to further compromise the
usera€™s system.
CVE- In a web-based attack scenario, an attacker could host a website in an attempt to exploit
2017- the vulnerability. In addition, compromised websites and websites that accept or host _
11834 user-provided content could contain specially crafted content that could exploit the Important Information
VITRE  vulnerability. However, in all cases an attacker would have no way to force a user to view Disclosure
NVD the attacker-controlled content. Instead, an attacker would have to convince a user to

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11834
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11834

Maximum

Vul ili
CVE ID \Vulnerability Description Severity ulnerability
. Impact
Rating

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11834

Supersedenc Restart
Product KB Article Severity Impact P CVSS Score Set Require
d

Internet .
Exolorer 9 4047206 Informatio Base: 4.2
onp IE Low n 4040685 Temporal: 3.8 Yes
Windows Cumulativ Disclosure Vector:
@ZHFHY 2017

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11834

Server e CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC
2008 for :C
32-bit
Systems
Service
Pack 2
Internet
Explorer 9
on
. 4047206 Base: 4.2
Windows .
Server IE ' Informatio Temporal: 3.8
5008 for Cumulativ Low n 4040685 Vector: Yes
e Disclosure CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC
x64-based C
Systems i
Service
Pack 2
Internet 4047206 Base: 5.3
Explorer 11 |IE .
on Cumulativ Importan Informatio Temporal: 4.8
Windows 7 A . 4041681 Vector: Yes
for 32-bit 1048957 Disclosure CYSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
Systems  [Monthly cC
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11834

Service Rollup
Pack 1
Internet 4047206
Explorer 11
[E
on Cumulativ Base: 5.3
Windows 7 Importan Informatio Temporal: 4.8
forx6d- | oo P 4041681 Vector: Yes
based Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
Monthly
Systems C.C
. Rollup
Service
Pack 1
Internet
Explorer 11 1047206
on IE
Windows . Base: 4.2
Cumulativ .
Server . Informatio Temporal: 3.8
2008 R2 1048957 Low n 4041681 Vector: Yes
for x64- Monthl Disclosure CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC
based Rollu y :C
Systems P
Service
Pack 1
@ZHFHY 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11834

4047206
LT(tel?ree: 11 ICEumuIativ Base: 5.3
onp Importan Informatio Temporal: 4.8
Windows 2048958 ‘ P 4041693 Vector: Yes
Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
8.1 for 32- Monthly
) C.C
bit systems Rollup
4047206
Internet IE
Explorer 11 . Base: 5.3
Cumulativ .
on . Importan Informatio Temporal: 4.8
Windows 1048958 & P 4041693 Vector: Yes
8.1 for Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
Monthly
x64-based C.C
Rollup
systems
Internet 4047206 Base: 4.2
Explorer 11 |IE .
on Cumulativ Informatio Temporal: 3.8
Windows Low n 4041693 Vector: Yes
Disclosure CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC
Server 4048958 C
2012 R2  Monthly !
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11834

Rollup
Internet 4048958 . Base: 5.3
Explorer 11 Monthly Importan Informatio Temporal: 4.8
on Rollup A 4041693 Vector: Yes
Windows Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
RT 8.1 C.C
Internet
Explorer 11 1048956 . Base: 5.3
on. Security  Importan Informatio Temporal: 4.8
Windows Update It 4042895 Vector: Yes
10 for 32- Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
bit C.C
Systems
Internet
Explorer 11 1048956 . Base: 5.3
on. Security  Importan Informatio Temporal: 4.8
Windows Update It 4042895 Vector: Yes
10 for x64- Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
based C.C
Systems
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11834

Internet

Explorer 11 '

on 4048952 . Base: 5.3

Windows Securit Imoortan Informatio Temporal: 4.8

10 Version Uecclljatey t P 4041689 Vector: Ves
1511 for g Disclosure CVSS:3.0/AVIN/AC:H/PR:N/UIR/S:U/C:H/I:N/A:N/E:P/RL:O/R
x64-based C.C

Systems

Internet

Explorer 11 '

on 4048952 ' Base: 5.3

Windows Security  Importan |"TOrmatio Temporal: 4.8

10 Version |U datey t P 4041689 Vector: Yes
1511 for . Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
32-bit C.C

Systems

Internet

Explorer 114048953 . Base: 4.2

on Securit Informatio Temporal: 3.8

Windows |U datey Low n 4041691 Vector: Yes
Server 0 Disclosure CVSS:3.0/AVIN/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC
2016 :.C

ORI 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11834

Internet

Explorer 11 '

on 1048953 ' Base: 5.3

Windows Securit Imoortan Informatio Temporal: 4.8

10 Version Uecclljatey t P 4041691 Vector: Ves
1607 for g Disclosure CVSS:3.0/AVIN/AC:H/PR:N/UIR/S:U/C:H/I:N/A:N/E:P/RL:O/R
32-bit C.C

Systems

Internet

Explorer 11 '

on 1048953 ' Base: 5.3

Windows [Security  Importan Informatio Temporal: 4.8

10 Version U datey t P 4041691 Vector: Ves
1607 for g Disclosure CVSS:3.0/AVIN/AC:H/PR:N/UIR/S:U/C:H/I:N/A:N/E:P/RL:O/R
x64-based CC

Systems

Internet

Explorer 114048954 . Base: 5.3

on Securit Imoortan Informatio Temporal: 4.8

Windows | datey t P 4041676 Vector: Yes
10 Version v Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
1703 for C.C

@R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11834

32-bit

Systems

Internet

Explorer 11 .

on 1048954 ' Base: 5.3

Windows [Securit Importan Informatio Temporal: 4.8

10 Version U datey t ’ 4041676 Vector: Yes
1703 for ’ Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
x64-based C.C

Systems

Internet

Explorer 11 .

on 4048955 ' Base: 5.3

Windows [Securit Importan Infarmatio Temporal: 4.8

10 Version U datey t P 4042198 Vector: Ves
1709 for ’ Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R
32-bit C:.C

Systems

Internet 1048955 | Base: 5.3

Explorer 11 Securit Importan Informatio Temporal: 4.8

on U datey A P 4042198 Vector: s
Windows P Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/R

10 Version C:C

@R HFHL 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11834

1709 for
64-based
Systems
Internet
Explorer 11
on
Windows 1048955 ' Base: 4.2
Serv.er, Security Informatio Temporal: 3.8
version Update Low n 4042198 Vector: Yes
1709 Disclosure CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC
(Server :.C
Core
Installation
)
4048959
Internet  Monthly Base: 4.2
Explorer 10 Rollup .
on 1047206 Informatio Temporal: 3.8
Windows I Low n 4040685 Vector: Yes
. Disclosure CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC
Server Cumulativ C
2012 e i
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

-

[ECN

CVE-2017-11835 - Windows EOT Font Engine Information Disclosure

Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2017-
11835
MITRE
NVD

CVE Title: Windows EOT Font Engine Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists in the way that the Microsoft Windows
Embedded OpenType (EOT) font engine parses specially crafted embedded fonts. An
attacker who successfully exploited this vulnerability could potentially read data that
was not intended to be disclosed. Note that this vulnerability would not allow an
attacker to execute code or to elevate their user rights directly, but it could be used to
obtain information that could be used to try to further compromise the affected system.

To exploit this vulnerability, an attacker would have to log on to an affected system and
open a document containing specially crafted fonts.

The security update addresses the vulnerability by correcting how the Windows EOT
font engine handles embedded fonts.

FAQ:

Important

Information
Disclosure

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11835
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11835

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11835

Product

KB Supersedenc
e

Article Severity Impact CVSS Score Set

Restart
Require
d

Windows
for 32-bit
Systems

7 (04895 Informatio Base: 4.7

/ Importan 4041681 Temporal: 4.2

Monthl .
onthly t Disclosure Vector:
Rollup

Yes

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11835

Service 404896 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 1 0 C
Security
Only
404895
) 7
Windows 7 Monthly Base: 4.7
for x64- .
based Rollup Importan Informatio Temporal: 4.2
Systems 404896 " ' 4041681 Vector: Yes
Service ' Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 1 Security C
Only
Windows 404895
Server 7
2008 R2 for [Monthly Base: 4.7
x64-based Rollup Importan Informatio Temporal: 4.2
Systems 404896 " 4041681 Vector: Yes
Service 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 1 Security C
(Server Only
Core
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11835

installation
)
Windows 404895
Server Monthly Base: 4.7
2008 R2 for :
tanium- Rollup Imbortan Informatio Temporal: 4.2
goeny (404896 | P 4041681 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems .
. Security C

Service onl
Pack 1 Y

404895
Windows |7
Server Monthly Base: 4.7
2008 R2 for Rollup Informatio Temporal: 4.2

Importan

x64-based 404896 A 4041681 Vector: Yes
Systems 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Security C
Pack 1 Only
Windows 404896 Imbortan Informatio Base: 4.7
Server 8 A P 4041681 Temporal: 4.2 Yes
2008 for  Security Disclosure Vector:
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968

CVE-2017-11835

32-bit Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Service

Pack 2

(Server

Core

installation

)

Windows

SeIVer 1104896 Base: 4.7

2008 for :

ltanium- 8 ~ importan Informatio Temporal: 4.2

Based Security . 4041681 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service ¢

Pack 2

Windows

Server 404896 Base: 4.7

2008 for 8 Importan Informatio Temporal: 4.2

32-bit Security 4041681 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968

CVE-2017-11835

Windows

Server 404896 Base: 4.7

2008 for 8 Importan Informatio Temporal: 4.2

x64-based [Security 4041681 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

Windows

Server

2008 for

x64-based 404896 Base: 4.7

Systems 8 Importan Informatio Temporal: 4.2

Service Security 4041681 Vector: Yes
Pack 2 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server C

Core

installation

)

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048968

L "é - >

CVE-2017-11836 - Scripting Engine Memory Corruption Vulnerability

Maximum

Vul ili
CVE ID \Vulnerability Description Severity ulnerability

I
Rating mpact

CVE Title: Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the scripting engine

handles objects in memory in Microsoft Edge. The vulnerability could corrupt memory

in such a way that an attacker could execute arbitrary code in the context of the current

user. An attacker who successfully exploited the vulnerability could gain the same user

rights as the current user. If the current user is logged on with administrative user rights,

an attacker who successfully exploited the vulnerability could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create N
new accounts with full user rights. Critical

CVE-
2017-

11836 Remote Code

Execution

In a web-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit the vulnerability through Microsoft Edge and then convince a user
to view the website. The attacker could also take advantage of compromised websites
and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

@& R 2017 http://www.nsfocus.com


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11836
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11836

CVE ID \Vulnerability Description

Maximum
Severity

Vulnerability

Rating Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11836

tart
Product KB . Severity Impact Supersedence CVSS Score Set Res a.r
rticle Required
Microsoft Remote
:4.2

Edge on 5235356 Critical |Code 4042895 ?Z: oral: 3.8 es
Windows y Execution porat =
@Z AR 2017

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11836

10 for 32- Update Vector:
bit Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon 4048956 Base: 4.2
Windows  [Security Remote Temporal: 3.8

Critical |Code 4042895 - Yes
10 for x64- Update Execution Vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |, 118952 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y Critical  Code 4041689 porat = Yes
1511 for Update Execution Vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

x64-based
Systems
Microsoft
Edgeon |, 118952 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y Critical  Code 4041689 porat = Yes
1511 for Update Execution Vector:
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11836

Microsoft 4048953 Base: 3.1
Edge on Security Remote Temporal: 2.8
9 Moderate Code 4041691 T Yes
Windows |Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon |, 118953 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical |Code 4041691 poral. 3. Yes
1607 for Update Execution Vector.
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Systems
Microsoft
Edgeon 1118953 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y critical  Code 4041691 porat. 3. Yes
1607 for Update Execution Vector.
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft |1/ 8954 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows Y critical  Code 4041676 poral. 3. Yes
10 Version Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11836

32-bit

Systems

Microsoft

Edge on |, 118954 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical Code 4041676 poral. 3. Yes

1703 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edgeon |, 118955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4042198 porat. 3. Yes

1709 for Update Execution Vector.

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Ed.ge on 4048955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4042198 poral. 3. Yes

1709 for Update Execution Vector.

64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11836
Microsoft
Edge on
Windows |/ 118055 Base: 3.1
perver, Securit Remote Temporal: 2.8
version y Moderate Code 4042198 poral. <. Yes
1709 Update Execution Vector.
(Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O
Core
Installation)
Commit Base: 4.2
Security Remote Temporal: 3.8
ChakraCore Critical |Code 4042198 T Yes
Only Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

CVE-2017-11837 - Scripting Engine Memory Corruption Vulnerability

Maximum y/ Inerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE- CVE Title: Scripting Engine Memory Corruption Vulnerability . Remote Code
o e Critical .
2017-  Description: Execution

@& R 2017 http://www.nsfocus.com


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4

Maximum

Vulnerability

user. An attacker who successfully exploited the vulnerability could gain the same user
rights as the current user. If the current user is logged on with administrative user rights,
an attacker who successfully exploited the vulnerability could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create
new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website
designed to exploit the vulnerability through a Microsoft browser and then convince a
user to view the website. An attacker could also embed an ActiveX control marked "safe
for initialization" in an application or Microsoft Office document that hosts the browser
rendering engine. The attacker could also take advantage of compromised websites and
websites that accept or host user-provided content or advertisements. These websites
could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

FAQ:

None

VEID Vul ility D ipti i
(@ ulnerability Description Sev.er|ty Impact
Rating
11837 A remote code execution vulnerability exists in the way the scripting engine handles
MITRE  |objects in memory in Microsoft browsers. The vulnerability could corrupt memory in
NVD such a way that an attacker could execute arbitrary code in the context of the current

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11837
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11837

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

1.0

Mitigations:
None
Workarounds:
None
Revision:
11/14/2017 08:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11837

Supersedenc Restart
Product KB Article Severity Impact CVSS Score Set Require
d
Internet 4047206 |E Base: 4.2
) Remote
Explorer 11 Cumulativ Code Temporal: 3.8
on e Critical Executio 4041681 Vector: Yes
Windows 7 4048957 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:
for 32-bit  Monthly n C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11837

Systems  Rollup

Service

Pack 1

Internet

Explorer 11 4047206 |E

on Cumulativ Remote Base: 4.2

Windows 7 e Code Temporal: 3.8

for x64- 4048957 [Critical Executio 4041681 Vector: Yes

based Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:

Systems  [Rollup C

Service

Pack 1

Internet

(E)’;plorer 1 4047206 IE

Windows Cumulativ Remote Base: 3.1

Server - Moderat Code Temporal: 2.8

5008 R2 for 4048957 Executio 4041681 Vector: Yes
Monthly CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:

x64-based n
Rollup C

Systems

Service

Pack 1

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11837

Internet 4047206 |IE
Cumulativ Base: 4.2
Explorer 11 Remote
on e Code Temporal: 3.8
Windows 4048958  (Critical Executio 4041693 Vector: Yes
8.1 for 32- Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
. Rollup C
bit systems
Internet 4047206 |E
Explorer 11 Cumulativ Base: 4.2
Remote
on e Code Temporal: 3.8
Windows 4048958  (Critical Executio 4041693 Vector: Yes
8.1 for x64- Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
based Rollup C
systems
Internet 4047206 IE
Cumulativ Base: 3.1
Explorer 11 Remote
on © Moderat Code Temporal: 2.8
Windows 4048958 Executio 4041693 Vector: Yes
Server Monthly 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
5012 R2 Rollup C
Internet 4048958 .. Remote Base: 4.2
Explorer 11 Monthly Critical Code 4041693 Temporal: 3.8 ves
@ZHFHY 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11837

on Rollup Executio Vector:
Windows n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
RT 8.1 C
Internet
Explorer 11 4048956 Remote Base: 4.2
on Security . Code Temporal: 38
Windows Update Critical Executio 4042895 Vector: Yes
10 for 32- 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
. C
bit Systems
Internet
Explorer 11 1048956 Remote Base: 4.2
on Security " Code Temporal: 3.8
Windows Update Critical Executio 4042895 Vector: Yes
10 for x64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
based : C
Systems
Internet
Explorer 11 4048952 Remote Base: 4.2
on Security . Code Temporal: 3.8
Windows Update Critical Executio 4041689 Vector: Yes
. CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
10 Version n C
1511 for
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11837

x64-based
Systems
Internet
Explorer 11 _
on 4048952 Remote Base: 4.2
Wind Securit Code Temporal: 3.8
1 Olr\]/ ?V;/Sn U olIJa’Icey Critical Executio 4041689 Vector: Yes
1 511ef;r° P - CV/SS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
32-bit C
Systems
Internet
Base: 3.1
Explorer 11 4048953 Remote ase: 3 .
Security  Moderat Code Temporal: 2.8
3\;‘. I co i 4041691 Vector: Yes
Se':/ecr’ > [FP © - CVSS:3.0/AV:-N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
2016 C
Internet
Base: 4.2
Explorer 11 4048953 Remote ase
Securit Code Temporal: 3.8
\7\7’n . ! ;aley Critical 70" . 4041691 Vector: Yes
indows — 1Up CV/SS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
10 Version n C
1607 for
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11837

32-bit

Systems

Internet

Explorer 11 .

on 4048953 Remote Base: 4.2

Windows  [Securit Code Temporal: 3.8

10 Version U datey Critical s ecutio [104169" Vector. Yes
1607 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
x64-based C

Systems

Internet

Explorer 11 .

on 1048954 Remote Base: 4.2

Windows [Securit Code Temporal: 3.8

10 Version U datey Critical Executio | 041676 Vector: Yes
1703 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
32-bit C

Systems

Internet 1048954 Remote Base: 4.2

Explorer 11 Securit Code Temporal: 3.8

" U datey Critical Executio 4041676 Vector: Yes
Windows P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:

10 Version C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11837

1703 for

x64-based

Systems

Internet

Explorer 11 _

on 4048955 Remote Base: 4.2

Windows  Securit Code Temporal: 3.8

10 Version datey Critical |2 " . 4042198 Vector: Yes
1709 for P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
32-bit C

Systems

Internet

Explorer 11 .

on 4048955 Remote Base: 4.2

Windows [Securit Code Temporal: 3.8

10 Verdion datey Critical |2 " 4042198 Vector: Yes
1709 for P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
64-based ¢

Systems

Internet 4048955 Remote Base: 3.1

Explorer 11 Security ~ Moderat Code 042198 Temporal: 2.8 Ves
on Update e Executio Vector:

Windows n CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11837

Server,
version
1709
(Server
Core
Installation
)
Microsoft 1048956 Remote Base: 4.2
Edge on Security Code Temporal: 3.8
Windows Update Critical Executio 4042895 Vector: Yes
10 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
bit Systems n C
Microsoft
Edgeon 4048956 Remote Base: 4.2
Windows  [Security . Code Temporal: 3.8
10 for x64- Update Critical Executio 4042895 Vector: Yes
based 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
C
Systems
Microsoft 1048952 Remote Base: 4.2
Edge on Security Code Temporal: 3.8
Windows Update Critical Executio 4041689 Vector: Yes
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
1511 for n C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11837

x64-based

Systems

Microsoft

Edgeon 148950 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4041689 Vector: Yes
1511 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
32-bit n C

Systems

Microsoft 1048953 Remote Base: 3.1

Edge on Security  Moderat Code Temporal: 2.8

Windows Update o Executio 4041691 Vector: Yes
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
2016 n C

Microsoft

Ed.ge °N 14048953 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4041691 Vector: Yes
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
32-bit n C

Systems

Microsoft 4048953 . Remote Base: 4.2

Edgeon  Security Critical Code 4041691 Temporal: 3.8 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
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Windows |Update Executio Vector:
10 Version n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
1607 for C
x64-based
Systems
Microsoft
Ed.ge °N 14048954 Remote Base: 4.2
Windows Security Code Temporal: 3.8
10 Version Update Critical Executio 4041676 Vector: Yes
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
32-bit n C
Systems
Microsoft
Ed.ge °N 14048954 Remote Base: 4.2
Windows Security Code Temporal: 3.8
10 Version Update Critical Executio 4041676 Vector: Yes
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
x64-based n C
Systems
Microsoft 4048955 Remote
Edgeon  Security . Code Base: 4.2

. Critical . 4042198 Temporal: 3.8 Yes
Windows |Update Executio

. Vector:

10 Version n
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
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1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
32-bit C
Systems
Microsoft
Ed.ge °N 14048955 Remote Base: 4.2
Windows Security Code Temporal: 3.8
10 Version Update Critical Executio 4042198 Vector: Yes
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
64-based 4 C
Systems
Microsoft
Edge on
Windows
Server, 4048955 Remote Base: 3.1
version Security  Moderat Code Temporal: 2.8
1709 Update e Executio 4042198 Vector: ves
(Server n CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O
Core
Installation
)

. Base: 4.2
ChakraCor Comrmt Critical Remote 4042198 Temporal: 3.8 Yes
e Security Code

Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
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Executio

n C

Only ‘

‘CVSSB.O/AV:N/AC:H/PR:N/U l:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC: ‘

CVE-2017-11838 - Scripting Engine Memory Corruption Vulnerability

Maximum
CVE ID Vulnerability Description Severity

Rating

Vulnerability
Impact

CVE Title: Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way the scripting engine handles
objects in memory in Microsoft browsers. The vulnerability could corrupt memory in
CVE-  such away that an attacker could execute arbitrary code in the context of the current
2017-  user. An attacker who successfully exploited the vulnerability could gain the same user
11838  rights as the current user. If the current user is logged on with administrative user rights, (cyitical Remote Code
VIITRE  @n attacker who successfully exploited the vulnerability could take control of an affected Execution
NVD system. An attacker could then install programs; view, change, or delete data; or create
new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website
designed to exploit the vulnerability through a Microsoft browser and then convince a
user to view the website. An attacker could also embed an ActiveX control marked "safe
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https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11838
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11838

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

for initialization" in an application or Microsoft Office document that hosts the browser
rendering engine. The attacker could also take advantage of compromised websites and
websites that accept or host user-provided content or advertisements. These websites
could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-11838

Supersedenc Restart
Product KB Article Severity Impact P CVSS Score Set Require
d

Internet 1047206 I
Explorer 11 .
on Cumulativ Remote
Windows 7 | Code Base: N/A

. 4048957  (Critical . 4041681 Temporal: N/A Yes
for 32-bit Executio

Monthly Vector: N/A
Systems Rollu n
Service P
Pack 1
Internet
Explorer 11 4047206 |E
on Cumulativ Remote
Windows 7 e Code Base: N/A
for x64- 4048957  (Critical Executio 4041681 Temporal: N/A Yes
based Monthly 0 Vector: N/A
Systems  Rollup
Service
Pack 1
Internet 4047206 IE Moderat Remote Base: N/A
Explorer 11 Cumulativ 4041681 Temporal: N/A Yes
Code

on e Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11838

Windows 4048957 Executio
Server Monthly n
2008 R2 for Rollup
x64-based
Systems
Service
Pack 1
4047206 IE
Internet .
Explorer 11 Cumulatv Remote
onp e Code Base: N/A
. 4048958  (Critical . 4041693 Temporal: N/A Yes
Windows Executio
Monthly Vector: N/A
8.1 for 32- n
. Rollup
bit systems
Internet 4047206 IE
Explorer 11 Cumulativ
Remote
on e Code Base: N/A
Windows 4048958  (Critical Executio 4041693 Temporal: N/A Yes
8.1 for x64- Monthly 0 Vector: N/A
based Rollup
systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11838

4047206 IE
Internet .
Cumulativ
Explorer 11 Remote
on - Moderat Code Base: N/A
: 4048958 . 4041693 Temporal: N/A Yes
Windows Executio
Monthly Vector: N/A
Server Rollu n
2012 R2 P
Internet
404
Explorer 11 I\/(I)or?’?hSIS Eig‘:te Base: N/A
on Rollu Y Critical Executio 4041693 Temporal: N/A Yes
Windows P 0 Vector: N/A
RT 8.1
Internet
sl ool I o
: Y ritical . 4042895 Temporal: N/A Yes
Windows |Update Executio Vector: N/A
10 for 32- n '
bit Systems
Internet
404
Explorer 11 Sgcj?it% Fc{zr;:te Base: N/A
on U datey Critical Executio 4042895 Temporal: N/A Yes
Windows P 0 Vector: N/A
10 for x64-
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11838

based
Systems
Internet
Explorer 11
\(;\anows ggjf r9|t5 i E(e)r;eo N Base: N/A
. Y ritical 4041689 Temporal: N/A Yes
10 Version Update Executio
Vector: N/A
1511 for n
x64-based
Systems
Internet
Explorer 11
\7\2ndows ‘Slgjj r9|t5 i E(e)rc?eo N Base: N/A
. Y ritical . 4041689 Temporal: N/A Yes
10 Version Update Executio
Vector: N/A
1511 for n
32-bit
Systems
:EzteI:}reetr 11 ggjj r9|t5 : Moderat E(e)rc;]eo ¢ Base: N/A
P Y . 4041691 Temporal: N/A Yes
on Update e Executio
. Vector: N/A
Windows n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11838

Server
2016
Internet
Explorer 11
on 4048953 Remote
Windows  [Security Code Base: N/A
. Critical . 4041691 Temporal: N/A Yes
10 Version Update Executio Vector: N/A
1607 for n ’
32-bit
Systems
Internet
Explorer 11
on 4048953 Remote
Windows [Security Code Base: N/A
. Critical . 4041691 Temporal: N/A Yes
10 Version Update Executio Vector: N/A
1607 for n '
x64-based
Systems
Internet
Explorer 11 ggjjgf; Fézr;:te Base: N/A
on Update Critical Executio 4041676 Temporal: N/A Yes
Windows Vector: N/A
10 Version 4
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11838

1703 for
32-bit
Systems
Internet
Explorer 11
on 4048954 Remote
Windows [Security Code Base: N/A
. Critical . 4041676 Temporal: N/A Yes
10 Version Update Executio Vector: N/A
1703 for n ’
x64-based
Systems
Internet
Explorer 11
on 4048955 Remote
Windows [Security Code Base: N/A
. Critical . 4042198 Temporal: N/A Yes
10 Version Update Executio Vector: N/A
1709 for n '
32-bit
Systems
Internet 4048955 Remote
Explorer 11 Security . Code Base: N/A
Critical . 4042198 Temporal: N/A Yes
on Update Executio
. Vector: N/A
Windows n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11838

10 Version

1709 for

64-based

Systems

Internet

Explorer 11

on

Windows 4048955 Remote

Serv.er, Security  Moderat Code Base: N/A

version Update . Executio 4042198 Temporal: N/A Yes

1709 Vector: N/A

(Server "

Core

Installation

)

Microsoft 1048956 Remote Base: 4.2

Edge on Security Code Temporal: 3.8

Windows Update Critical Executio 4042895 Vector: Yes

10 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:

bit Systems n C

Microsoft Base: 4.2

Edge on 40489.56 Critical Remote 4042895 Temporal: 3.8 Yes
. Security Code

Windows Vector:

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11838

10 for x64- Update Executio CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
based n C

Systems

Microsoft

Ed.ge °N 14048952 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4041689 Vector: Yes
1511 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
x64-based 4 C

Systems

Microsoft

Ed.ge °N 14048952 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4041689 Vector: Yes
1511 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
32-bit n C

Systems

Microsoft 1048953 Remote Base: 3.1

Edge on Security  Moderat |Code Temporal: 2.8

Windows Update o Executio 4041691 Vector: Yes
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
2016 n C

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11838

Microsoft

Edgeon |1 /5953 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4041691 Vector: Yes
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
32-bit n C

Systems

Microsoft

Edgeon |/1/5953 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4041691 Vector: Yes
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
x64-based n C

Systems

Microsoft

Edgeon |/, /5954 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4041676 Vector: Yes
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
32-bit n C

Systems

Microsoft 4048954 . Remote Base: 4.2

Edgeon  Security Critical Code 4041676 Temporal: 3.8 ves
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11838

Windows |Update Executio Vector:
10 Version n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
1703 for C
x64-based
Systems
Microsoft
Ed.ge °N 14048955 Remote Base: 4.2
Windows Security Code Temporal: 3.8
10 Version Update Critical Executio 4042198 Vector: Yes
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
32-bit " C
Systems
Microsoft
Ed.ge °N 14048955 Remote Base: 4.2
Windows Security Code Temporal: 3.8
10 Version Update Critical Executio 4042198 Vector: Yes
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
64-based n C
Systems
Microsoft 4048955 Remote
Edgeon  Security  Moderat Code Base: 3.1

. . 4042198 Temporal: 2.8 Yes
Windows |Update e Executio

Vector:

Server, n
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11838

version CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
1709 C
(Server
Core
Installation
)
Commit Remote ?::ﬁ;él' 38

Ehakracor (S)encl“”ty Critical E;e‘iitio 4042198 Vector: Yes

y 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:

C

CVE-2017-11839 - Scripting Engine Memory Corruption Vulnerability

Maximum y/ Inerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE- CVE Title: Scripting Engine Memory Corruption Vulnerability
Description: " Remote Code
2017- : . L L . Critical .
11839 A remote code execution vulnerability exists in the way that the scripting engine Execution
handles objects in memory in Microsoft Edge. The vulnerability could corrupt memory
@& R 2017 http://www.nsfocus.com



https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4

Maximum

Vulnerability

system. An attacker could then install programs; view, change, or delete data; or create
new accounts with full user rights.

designed to exploit the vulnerability through Microsoft Edge and then convince a user
to view the website. The attacker could also take advantage of compromised websites
and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:

None

rights as the current user. If the current user is logged on with administrative user rights,
an attacker who successfully exploited the vulnerability could take control of an affected

In a web-based attack scenario, an attacker could host a specially crafted website that is

Vul ilitv Descrioti .

CVE ID \Vulnerability Description Sev.erlty i
Rating

MITRE  in such a way that an attacker could execute arbitrary code in the context of the current

NVD user. An attacker who successfully exploited the vulnerability could gain the same user

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11839
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11839

Maximum

Vulnerability

http://www.nsfocus.com

CVE ID \Vulnerability Description Sev.erlty i
Rating
Revision:
1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11839

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Microsoft 148956 Base: 4.2

Edge on Securit Remote Temporal: 3.8

Windows Y Critical  Code 4042895 porat: 3. Yes
10 for 32- Update Execution vector.

. CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft 4048956 Base: 4.2

Edge on Security Remote Temporal: 3.8

9 Critical Code 4042895 > Yes

Windows Update Execution Vector:

10 for x64- CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:C
@ZHFHY 2017



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11839

based
Systems
Microsoft
Edgeon | 118052 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y critical  Code 4041689 porat. 3. Yes
1511 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft
Edgeon |, 118952 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical |Code 4041689 poral. 3. Yes
1511 for Update Execution Vector.
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft 14048953 Base: 3.1
Edge on Security Remote Temporal: 2.8
9 Moderate Code 4041691 < Yes
Windows |Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft Remote
Edge on ;1235353 Critical  Code 4041691 _?:::' 2’;. 38 Yes
Windows y Execution poral. .
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11839

10 Version Update Vector:

1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

32-bit

Systems

Microsoft

Edgeon |, 118953 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y Icritical  [Code 4041691 porat. 3. Yes

1607 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC.C

x64-based

Systems

Microsoft

Ed.ge on 4048954 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version V Critical  Code 4041676 porat = Yes

1703 for Update Execution Vector:

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC.C

Systems

Microsoft 4048954 Base: 4.2

Edge on Securit Remote Temporal: 3.8

Windows Y critical  Code 4041676 porat. 3. Yes

10 Version Update Execution Vector.

1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11839

x64-based

Systems

Microsoft

Edgeon |, /e955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4042198 porat. 3. Yes
Update . Vector:

1709 for Execution

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edgeon | 118055 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4042198 porat. 3. Yes

1709 for Update Execution Vector.

64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Ed.ge on 4048955 Base: 3.1

Windows Securit Remote Temporal: 2.8

Server, y Moderate Code 4042198 poral. <. Yes

version Update Execution Vector.

1709 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O

(Server

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11839

Core

Installation)

CVE-2017-11840 - Scripting Engine Memory Corruption Vulnerability

new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit the vulnerability through Microsoft Edge and then convince a user

to view the website. The attacker could also take advantage of compromised websites

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way that the scripting engine
handles objects in memory in Microsoft Edge. The vulnerability could corrupt memory
CVE-  insuch away that an attacker could execute arbitrary code in the context of the current
2017-  user. An attacker who successfully exploited the vulnerability could gain the same user
11840 rights as the current user. If the current user is logged on with administrative user rights, (cyitical Remote Code
VIITRE  @n attacker who successfully exploited the vulnerability could take control of an affected Execution
NVD system. An attacker could then install programs; view, change, or delete data; or create

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11840
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11840

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@& R 2017 http://www.nsfocus.com




CVE-2017-11840

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Microsoft |1/ 8956 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows y Critical Code 4042895 poral. 3. Yes
10 for 32- Update Execution Vector.
) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
bit Systems
Microsoft
Edge on 4048956 Base: 4.2
Windows  [Security Remote Temporal: 3.8
Critical |Code 4042895 T Yes
10 for x64- Update Execution Vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |, 118952 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical |Code 4041689 poral. 3. Yes
1511 for Update Execution Vector.
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft Remote
:4.2
Edge on ggjﬁgfz Critical |Code 4041689 ?Z: oral: 3.8 Yes
Windows y Execution porat =
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11840
10 Version Update Vector:
1511 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
32-bit
Systems
Microsoft 14048953 Base: 3.1
Edge on Security Remote Temporal: 2.8
g Moderate Code 4041691 < Yes
Windows |Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon |, 118953 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y Icritical  [Code 4041691 porat. 3. Yes
Update . Vector:
1607 for Execution
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |, 118953 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y critical  Code 4041691 porat. 3. Yes
Update . Vector:
1607 for Execution
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11840

Microsoft

Edgeon 118054 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4041676 porat. 3. Yes

1703 for Update Execution Vector.

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C

Systems

Microsoft

Edgeon 1118954 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4041676 poral. 3. Yes

1703 for Update Execution Vector.
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edgeon ;18955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4042198 porat. 2. Yes

1709 for Update Execution Vector.

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11840
Microsoft
Edgeon /18955 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical |Code 4042198 poral. 3. Yes
1709 for Update Execution Vector.
64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Systems
Microsoft
Edge on
Windows |/ 118055 Base: 3.1
erver, Securit Remote Temporal: 2.8
version y Moderate Code 4042198 poral. <. Yes
1709 Update Execution Vector.
(Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O
Core
Installation)
Commit Base: 4.2
Security Remote Temporal: 3.8
ChakraCore Critical |Code 4042198 T Yes
Only Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4

L "é - >

CVE-2017-11841 - Scripting Engine Memory Corruption Vulnerability

Maximum

Vul ili
CVE ID \Vulnerability Description Severity ulnerability

I
Rating mpact

CVE Title: Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the scripting engine

handles objects in memory in Microsoft Edge. The vulnerability could corrupt memory

in such a way that an attacker could execute arbitrary code in the context of the current

user. An attacker who successfully exploited the vulnerability could gain the same user

rights as the current user. If the current user is logged on with administrative user rights,

an attacker who successfully exploited the vulnerability could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create N
new accounts with full user rights. Critical

CVE-
2017-

11841 Remote Code

Execution

In a web-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit the vulnerability through Microsoft Edge and then convince a user
to view the website. The attacker could also take advantage of compromised websites
and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

@& R 2017 http://www.nsfocus.com


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11841
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11841

CVE ID \Vulnerability Description

Maximum
Severity

Vulnerability

Rating Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11841

Restart
Product KB . Severity Impact Supersedence CVSS Score Set es a.r
rticle Required
Microsoft Remote
Base: 4.2

Edge on 5235356 Critical |Code 4042895 T:: oral: 3.8 es
Windows y Execution poral. 3.
@Z AR 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11841

10 for 32- Update Vector:
bit Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon 4048956 Base: 4.2
Windows  [Security Remote Temporal: 3.8

Critical |Code 4042895 - Yes
10 for x64- Update Execution Vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |, 118952 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y Critical  Code 4041689 porat = Yes
1511 for Update Execution Vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based
Systems
Microsoft
Edgeon |, 118952 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y Critical  Code 4041689 porat = Yes
1511 for Update Execution Vector:
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11841

Microsoft 4048953 Base: 3.1
Edge on Security Remote Temporal: 2.8
9 Moderate Code 4041691 T Yes
Windows |Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon |, 118953 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical |Code 4041691 poral. 3. Yes
1607 for Update Execution Vector.
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Systems
Microsoft
Edgeon 1118953 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y critical  Code 4041691 porat. 3. Yes
1607 for Update Execution Vector.
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft |1/ 8954 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows Y critical  Code 4041676 poral. 3. Yes
10 Version Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11841

32-bit

Systems

Microsoft

Edgeon /15954 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4041676 porat. 3. Yes

1703 for Update Execution Vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edgeon |, 118955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y Critical  Code 4042198 porat = Yes

1709 for Update Execution Vector.

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Ed.ge on 4048955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y Icritical  [Code 4042198 porat. 3. Yes
Update . Vector:

1709 for Execution

64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11841

Microsoft
Edge on
Windows |/ 118055 Base: 3.1
Server, Securit Remote Temporal: 2.8
version V" Moderate Code 4042198 porat < Yes
1709 Update Execution vector.
(Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O
Core
Installation)
Commit Base: 4.2
Security Remote Temporal: 3.8
ChakraCore Critical |Code 4042198 T Yes
Only Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

CVE-2017-11842 - Windows Kernel Information Disclosure Vulnerability

Maximum v Inerabilit

CVEID \Vulnerability Description Severity y

. Impact

Rating

CVE- CVE Title: Windows Kernel Information Disclosure Vulnerability Information

s e Important .
2017- Description: Disclosure
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4

Maximum

Vulnerability

To exploit this vulnerability, an attacker would have to log on to an affected system
and run a specially crafted application.

The security update addresses the vulnerability by correcting how the Windows kernel
initializes memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

CVE ID Vulnerability Description Sev.erlty Impact
Rating

11842  An information disclosure vulnerability exists when the Windows kernel fails to

MITRE  |properly initialize a memory address. An attacker who successfully exploited this

NVD vulnerability could obtain information to further compromise the usera€™s system.

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11842
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11842

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11842

KB Supersedenc Restart
Product . Severity Impact P CVSS Score Set Require
Article d
404895
9
Monthly Base: 4.7
Windows Rollup Imbortan Informatio Temporal: 4.2
Server (404896 | P 4041690  Vector. Yes
2012 2 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/ULIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
Windows 404895 Base: 4.7
Server X Informatio Temporal: 4.2
(250e1r\2/er 'F\{Aociltthly lmportan 4041690 Vector: Yes
P Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Core 404896
. : C
installation) 2
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962

CVE-2017-11842

Security
Only
404895
8
Monthly Base: 4.7
Windows [Rollup Importan Informatio Temporal: 4.2
8.1 for 32- 404896 A 4041693 Vector: Yes
bit systems |1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
404895
8
Windows Monthly . Base: 4.7
8.1 for x64- Rollup Importan Informatio Temporal: 4.2
based 404896 " 4041693 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
systems .
Security C
Only
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11842

404895
8
Monthly Base: 4.7
Windows [Rollup Importan Informatio Temporal: 4.2
Server 404896 " 4041693 Vector: Yes
2012 R2 1 Disclosure CVSS:3.0/AV.L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
404895 Base: 4.7
Windows 8 Importan Informatio Temporal: 4.2
RT 8.1 Monthly 4041693 Vector: Yes
Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
404895
. 8
Windows Monthly Base: 4.7
;8?’;;2 Rollup | Informatio Temporal: 4.2
Server 104896 tmporta” | 4041693 Vector: Yes
Core . Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) Security ¢
Only
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11842

404895 Base: 4.7
Windows 6 Importan Informatio Temporal: 4.2
10 for 32-  [Security n 4042895 Vector: Yes
bit Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
. 404895 Base: 4.7
Windows .
10 for x64- 6 ~ Importan Informatio Temporal: 4.2
based Security n‘ 4042895 Vector: Yes
Systems Update Disclosure EVSSB.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Importan Informatio Base: 4.7
Server 3 n 4041691 Temporal: 4.2 Yes
2016 Security Disclosure Vector:
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11842

Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C

Windows 404895 Base: 4.7
10 Version 3 Importan Informatio Temporal: 4.2
1607 for  [Security n 4041691 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 3 Importan Informatio Temporal: 4.2
1607 for  [Security n 4041691 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
\S’Z'rr:/ii’ws 404895 Base: 4.7

3 Informatio Temporal: 4.2
2016 .. Importan
(Server Security n . 4041691 Vector: Yes
Core Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) c
Windows 404895 Base: 4.7
10 Version 4 Importan Informatio Temporal: 4.2
1703 for  Security n 4041676 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11842

Windows 404895 Base: 4.7

10 Version 4 Importan Informatio Temporal: 4.2

1703 for  [Security n 4041676 Vector: Yes
x64-based Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows 404895 Base: 4.7

10 Version 5 Importan Informatio Temporal: 4.2

1709 for  [Security n 4042198 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows 404895 Base: 4.7

10 Version 5 Importan Informatio Temporal: 4.2

1709 for  [Security n 4042198 Vector: Yes
64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows

SEIVEr 1104895

version 5 Informatio Base: 4.7

1709 Security Importan N 4042198 Temporal: 4.2 Ves
(Server Update Disclosure Vector:

Core CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
Installation

)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

L "é - >

CVE-2017-11843 - Scripting Engine Memory Corruption Vulnerability

Maximum

Vul ili
CVE ID \Vulnerability Description Severity ulnerability

I
Rating mpact

CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way the scripting engine handles
objects in memory in Microsoft browsers. The vulnerability could corrupt memory in
such a way that an attacker could execute arbitrary code in the context of the current
user. An attacker who successfully exploited the vulnerability could gain the same user
CVE- rights as the current user. If the current user is logged on with administrative user rights,
5017-  @n attacker who successfully exploited the vulnerability could take control of an affected
11843 system. An attacker could then install programs; view, change, or delete data; or create Remote Code

. . Critical .
new accounts with full user rights. Execution

In a web-based attack scenario, an attacker could host a specially crafted website
designed to exploit the vulnerability through a Microsoft browser and then convince a
user to view the website. An attacker could also embed an ActiveX control marked "safe
for initialization" in an application or Microsoft Office document that hosts the browser
rendering engine. The attacker could also take advantage of compromised websites and
websites that accept or host user-provided content or advertisements. These websites
could contain specially crafted content that could exploit the vulnerability.

@& R 2017 http://www.nsfocus.com


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11843
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11843

Maximum

CVE ID \Vulnerability Description Severity Vulnerability
. Impact
Rating
The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.
FAQ:
None
Mitigations:
None
Workarounds:
None
Revision:
1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11843
Supersedenc Restart
Product KB Article Severity Impact P CVSS Score Set Require
d
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CVE-2017-11843
Internet
Explorer 9
on
Windows 4047206 IE Remote Base: 3.1
Server Cumulativ Moderat |Code Temporal: 2.8
2008 for . o Executio 4040685 Vector: Yes
32-bit 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
Systems ¢
Service
Pack 2
Internet
Explorer 9
on
Windows 4047206 IE Remote Base: 3.1
Server Cumulativ. Moderat |Code Temporal: 2.8
2008 for e e Executio 4040685 Vector. Yes
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
x64-based n C
Systems
Service
Pack 2
Internet 4047206 IE Base: 4.2
. .. Remote
Explorer 11 Cumulativ Critical 4041681 Temporal: 3.8 Yes
Code
on e Vector:
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11843

Windows 7 4048957 Executio CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
for 32-bit  |Monthly n C
Systems  Rollup
Service
Pack 1
Internet
Explorer 11 4047206 |E
on Cumulativ Remote Base: 4.2
Windows 7 e Code Temporal: 3.8
for x64- 4048957 (Critical Executio 4041681 Vector: Yes
based Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
Systems  Rollup C
Service
Pack 1
Internet
Explorer 11 4047206 IE
Cumulativ Base: 3.1
3\7. q e Mod FC{er;ote Temporal: 2.8
Se':/efws 4048957 | Mocerat E)‘(’ecitio 4041681 Vector: Yes
Monthly CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
2008 R2 for Rollup n C
x64-based
Systems
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11843

Service
Pack 1
Internet 4047206 |E

Cumulativ Base: 4.2
Explorer 11 Remote
on e Code Temporal: 3.8
Windows 4048958  (Critical Executio 4041693 Vector: Yes
8.1 for 32- Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:

. Rollup C
bit systems
Internet 4047206 IE
Explorer 11 Cumulativ Base: 4.2
Remote

on e Code Temporal: 3.8
Windows 4048958  [Critical Executio 4041693 Vector: Yes
8.1 for x64- Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
based Rollup C
systems
Internet 4047206 IE

Cumulativ Base: 3.1
Explorer 11 Remote )
on - Moderat Code Temporal: 2.8
Windows 4048958 Executio 4041693 Vector: Yes
Server Monthly 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
5012 R2 Rollup C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11843

Internet 1048958 Remote Base: 4.2
Explorer 11 Monthly N Code Temporal: 3.8
on. Rollup Critical Executio 4041693 Vector: Yes
Windows 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
RT 8.1 C
Internet
Explorer 11 4048956 Remote Base: 4.2
on Security . Code Temporal: 38
Windows Update Critical Executio 4042895 Vector: Yes
10 for 32- 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
. C
bit Systems
Internet
Explorer 11 1048956 Remote Base: 4.2
on Security . Code Temporal: 38
Windows Update Critical Executio 4042895 Vector: Yes
10 for x64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
based n C
Systems
Internet 1048952 Remote Base: 4.2
Explorer 11 Security Code Temporal: 3.8
on Update Critical Executio 4041689 Vector: Yes
Windows CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
10 Version 4 C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11843

1511 for
x64-based
Systems
Internet
Explorer 11 .
on 1048952 Remote Base: 4.2
Windows  [Securit Code Temporal: 3.8
10 Version U datey Critical Executio 4041689 Vector: Yes
1511 for ) n CVS5:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
32-bit C
Systems
Internet
Explorer 11 4048953 Remote Base: 3.1
n Security  Moderat Code Temporal: 2.8
\7Vindows Update e Executio 041631 Vector: Yes
Server ) n CVSS:3.0/AV:N/AC:H/PRH/ULR/S:U/C.L/I:L/A:N/E:P/RL:O/RC:
2016 C
Internet
Explorer 11 4048953 Remote Base: 4.2
on Securit Code Temporal: 3.8
Windows U datey Critical Executio 4041631 Vector: Yes
i ’ CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
10 Version n c
1607 for
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11843

32-bit

Systems

Internet

Explorer 11 .

on 4048953 Remote Base: 4.2

Windows  [Securit Code Temporal: 3.8

10 Version U datey Critical s ecutio [104169" Vector. Yes
1607 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
x64-based C

Systems

Internet

Explorer 11 .

on 1048954 Remote Base: 4.2

Windows [Securit Code Temporal: 3.8

10 Version U datey Critical Executio | 041676 Vector: Yes
1703 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
32-bit C

Systems

Internet 1048954 Remote Base: 4.2

Explorer 11 Securit Code Temporal: 3.8

" U datey Critical Executio 4041676 Vector: Yes
Windows P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:

10 Version C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11843

1703 for

x64-based

Systems

Internet

Explorer 11 _

on 4048955 Remote Base: 4.2

Windows  Securit Code Temporal: 3.8

10 Version datey Critical |2 " . 4042198 Vector: Yes
1709 for P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
32-bit C

Systems

Internet

Explorer 11 .

on 4048955 Remote Base: 4.2

Windows [Securit Code Temporal: 3.8

10 Verdion datey Critical |2 " 4042198 Vector: Yes
1709 for P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
64-based ¢

Systems

Internet 4048955 Remote Base: 3.1

Explorer 11 Security ~ Moderat Code 042198 Temporal: 2.8 Ves
on Update e Executio Vector:

Windows n CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11843

Server,
version
1709
(Server
Core
Installation
)
Internet 4048959
Monthly Base: 3.1

Explorer 10 Remote
on Rollup Moderat (Code Temporal: 2.8
Windows 4047206. IE Executio 4040685 Vector: Yes
Server Cumulativ 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
2012 C
Microsoft 1048956 Remote Base: 4.2
Edge on Security Code Temporal: 3.8
Windows Update Critical Executio 4042895 Vector: Yes
10 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
bit Systems n C
Microsoft 4048956 Remote
Edgeon  Security . Code Base: 4.2

. Critical . 4042895 Temporal: 3.8 Yes
Windows |Update Executio Vector:
10 for x64- n '
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11843

based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
Systems C

Microsoft

Edgeon 148950 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4041689 Vector: Yes
1511 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
x64-based n C

Systems

Microsoft

Ed.ge °N 14048952 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4041689 Vector: Yes
1511 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
32-bit n C

Systems

Microsoft 1048953 Remote Base: 3.1

Edge on Security  Moderat |Code Temporal: 2.8

Windows Update o Executio 4041691 Vector: Yes
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
2016 n C

Microsoft 4048953 - Remote Base: 4.2

Edgeon  Security Critical Code 4041691 Temporal: 3.8 ves
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11843

Windows |Update Executio Vector:
10 Version n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
1607 for C
32-bit
Systems
Microsoft
Ed.ge °N 14048953 Remote Base: 4.2
Windows Security Code Temporal: 3.8
10 Version Update Critical Executio 4041691 Vector: Yes
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
x64-based n C
Systems
Microsoft
Ed.ge °N 14048954 Remote Base: 4.2
Windows Security Code Temporal: 3.8
10 Version Update Critical Executio 4041676 Vector: Yes
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
32-bit n C
Systems
Microsoft 4048954 Remote
Edgeon  Security . Code Base: 4.2

. Critical . 4041676 Temporal: 3.8 Yes
Windows |Update Executio

. Vector:

10 Version n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11843

1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
x64-based C

Systems

Microsoft

Ed.ge °N 14048955 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4042198 Vector: Yes
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
32-bit n C

Systems

Microsoft

Ed.ge °N 14048955 Remote Base: 4.2

Windows Security Code Temporal: 3.8

10 Version Update Critical Executio 4042198 Vector: Yes
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
64-based n C

Systems

Microsoft

Edgeon 14048955 Remote Base: 3.1

Windows [Security ~ Moderat Code 4042198 Temporal: 2.8 Ves
Server, Update e Executio Vector:

version n CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O

1709

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11843

(Server
Core
Installation
)
Commit Remote ?::ﬁ;él' 38
ZhakraCor éenclurlty Critical E)?edceutio 4042198 Vector: Yes
y 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
C

CVE-2017-11844 - Microsoft Edge Information Disclosure Vulnerability

Maximum Vulnerability
CVE ID \Vulnerability Description Severity
. Impact
Rating
CVE- CVE Title: Microsoft Edge Information Disclosure Vulnerability
2017- Description: |
11844  An information disclosure vulnerability exists when Microsoft Edge improperly handles | o\ Information
VITRE  objects in memory. An attacker who successfully exploited the vulnerability could obtain Disclosure
NVD information to further compromise the usera€™s system.
@z HiRHY 2017
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https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11844
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11844

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, in a web-based attack scenario, an attacker could host a
website in an attempt to exploit the vulnerability. In addition, compromised websites
and websites that accept or host user-provided content could contain specially crafted
content that could exploit the vulnerability. However, in all cases an attacker would have
no way to force a user to view the attacker-controlled content. Instead, an attacker
would have to convince a user to take action. For example, an attacker could trick a user
into clicking a link that takes the user to the attacker's site.

The update addresses the vulnerability by modifying how Microsoft Edge handles
objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

@& R 2017 http://www.nsfocus.com




Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11844

KB Supersedenc Resta.rt
Product . Severity Impact CVSS Score Set Require
Article d
Microsoft
Edgeon 404895 Base: 4.3
Windows 4 Importan Informatio Temporal: 3.9
10 Version Security 4041676 Vector: Yes
1703 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
32-bit C
Systems
Microsoft
Edgeon 404895 Base: 4.3
Windows 4 Importan Informatio Temporal: 3.9
10 Version Security 4041676 Vector: Yes
1703 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
x64-based C
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11844

Microsoft
Edgeon 404895 Base: 4.3
Windows 5 Importan Informatio Temporal: 3.9
10 Version Security 4042198 Vector: Yes
1709 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
32-bit C
Systems
Microsoft
Edgeon 404895 Base: 4.3
Windows 5 Importan Informatio Temporal: 3.9
10 Version Security 4042198 Vector: Yes
1709 for  Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
64-based C
Systems
Microsoft
Edgeon 1895 Base: 4.3
Windows :
Server . Informatio Temporal: 3.9
version Security Low n. 4042198 Vector: Yes
1709 Update Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
C
(Server
Core
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11844

)

Installation

CVE-2017-11845 - Microsoft Edge Memory Corruption Vulnerability

An attacker could host a specially crafted website that is designed to exploit the
vulnerability through Microsoft Edge, and then convince a user to view the website. The
attacker could also take advantage of compromised websites and websites that accept

or host user-provided content or advertisements by adding specially crafted content

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Microsoft Edge Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists when Microsoft Edge improperly accesses
objects in memory. The vulnerability could corrupt memory in such a way that enables
CVE-  an attacker to execute arbitrary code in the context of the current user. An attacker who
2017-  successfully exploited the vulnerability could gain the same user rights as the current
11845  user. If the current user is logged on with administrative user rights, an attacker could  |yitical Remote Code
MITRE  take control of an affected system. An attacker could then install programs; view, Execution
NVD change, or delete data; or create new accounts with full user rights.

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11845
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11845

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

that could exploit the vulnerability. In all cases, however, an attacker would have no way
to force users to view the attacker-controlled content. Instead, an attacker would have
to convince users to take action, typically by way of enticement in an email or Instant
Messenger message, or by getting them to open an attachment sent through email.

The security update addresses the vulnerability by modifying how Microsoft Edge
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@& R 2017 http://www.nsfocus.com




CVE-2017-11845

KB . Restart
Product Article Severity ‘Impact Supersedence CVSS Score Set Required
Microsoft
Edge on |, 118954 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical Code 4041676 poral. 3. Yes
1703 for Update Execution Vector.
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Systems
Microsoft
Ed_ge °N 44048954 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version /" (Critical  Code 4041676 P T Yes
1703 for Update Execution Vector.
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

L "é - >

CVE-2017-11846 - Scripting Engine Memory Corruption Vulnerability

Maximum

Vul ili
CVE ID \Vulnerability Description Severity ulnerability

I
Rating mpact

CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way the scripting engine handles
objects in memory in Microsoft browsers. The vulnerability could corrupt memory in
such a way that an attacker could execute arbitrary code in the context of the current
user. An attacker who successfully exploited the vulnerability could gain the same user
CVE- rights as the current user. If the current user is logged on with administrative user rights,
5017-  @n attacker who successfully exploited the vulnerability could take control of an affected
11846 system. An attacker could then install programs; view, change, or delete data; or create Remote Code

. . Critical .
new accounts with full user rights. Execution

In a web-based attack scenario, an attacker could host a specially crafted website
designed to exploit the vulnerability through a Microsoft browser and then convince a
user to view the website. An attacker could also embed an ActiveX control marked "safe
for initialization" in an application or Microsoft Office document that hosts the browser
rendering engine. The attacker could also take advantage of compromised websites and
websites that accept or host user-provided content or advertisements. These websites
could contain specially crafted content that could exploit the vulnerability.

@& R 2017 http://www.nsfocus.com


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11846
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11846

Maximum

CVE ID \Vulnerability Description Severity Vulnerability
. Impact
Rating
The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.
FAQ:
None
Mitigations:
None
Workarounds:
None
Revision:
1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11846
Supersedenc Restart
Product KB Article Severity Impact P CVSS Score Set Require
d

@& R 2017 http://www.nsfocus.com




CVE-2017-11846
Internet
Explorer 9
on
Windows 4047206 IE Remote Base: 3.1
Server Cumulativ. Moderat Code Temporal: 2.8
2008 for . o Executio 4040685 Vector: Yes
32-bit 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
Systems c
Service
Pack 2
Internet
Explorer 9
on
Windows 4047206 IE Remote Base: 3.1
Server Cumulativ. Moderat Code Temporal: 2.8
2008 for . o Executio 4040685 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
x64-based n C
Systems
Service
Pack 2
Internet 4047206 IE Base: 4.2
. .. Remote
Explorer 11 Cumulativ Critical 4041681 Temporal: 3.8 Yes
Code
on e Vector:
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11846

Windows 7 4048957 Executio CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
for 32-bit  |Monthly n C
Systems  Rollup
Service
Pack 1
Internet
Explorer 11 4047206 |E
on Cumulativ Remote Base: 4.2
Windows 7 e Code Temporal: 3.8
for x64- 4048957 (Critical Executio 4041681 Vector: Yes
based Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
Systems  Rollup C
Service
Pack 1
Internet
Explorer 11 4047206 IE
Cumulativ Base: 3.1
3\7. q e Mod FC{er;ote Temporal: 2.8
Se':/efws 4048957 | Mocerat E)‘(’ecitio 4041681 Vector: Yes
Monthly CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
2008 R2 for Rollup n C
x64-based
Systems
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11846

Service
Pack 1
Internet 4047206 |E

Cumulativ Base: 4.2
Explorer 11 Remote
on e Code Temporal: 3.8
Windows 4048958  (Critical Executio 4041693 Vector: Yes
8.1 for 32- Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:

. Rollup C
bit systems
Internet 4047206 IE
Explorer 11 Cumulativ Base: 4.2
Remote

on e Code Temporal: 3.8
Windows 4048958  [Critical Executio 4041693 Vector: Yes
8.1 for x64- Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
based Rollup C
systems
Internet 4047206 IE

Cumulativ Base: 3.1
Explorer 11 Remote )
on - Moderat Code Temporal: 2.8
Windows 4048958 Executio 4041693 Vector: Yes
Server Monthly 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
5012 R2 Rollup C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11846

Internet 1048958 Remote Base: 4.2
Explorer 11 Monthly N Code Temporal: 3.8
on. Rollup Critical Executio 4041693 Vector: Yes
Windows 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
RT 8.1 C
Internet
Explorer 11 4048956 Remote Base: 4.2
on Security . Code Temporal: 38
Windows Update Critical Executio 4042895 Vector: Yes
10 for 32- 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
. C
bit Systems
Internet
Explorer 11 1048956 Remote Base: 4.2
on Security . Code Temporal: 38
Windows Update Critical Executio 4042895 Vector: Yes
10 for x64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
based n C
Systems
Internet 1048952 Remote Base: 4.2
Explorer 11 Security Code Temporal: 3.8
on Update Critical Executio 4041689 Vector: Yes
Windows CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
10 Version 4 C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11846

1511 for
x64-based
Systems
Internet
Explorer 11 .
on 1048952 Remote Base: 4.2
Windows  [Securit Code Temporal: 3.8
10 Version U datey Critical Executio 4041689 Vector: Yes
1511 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
32-bit C
Systems
Internet
Explorer 11 4048953 Remote Base: 3.1
n Security  Moderat Code Temporal: 2.8
\7Vindows Update e Executio 041631 Vector: Yes
Server ) n CVSS:3.0/AV:N/AC:H/PRH/ULR/S:U/C:L/I:L/AN/E:P/RL:O/RC:
2016 C
Internet
Explorer 11 4048953 Remote Base: 4.2
on Securit Code Temporal: 3.8
Windows U datey Critical Executio 4041631 Vector: Yes
i ’ CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
10 Version n c
1607 for
ORI 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11846

32-bit

Systems

Internet

Explorer 11 .

on 4048953 Remote Base: 4.2

Windows  [Securit Code Temporal: 3.8

10 Version U datey Critical s ecutio [104169" Vector. Yes
1607 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
x64-based C

Systems

Internet

Explorer 11 .

on 1048954 Remote Base: 4.2

Windows [Securit Code Temporal: 3.8

10 Version U datey Critical Executio | 041676 Vector: Yes
1703 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
32-bit C

Systems

Internet 1048954 Remote Base: 4.2

Explorer 11 Securit Code Temporal: 3.8

" U datey Critical Executio 4041676 Vector: Yes
Windows P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:

10 Version C

@R HFHL 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11846

1703 for

x64-based

Systems

Internet

Explorer 11 _

on 4048955 Remote Base: 4.2

Windows  Securit Code Temporal: 3.8

10 Version datey Critical |2 " . 4042198 Vector: Yes
1709 for P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:
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CVE-2017-11847 - Windows Kernel Elevation of Privilege Vulnerability

Maxi
- s aquium Vulnerability
CVE ID \Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows Kernel Elevation of Privilege Vulnerability
CVE- Description:
2017- |An elevation of privilege vulnerability exists when the Windows kernel fails to properly Elevation of
11847 handle objects in memory. An attacker who successfully exploited this vulnerability Important Privilege
MITRE could run arbitrary code in kernel mode. An attacker could then install programs; view,
NVD change, or delete data; or create new accounts with full user rights.
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit this vulnerability, an attacker would first have to log on to the system. An

attacker could then run a specially crafted application to take control of an affected
system.

The update addresses the vulnerability by correcting how the Windows kernel handles
objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-11847
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4048957
Wlndow§ 7 |Monthly . Base: 7
for 32-bit  Rollup Elevation Temporal: 6.3
Systems 4048960 Important of 4041681 Vectgr' T Yes
?erwce Pack éeni;”ty Privilege CVSS:3.0/AV:L/AC:H/PR:L/UIN/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
Windows 7 ifj:?:ﬁ
for x64- Y . Base: 7
based Rollup Elevation Temporal: 6.3
4048960 Important of 4041681 poral. & Yes
Systems Securit Privilege Vector:
Service Pack Only Y 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1
Windows 4048957
Server 2008 Monthly Base: 7
R2 for x64- [Rollup Elevation Tem. oral 6.3
based 4048960 Important of 4041681 Vecth))r' o Yes
Systems Security Privilege CVS5:3.0/AV:L/AC:H/PR:L/UIN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1 (Server
@ZHFHY 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11847
Core
installation)
Windows 118957
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R2 for . Base: 7
[tanium- Rollup Flevation Temporal: 6.3
4048960 Important jof 4041681 Yes
Based Security Privilege Vector:
Systems Only CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack
1
Windows 4048957
Server 2008 Monthly Base: 7
R2 for x64- Rollup Elevation Tem{ooral‘ 6.3
based 4048960 Important of 4041681 Vector T Yes
Systems  Security Privilege CV55:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1
Windows
Server 2908 4048970 Elevation Base: 7
for 32-bit  [Security Important of 4042120 Temporal: 6.3 Ves
Systems Update Privilege Vector:
Service Pack CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 (Server
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Core
installation)
4048959
Monthly . Base: 7
Windows Rollup Elevation Temporal: 6.3
4048962 Important jof 4041690 porat. & Yes
Server 2012 Securit Privilege Vector:
Only Y g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4048959
Windows Monthly . Base: 7
Server 2012 Rollup Elevation Temporal: 6.3
4048962 Important of 4041690 porat & Yes
(Server Core Securit Privilege Vector:
installation) Only 4 g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4048958
_ Monthly , Base: 7
Windows  Rollup Elevation Temporal: 6.3
8.1 for 32- 4048961 Important of 4041693 Vectgr' o Yes
bit systems éenclsrlty Privilege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
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4048958
Windows 'I;/Ioollrl:ts ’ Elevation Base: 7
8.1 forx64- 148961 |mportant of 4041693 Temporal: 6.3 Yes
based Securit Privilege Vector.
systems Only y 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4048958
M
. onthly . Base: 7
Windows  Rollup Elevation Temporal: 6.3
Server 2012 4048967 Important of 4041693 Vectgr' T Yes
R2 (S)enc;rlty Privilege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/AH/E:P/RL:O/RC:C
4048958 Elevation Base: 7
Windows  Monthly Important of 4041693 Temporal: 6.3 Ves
RT 8.1 Rollup Privilege Vector:
g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
Windows 4048958 Base: 7
Server 2012 Monthly Elevation Tem- oral 6.3
R2 (Server [Rollup Important of 4041693 p. T Yes
Core 4048961 Privilege Vector.
. . . CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
installation) Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
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Only
Windows 3235356 Elevation _I?::: Z)ral‘ 6.3
10 for 32- y Important of 4042895 porat: . Yes
bit Systems Update Privilege Vector:
y g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4048956 Elevation Base: 7
10 for x64- Security Important of 4042895 Temporal: 6.3 Ves
based Update Privileqe Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 1, 18952 . Base: 7
10 Version Securit Elevation Temporal: 6.3
1511 for y Important of 4041689 porat: & Yes
Update . Vector:
x64-based Privilege
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 18952 . Base: 7
10 Version Securit Elevation Temporal: 6.3
1511 for y Important of 4041689 porat: & Yes
2-bit e Privilege vector
9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
Systems
. Elevation
Windows 40489.53 Important of 4041691 Base: 7 Yes
Server 2016 [Security . Temporal: 6.3
Privilege
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
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Update Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 18953 . Base: 7
10 Version Securit Elevation Temporal: 6.3
1607 for Y Important of 4041691 porat & Yes
32-bit Update Privilege Vector:
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 18953 . Base: 7
10 Version Securit Elevation Temporal: 6.3
1607 for Y Important of 4041691 porat. & Yes
x64-based Update Privilege Vector:
Systems 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4048953 Elevation Base: 7
Server 2016 Security Important of 4041691 Temporal: 6.3 Ves
(Server Core Update Privilege Vector:
installation) 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 118954 . Base: 7
10 Version Securit Elevation Temporal: 6.3
1703 for y Important of 4041676 porat: & Yes
32-bit Update Privilege Vector.
9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11847
Windows 1, ;18954 . Base: 7
10 Version Securit Elevation Temporal: 6.3
1703 for Y Important of 4041676 porat: & Yes
Update - Vector:
x64-based Privilege
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows
Server, 4048955 . Base: 7
version Securit Elevation Temporal: 6.3
Y Important of 4042198 porat: & Yes
1709 Update Privilege Vector:
(Server Core 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows
server 2008 |)48970 . Base: 7
for Itanium- Securit Elevation Temporal: 6.3
Based y Important of 4042120 porat: & Yes
Systems Update Privilege Vector.
ySte g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC.C
Service Pack
2
Windows 4048970 Elevation Base: 7
Server 2908 Security Important of 4042120 Temporal: 6.3 Ves
for 32-bit  Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970

CVE-2017-11847

Service Pack
2
Windows
server 2008 | 115970 . Base: 7
for x64- Securit Elevation Temporal: 6.3
based Y Important of 4042120 porat. & Yes
Systems Update Privilege Vector:
y . 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack
2
Windows
Server 2008
forx64- |/ 048970 . Base: 7
based Securit Elevation Temporal: 6.3
Systems Y Important of 4042120 porat & Yes
Service Pack Update Privilege Vector.
> (Server 9 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core
installation)
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970

-

AT

CVE-2017-11848 - Internet Explorer Information Disclosure Vulnerability

Maximum . | erability
CVE ID \Vulnerability Description Severity
) Impact
Rating

CVE Title: Internet Explorer Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when Internet Explorer improperly

handles page content, which could allow an attacker to detect the navigation of the

user leaving a maliciously crafted page.

To exploit the vulnerability, in a web-based attack scenario, an attacker could host a
CVE- specially crafted website. In addition, compromised websites and websites that accept
2017-  ©or host user-provided content could contain specially crafted content that could exploit _
11848  the vulnerability. Low Information

Disclosure

MITRE " The security update addresses the vulnerability by changing how page content is
NVD handled by Internet Explorer.

FAQ:

None

Mitigations:

None

Workarounds:

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11848
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11848

Maximum

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
None
Revision:
1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11848
Supersedenc Restart
Product KB Article Severity Impact P CVSS Score Set Require
d
Internet
Explorer 9 )
on 4047206 IE | Base: 2.4
Windows  Cumulativ Informatio Temporal: 2.2
Server . ow n 4040685 Vector: Yes
5008 for Disclosure CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
32-bit ¢
Systems
@ZHFHY 2017

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11848

Service
Pack 2
Internet
Explorer 9
on
Windows 4047206 IE _ Base: 2.4
Server Cumulativ Informatio Temporal: 2.2
2008 for e Low n 4040685 Vector: Yes
Disclosure CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
x64-based c
Systems
Service
Pack 2
Internet 47206 IE
Explorer 11 .
Cumulativ
on e Informatio Base: 4.3
Wlndow.s74048957 Moderat " 4041681 Temporal: 3.9 Ves
for 32-bit Monthl Disclosure Vector:
Systems Rollu y CVSS:3.0/AV:N/AC:L/PR:N/UIR/S:U/C:L/I:N/A:N/E:P/RL:O
Service P
Pack 1
Internet 4047206 |E Informatio
Explorer 11 Cumulativ Moderat n 4041681 Base: 4.3 Yes
. Temporal: 3.9
on e Disclosure
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11848

Windows 7 4048957 Vector:
for x64- Monthly CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O
based Rollup
Systems
Service
Pack 1
Internet
Explorer 11
on 4047206 IE
Windows |Cumulativ
Server e Informatio Base: N/A
2008 R2 4048957  Low n 4041681 Temporal: N/A Yes
for x64-  Monthly Disclosure Vector: N/A
based Rollup
Systems
Service
Pack 1
Internet
4047206 IE Base: 4.3
Explorer 11 . :
on Cumulativ Moderat Informatio Temporal: 3.9
Windows e . n. 4041693 Vector: Yes
8.1 for 32- 4048958 Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
. Monthly C
bit systems
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11848

Rollup
Internet 4047206 IE
Explorer 11 Cumulativ Base: 4.3
on e Moderat Informatio Temporal: 3.9
Windows 4048958 n 4041693 Vector: Yes
8.1 for Monthly Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
x64-based Rollup C
systems
Internet 4047206. lE
Explorer 11 Cumulativ . Base: 2.4
on e Informatio Temporal: 2.2
Windows 4048958  |Low n. 4041693 Vector: Yes
Server Monthly Disclosure CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
5012 R? Rollup C
Internet 4048958 . Base: 4.3
Explorer 11 Monthly  Moderat Informatio Temporal: 3.9
on Rollup o n . 4041693 Vector: Yes
Windows Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
RT 8.1 C
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11848

Internet
Explorer 11 1048956 . Base: 4.3
on. Security  Moderat Informatio Temporal: 3.9
Windows Update . n 4042895 Vector: Yes
10 for 32- Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
bit C
Systems
Internet
Explorer 11 1048956 . Base: 4.3
on. Security  Moderat Informatio Temporal: 3.9
Windows Update . n 4042895 Vector: Yes
10 for x64- Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
based C
Systems
Internet
Explorer 11
onIo 4048952 . Base: 4.3
: . Informatio Temporal: 3.9
Windows [Security  Moderat
10 Version Update . n. 4041689 Vector: Yes
1511 for Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
x64-based ¢
Systems
@z AL 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11848

Internet
Explorer 11 .
on 41048952 . Base: 4.3
Windows Security  Moderat Informatio Temporal: 3.9
10 Version Uec;atey e n 4041689 Vector: Ves
1511 for ’ Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UIR/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
32-bit C
Systems
Internet
Explorer 11 4048953 . Base: 2.4
on Securit Informatio Temporal: 2.2
Windows U datey Low n 4041691 Vector: Yes
Server . Disclosure CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
2016 C
Internet
Explorer 11 .
on 4048953 . Base: 4.3
: : Informatio Temporal: 3.9
Windows [Security  Moderat
10 Version [Update e n 4041691 Vector: YVes
1607 for ’ Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
32-bit C
Systems
@R HFHL 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11848

Internet
Explorer 11 _
on 4048953 . Base: 4.3
. . Informatio Temporal: 3.9
Windows [Security  Moderat
10 Version Undate . n 4041691 Vector: Yes
1607 for P Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
x64-based C
Systems
Internet
Explorer 11 _
on 4048954 . Base: 4.3
: . Informatio Temporal: 3.9
Windows [Security ~ Moderat
10 Version Undate . n 4041676 Vector: Yes
1703 for P Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
32-bit ¢
Systems
Internet
Explorer 114048954 . Base: 4.3
on Securit Moderat Informatio Temporal: 3.9
Windows U datey . n 4041676 Vector: Yes
10 Version P Disclosure CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
1703 for C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11848

x64-based
Systems
Internet
Explorer 11
on 4048955 Informatio Base: 4.3
Windows [Security  Moderat Temporal: 3.9
. n 4042198 Yes
10 Version Update e Disclosure Vector:
1709 for CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O
32-bit
Systems
Internet
Explorer 11
on 4048955 Informatio Base: 4.3
Windows [Security ~ Moderat Temporal: 3.9
. n 4042198 Yes
10 Version Update e Disclosure Vector:
1709 for CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O
64-based
Systems
Internet
Explorer 11 ‘Sl(e)jjr?tSyS Informatio Base: N/A
on Update Low n 4042198 Temporal: N/A Yes
Windows Disclosure Vector: N/A
Server,
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11848

version

1709

(Server

Core

Installation

)

Internet 4048959

Explorer 10 Monthly . Base: 2.4

on Rollup Informatio Temporal: 2.2

Windows 4047206.IE Low n' 4040685 Vector: Yes
Server Cumulativ Disclosure CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:
2012 ¢

CVE-2017-11849 - Windows Kernel Information Disclosure Vulnerability

Maximum v Inerabilit

CVEID \Vulnerability Description Severity y

. Impact

Rating

CVE- CVE Title: Windows Kernel Information Disclosure Vulnerability Information

s e Important .
2017- Description: Disclosure
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

Maximum

Vulnerability

To exploit this vulnerability, an attacker would have to log on to an affected system
and run a specially crafted application.

The security update addresses the vulnerability by correcting how the Windows kernel
initializes memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

CVE ID Vulnerability Description Sev.erlty Impact
Rating

11849  An information disclosure vulnerability exists when the Windows kernel fails to

MITRE  |properly initialize a memory address. An attacker who successfully exploited this

NVD vulnerability could obtain information to further compromise the usera€™s system.

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11849
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11849

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11849

KB Supersedenc Restart

Product . Severity Impact CVSS Score Set Require
Article d
404895
7

Windows 7 Monthly Base: 4.7

for 32-bit  Rollup Importan Informatio Temporal: 4.2

Systems 404896 A 4041681 Vector: Yes

Service 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

Pack 1 Security C
Only

Windows 7 404895 Base: 4.7

for x64- 7 .

based Monthly Importan Informatio Temporal: 4.2

Systems Rollup . 4041681 Vector: Yes

. Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

Service 404896 C

Pack 1 0

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11849

Security
Only
Windows
Server 404895
2008 R2 for|7
x64-based Monthly Base: 4.7
Systems  Rollup Importan Informatio Temporal: 4.2
Service 404896 A 4041681 Vector: Yes
Pack 1 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server Security C
Core Only
installation
)
Windows 404895
Server Monthly Base: 4.7
2008 R2 for .
ltanium- Rollup Importan Informatio Temporal: 4.2
Based 404896 " 4041681 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems .
. Security C
Service Only
Pack 1
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11849

404895
Windows |7
Server Monthly Base: 4.7
2008 R2 for Rollup Informatio Temporal: 4.2

Importan

x64-based 404896 A 4041681 Vector: Yes
Systems 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Security C
Pack 1 Only
Windows
Server
2008 for
32-bit 404897 Base: 4.7
Systems 0 Importan Informatio Temporal: 4.2
Service Security 4042120 Vector: Yes
Pack 2 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server C
Core
installation
)
Windows 404895 Importan Informatio Base: 4.7
Server 9 " 4041690 Temporal: 4.2 Yes
2012 Monthly Disclosure Vector:
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959

CVE-2017-11849

Rollup CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
404896 C
2
Security
Only
404895
Windows 9
Server Monthly Base: 4.7
2012 Rollup Importan Informatio Temporal: 4.2
(Server 404896 " 4041690 Vector: Yes
Core 2 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation Security C
) Only
404895
8 Base: 4.7
Windows |Monthly Importan Informatio Temporal: 4.2
8.1 for 32- Rollup 4041693 Vector: Yes
bit systems 404896 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
1 C
Security
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11849

Only
404895
8
Windows Monthly . Base: 4.7
8.1 for x64- Rollup Importan Informatio Temporal: 4.2
based 404896 A 4041693 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
systems .
Security C
Only
404895
8
Monthly Base: 4.7
Windows Rollup Importan Informatio Temporal: 4.2
Server 404896 " 4041693 Vector: Yes
2012R2 |1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
Windows 404895 Importan Informatio Base: 4.7
RT 8.1 8 " 4041693 Temporal: 4.2 Yes
Monthly Disclosure Vector:
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11849

Rollup CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C

404895
Windows |8
Server Monthly Base: 4.7
2012 R2  Rollup Importan Informatio Temporal: 4.2
(Server 404896 A 4041693 Vector: Yes
Core 1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation Security C
) Only

404895 Base: 4.7
Windows 6 Importan Informatio Temporal: 4.2
10 for 32- [Security 4042895 Vector: Yes
bit Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

C

Windows 404895 ' Base: 4.7
10 for x64- ~ lImportan Informatio Temporal: 4.2
based Security . 4042895 Vector: Yes
Systems Update Disclosure EVSSB.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11849

Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

404895 Base: 4.7
Windows 3 Importan Informatio Temporal: 4.2
Server Security n 4041691 Vector: Yes
2016 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

C

Windows 404895 Base: 4.7
10 Version 3 Importan Informatio Temporal: 4.2
1607 for  [Security n 4041691 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Importan Informatio Base: 4.7
10 Version 3 n 4041691 Temporal: 4.2 Yes
1607 for  [Security Disclosure Vector:
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11849

x64-based |Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows
Server 404895 Base: 4.7
2016 3 Importan Informatio Temporal: 4.2
(Server Security n 4041691 Vector: Yes
Core Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation C
)
Windows 404895 Base: 4.7
10 Version 4 Importan Informatio Temporal: 4.2
1703 for  [Security n 4041676 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 4 Importan Informatio Temporal: 4.2
1703 for  [Security n 4041676 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Importan Informatio 'I?::r;g'r;AZ
10 Version |5 n 4042198 S Yes
1709 for  [Security Disclosure vector.

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11849

32-bit Update
Systems
Wmdovys 404895 . Base: 4.7
10 Version 5 Importan Informatio Temporal: 4.2
1709 for  [Security 4042198 Yes
64-based |Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O

Systems
Windows
Server 404897 Base: 4.7
2008 for .
tanium- 0 ~ lImportan Informatio Temporal: 4.2
Based Security . 4042120 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

. C
Service
Pack 2
Windows
Server 404897 Base: 4.7
2008 for 0 Importan Informatio Temporal: 4.2
32-bit Security 4042120 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C
Pack 2
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970

CVE-2017-11849

Windows

Server 404897 Base: 4.7

2008 for 0 Importan Informatio Temporal: 4.2

x64-based [Security 4042120 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

Windows

Server

2008 for

x64-based 404897 Base: 4.7

Systems 0 Importan Informatio Temporal: 4.2

Service Security 4042120 Vector: Yes
Pack 2 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server C

Core

installation

)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970

-

AT

CVE-2017-11850 - Microsoft Graphics Component Information

Disclosure Vulnerability

Graphics Component handles objects in memory.

FAQ:

None
Mitigations:

kil Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Microsoft Graphics Component Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists when the Microsoft Windows Graphics
Component improperly handles objects in memory. An attacker who successfully
exploited the vulnerability could obtain information to further compromise the
CVE- usera€™s system.
2017~ To exploit this vulnerability, an attacker would have to log on to an affected system Information
11850 and run a specially crafted application. Important Disclosure
MITRE
NVD The update addresses the vulnerability by correcting the way in which the Windows

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11850
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11850

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11850

KB Supersedenc Restart
Product . Severity Impact P CVSS Score Set Require

Article

d

404895 Base: 4.7
Windows Monthlv importan Informatio Temporal: 4.2
Server Rollu yt P 4041690 Vector: Yes
2012 404856 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

C

2
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962

CVE-2017-11850

Security
Only
404895
: &)
Z‘;‘:\‘/‘i‘r’ws Monthly Base: 4.7
5012 Rollup Importan Informatio Temporal: 4.2
(Server 404896 A ' 4041690 Vector: Yes
Core 2 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
. . [Security C
installation)
Only
404895
8
Monthly Base: 4.7
Windows Rollup Importan Informatio Temporal: 4.2
8.1 for 32- 404896 A 4041693 Vector: Yes
bit systems |1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11850

404895
8
Windows Monthly ' Base: 4.7
8.1 for x64- Rollup Importan Informatio Temporal: 4.2
based 404896 " 4041693 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
systems .
Security C
Only
404895
8
Monthly Base: 4.7
Windows Rollup Importan Informatio Temporal: 4.2
Server 404896 A 4041693 Vector: Yes
2012 R2 |1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
404895 Base: 4.7
: 8 Informatio Temporal: 4.2
\é\_/rlr;c'lfws Monthly mportan 4041693 Vector: Yes
Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11850

404895
: 8

Windows Monthly Base: 4.7
Server Rollup Informatio Temporal: 4.2
(2:; nZ/eRrZ 404896 meorta” n 4041693 Vector: Yes
Core 1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) Security ¢

Only

404895 Base: 4.7
Windows 6 Importan Informatio Temporal: 4.2
10 for 32-  [Security P n 4042895 Vector: Yes
bit Systems |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

C
Windows 404895 . Base: 4.7
10 for x64- Imbortan Informatio Temporal: 4.2
based Security P n 4042895 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C

Windows 404895 Imbortan Informatio Base: 4.7
10 Version 2 A P n 4041689 Temporal: 4.2 Yes
1511 for  [Security Disclosure Vector:
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11850

x64-based |Update CVSS:3.0/AV:L/AC:H/PR:L/ULIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
404895 Base: 4.7

Windows 3 Importan Informatio Temporal: 4.2
Server Security n 4041691 Vector: Yes
2016 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

C
Wmdovys 404895 . Base: 4.7
10 Version 3 Importan Informatio Temporal: 4.2
1607 for  [Security n 4041691 C Yes
32-bit Update Disclosure Vector:

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
Systems
Wmdovys 404895 . Base: 4.7
10 Version 3 Importan Informatio Temporal: 4.2
1607 for  Security n 4041691 C Yes
x64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11850

\S’\Q:\‘z‘sws 404895 | Base: 4.7
2016 3 . Importan Informatio Temporal: 4.2
(Server Security n . 4041691 Vector: Yes
Core Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) ¢
Windows 404895 Base: 4.7
10 Version 4 Importan Informatio Temporal: 4.2
1703 for  [Security n 4041676 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 4 Importan Informatio Temporal: 4.2
1703 for  [Security n 4041676 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
WmdonS 404895 . Base: 4.7
10 Version 5 Importan Informatio Temporal: 4.2
1709 for  [Security n 4042198 o Yes
32-bit Update Disclosure Vector.

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11850

Windows 404895

. . Base: 4.7
10 Version 5 Importan Informatio Temporal: 4.2
1709 for  Security | 7 4042198 porat: . Yes
64-based |Update Disclosure Vector.

CVSS:3.0/AV:L/AC:H/PR:L/UI:IN/S:U/C:H/I:N/A:N/E:P/RL:O

Systems
Windows
SEIVEr 1104895
version 5 Informatio Base: 4.7
1709 Security Importan 4042198 Temporal: 4.2 Ves
(Server Update Disclosure Vector.
Core P CVSS:3.0/AV:L/AC:H/PR:L/UIN/S:U/C:H/I:N/A:N/E:P/RL:O
Installation
)

CVE-2017-11851 - Windows Kernel Information Disclosure Vulnerability

Maximum  inerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE- CVE Title: Windows Kernel Information Disclosure Vulnerability Information
s e Important .
2017-  Description: Disclosure

@Z AR 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

11851
MITRE
NVD

A Win32k information disclosure vulnerability exists when the Windows GDI component
improperly discloses kernel memory addresses. An attacker who successfully exploited
the vulnerability could obtain information to further compromise the usera€™s system.

To exploit this vulnerability, an attacker would have to log on to an affected system and
run a specially crafted application. The vulnerability would not allow an attacker to
execute code or to elevate user rights directly, but it could be used to obtain
information that could be used to try to further compromise the affected system.

The security update addresses the vulnerability by correcting how the Windows GDI
component handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11851
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11851

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11851

KB Supersedenc Restart

Product . Severity Impact CVSS Score Set Require
Article d
404895
7

Windows 7 Monthly Base: 4.7

for 32-bit  |Rollup Importan Informatio Temporal: 4.2

Systems 404896 A 4041681 Vector: Yes

Service 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

Pack 1 Security C
Only

Windows 7 404895 Base: 4.7

for x64- 7 .

based Monthly Importan Informatio Temporal: 4.2

Systems Rollup . 4041681 Vector: Yes

. Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

Service 404896 C

Pack 1 0

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11851

Security
Only
Windows 104895
Server .
2008 R2 for Monthly Base: 4.7
x64-based .
Svstems Rollup Imbortan Informatio Temporal: 4.2
Szwice 404896 | P 4041681 Vector: Yes
Pack 1 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
(Server onl
Core y
installation)
Windows (04835
Server Monthly Base: 4.7
2008 R2 for .
ftanium- Rollup Imbortan Informatio Temporal: 4.2
B 404896 | P 4041681 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems .
. Security C
Service onl
Pack 1 y
@Z AR 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11851

404895
Windows |7
Server Monthly Base: 4.7
2008 R2 for Rollup Informatio Temporal: 4.2
Importan
x64-based 404896 A 4041681 Vector: Yes
Systems [0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Security C
Pack 1 Only
Windows
Server
2008 for 1,697 Base: 4.7
32-bit .
Systems ~ lImportan Informatio Temporal: 4.2
Service Security . 4042120 Vector: Yes
Pack 2 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
(Server
Core
installation)
Windows 404895 Importan Informatio Base: 4.7
Server Monthly I 4041690 Temporal: 4.2 Yes
2012 Disclosure Vector:
Rollup
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959

CVE-2017-11851

404896 CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
2 C
Security
Only
404895
: &)
\SA;I:/Z?WS Monthly . Base: 4.7
5012 Rollup Importan Informatio Temporal: 4.2
(Server 404896 " ‘ 4041690 Vector: Yes
Core ' Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) Security c
Only
404895
8
Monthly Base: 4.7
Windows Rollup Importan Informatio Temporal: 4.2
8.1 for 32- 404896 A 4041693 Vector: Yes
bit systems |1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11851

404895
8
Windows Monthly ' Base: 4.7
8.1 for x64- Rollup Importan Informatio Temporal: 4.2
based 404896 " 4041693 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
systems .
Security C
Only
404895
8
Monthly Base: 4.7
Windows Rollup Importan Informatio Temporal: 4.2
Server 404896 A 4041693 Vector: Yes
2012 R2 |1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
404895 Base: 4.7
: 8 Informatio Temporal: 4.2
\é\_/rlr;c'lfws Monthly mportan 4041693 Vector: Yes
Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11851

404895
: 8

Windows Monthly Base: 4.7
Server Rollup Informatio Temporal: 4.2
(2:; nZ/eRrZ 404896 meorta” n 4041693 Vector: Yes
Core 1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) Security ¢

Only

404895 Base: 4.7
Windows 6 Importan Informatio Temporal: 4.2
10 for 32-  [Security P n 4042895 Vector: Yes
bit Systems |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

C
Windows 404895 . Base: 4.7
10 for x64- Imbortan Informatio Temporal: 4.2
based Security P n 4042895 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C

Windows 404895 Imbortan Informatio Base: 4.7
10 Version 2 A P n 4041689 Temporal: 4.2 Yes
1511 for  [Security Disclosure Vector:
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11851

x64-based |Update CVSS:3.0/AV:L/AC:H/PR:L/ULIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

404895 Base: 4.7
Windows 3 Importan Informatio Temporal: 4.2
Server Security n 4041691 Vector: Yes
2016 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:

C

Windows 404895 Base: 4.7
10 Version 3 Importan Informatio Temporal: 4.2
1607 for  [Security n 4041691 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 3 Importan Informatio Temporal: 4.2
1607 for  [Security n 4041691 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11851

\S’\Q:\‘z‘sws 404895 | Base: 4.7
2016 3 . Importan Informatio Temporal: 4.2
(Server Security n . 4041691 Vector: Yes
Core Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) ¢
Windows 404895 Base: 4.7
10 Version 4 Importan Informatio Temporal: 4.2
1703 for  [Security n 4041676 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 4 Importan Informatio Temporal: 4.2
1703 for  [Security n 4041676 Vector: Yes
x64-based Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
WmdonS 404895 . Base: 4.7
10 Version 5 Importan Informatio Temporal: 4.2
1709 for  [Security n 4042198 S Yes
32-bit Update Disclosure Vector.

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11851

Windows 404895

. . Base: 4.7
10 Version |5 Importan Informatio Temporal: 4.2
1709 for  Security . P 4042198 porat: . Yes
64-based |Update Disclosure Vector:

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O

Systems
Windows
SEIVer, 1104895
version 5 Informatio Base: 4.7
1709 Security Importan 4042198 Temporal: 4.2 Ves
(Server Update Disclosure Vector.
Core P CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
Installation
)
Windows
SeVer 104897 Base: 4.7
2008 for .
tanium- Imbortan Informatio Temporal: 4.2
Based Security P 4042120 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service ¢
Pack 2
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970

CVE-2017-11851

Windows

Server 404897 Base: 4.7

2008 for 0 Importan Informatio Temporal: 4.2

32-bit Security 4042120 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

Windows

Server 404897 Base: 4.7

2008 for 0 Importan Informatio Temporal: 4.2

x64-based [Security 4042120 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

Windows

SeIver 104897 Base: 4.7

2008 for .

(64-based ~ Importan Informatio Temporal: 4.2

Systems Security . 4042120 Vector: Yes
Service Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 2 c

(Server

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970

CVE-2017-11851

Core

installation)

CVE-2017-11852 - Windows GDI Information Disclosure Vulnerability

information that could be used to try to further compromise the affected system.

The security update addresses the vulnerability by correcting how the Windows GDI

component handles objects in memory.

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows GDI Information Disclosure Vulnerability
Description:
A Win32k information disclosure vulnerability exists when the Windows GDI component
improperly discloses kernel memory addresses. An attacker who successfully exploited
g(\)/f; the vulnerability could obtain information to further compromise the usera€™s system.
11852  To exploit this vulnerability, an attacker would have to log on to an affected system and |mportant Information
VITRE  run a specially crafted application. The vulnerability would not allow an attacker to Disclosure
NVD execute code or to elevate user rights directly, but it could be used to obtain

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11852
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11852

CVE ID \Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11852

Product KB. Severity Impact Supersedenc CVSS Score Set

rticle

Restart
Require
d

@& R 2017 http://www.nsfocus.com




CVE-2017-11852

404895
.
Windows 7 Monthly Base: 4.7
for 32-bit  Rollup Importan Informatio Temporal: 4.2
Systems 404896 " P 4041681 Vector: Yes
Service 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 1 Security C
Only
404895
) U
Windows 7 Monthly Base: 4.7
for x64- .
based Rollup Importan Informatio Temporal: 4.2
oot (104896 | P 4041681 Vector: Yes
S)e/rvice Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Pack 1 Only
Windows 404895 Base: 4.7
Server 7 Importan Informatio Temporal: 4.2
2008 R2 forMonthly | P 4041681 Vector: Yes
x64-based Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems 404896 C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11852

Service 0
Pack 1 Security
(Server Only
Core
installation
)
Windows 404895
Server Monthly Base: 4.7
2008 R2 for .
tanium- Rollup Importan Informatio Temporal: 4.2
soey 404896 | P 4041681 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems .
. Security C
Service onl
Pack 1 y
Windows 404895
Server 7 Base: 4.7
2008 R2 for [Monthly Informatio Temporal: 4.2
Importan
x64-based Rollup 4041681 Vector: Yes
Systems 404896 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service 0 C
Pack 1 Security
@ZHFHY 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11852

Only
Windows
Server
2008 for
32-bit 404897 Base: 4.7
Systems 0 Importan Informatio Temporal: 4.2
Service Security 4042120 Vector: Yes
Pack 2 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server C
Core
installation
)
Windows
Server 0ago7 Base: 4.7
2008 for .
tanium- ~ Importan Informatio Temporal: 4.2
Based Security . 4042120 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C
Pack 2
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970

CVE-2017-11852

Windows

Server 404897 Base: 4.7

2008 for 0 Importan Informatio Temporal: 4.2

32-bit Security 4042120 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

Windows

Server 404897 Base: 4.7

2008 for 0 Importan Informatio Temporal: 4.2

x64-based Security 4042120 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

Windows

Server

2008 for 404897 Base: 4.7

x64-based 0 Importan Informatio Temporal: 4.2

Systems  Security 4042120 Vector: Yes
Service Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 2 C

(Server

Core

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048970

CVE-2017-11852

)

installation

CVE-2017-11853 - Windows Kernel Information Disclosure Vulnerability

initializes memory.

FAQ:

None

Maximum Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Windows Kernel Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists when the Windows kernel fails to
properly initialize a memory address. An attacker who successfully exploited this
CVE- vulnerability could obtain information to further compromise the usera€™s system.
2017- 1o exploit this vulnerability, an attacker would have to log on to an affected system Information
11853 land run a specially crafted application. Important Disclosure
MITRE
NVD The security update addresses the vulnerability by correcting how the Windows kernel

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11853
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11853

Maximum

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11853

Restart
Product KB . Severity Impact Supersedenc CVSS Score Set Require
Article d

Windows 7 404895 Base: 4.7
for 32-bit |7 Importan Informatio Temporal: 4.2
Systems  Monthly P 4041681 Vector: Yes
Service Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/ULIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 1 404896 C
@ZHFHY 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11853

0
Security
Only
404895
. 7
Windows 7 Monthly Base: 4.7
for x64- .
based Rollup Importan Informatio Temporal: 4.2
o (04896 | P 4041681 Vector: Yes
S)e/rvice Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Pack 1 Only
Windows 104895
Server
2008 R2 for Monthly Base: 4.7
x64-based .
Svsterns Rollup Imbortan Informatio Temporal: 4.2
Szwice 404896 | P 4041681 Vector: Yes
Pack 1 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
(Server onl
Core y
installation)
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CVE-2017-11853

Windows 404895
Server Monthly Base: 4.7
2008 R2 for .
taniumm- Rollup Imbortan Informatio Temporal: 4.2
soey 404896 | 4041681 Vector. Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems .
. Security C

Service onl
Pack 1 y

404895
Windows |7
Server Monthly Base: 4.7
2008 R2 for Rollup Informatio Temporal: 4.2

Importan
x64-based 404896 N 4041681 Vector: Yes
Systems [0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Security C
Pack 1 Only
Windows 404897 . Base: 4.7
Server X Importan Informatio Temporal: 4.2
2008 for  [Security | P 4042120 poral. 2. Yes
32-bit Update Disclosure Vector.
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O

Systems
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CVE-2017-11853

Service
Pack 2
(Server
Core
installation)
404895
9
: Monthly . Base: 4.7
Windows  Rollup Imbortan Informatio Temporal: 4.2
Server 404896 | P 4041690 poral: £ Yes
2012 2 t Disclosure Vector:
Security CVSS:3.0/AV:L/AC:H/PR:L/UI:IN/S:U/C:H/I:N/A:N/E:P/RL:O
Only
404895
Windows ?
Monthly
Server Rollup Informatio Base: 4.7
2012 104896 Importan 4041690 Temporal: 4.2 Ves
(Server t Disclosure Vector:
Core Securit CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
installation) y
Only
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CVE-2017-11853

404895
8
Monthly Base: 4.7
Windows [Rollup Importan Informatio Temporal: 4.2
8.1 for 32- 404896 " 4041693 Vector: Yes
bit systems |1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
404895
8
Windows Monthly . Base: 4.7
8.1 for x64- Rollup Importan Informatio Temporal: 4.2
based 404896 A 4041693 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
systems .
Security C
Only
404895 Base: 4.7
Windows |8 Importan Informatio Temporal: 4.2
Server Monthly 4041693 Vector: Yes
2012 R2  Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/ULIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
404896 C
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CVE-2017-11853

1
Security
Only
404895 Base: 4.7
: 8 Informatio Temporal: 4.2
\F:\#r;dfws Monthly [ MPortan 4041693 Vector: Yes
’ Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
404895
: 8
Windows Monthly Base: 4.7
Server Rollup Informatio Temporal: 4.2
(250;_\2/;2 404896 meorta” 4041693 Vector: Yes
Core 1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) Security C
Only
404895 Base: 4.7
Windows 6 Importan Informatio Temporal: 4.2
10 for 32- [Security P 4042895 Vector: Yes
bit Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
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CVE-2017-11853

. 404895 Base: 4.7
Windows .
10 for x64- . [importan Informatio Temporal: 4.2
based Security n. 4042895 Vector: Yes
Systems Update Disclosure EVSS:B.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
404895 Base: 4.7
Windows 3 Importan Informatio Temporal: 4.2
Server Security n 4041691 Vector: Yes
2016 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 404895 Importan Informatio Base: 4.7
10 Version 3 n 4041691 Temporal: 4.2 Yes
1607 for  Security Disclosure Vector:
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11853

32-bit Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 3 Importan Informatio Temporal: 4.2
1607 for  [Security n 4041691 Vector: Yes
x64-based Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
\S’\Q:’ZSWS 404895 Base: 4.7

3 Informatio Temporal: 4.2
2016 .. Importan
(Server Security n ' 4041691 Vector: Yes
Core Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation) ¢
Windows 404895 Base: 4.7
10 Version 4 Importan Informatio Temporal: 4.2
1703 for  [Security n 4041676 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 4 Importan Informatio Temporal: 4.2
1703 for  Security n 4041676 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
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CVE-2017-11853

Windows 404895
. . Base: 4.7
10 Version 5 Importan Informatio Temporal: 4.2
1709 for  [Security P n 4042198 p' Y Yes
32-bit Update Disclosure Vector.
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/AN/E:P/RL:O
Systems
WlndOVYS 404895 . Base: 4.7
10 Version 5 Imoortan Informatio Temporal: 4.2
1709 for  Security | 7 n 4042198 porat: . Yes
64-based |Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
Systems
Windows
SEIVET 1104895
version 5 Informatio Base: 4.7
1709 Security Importan 0 4042198 Temporal: 4.2 Ves
(Server Update Disclosure Vector:
Core P CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
Installation
)
Windows 404897 . Base: 4.7
Server X Importan Informatio Temporal: 4.2
2008 for  [Security | P n 4042120 Vectgr - Yes
g:::;m' Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O
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Systems

Service

Pack 2

Windows

Server 404897

2008 for 0 Imbortan Informatio _I?::: 2;’;'42

32-bit  Security | P 4042120 poral. < Yes
Systems  |Update Disclosure Vector.

S)e/rvice CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O

Pack 2

Windows

Server 404897

2008 for 0 Importan Informatio _I?:::' 2;";'42

x64-based Security | P 4042120 Vectgr_ - Yes
:)e/i\t/?gzs Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O

Pack 2

Windows 104897

Server Informatio Base: 4.7

2008 for Security Importan 4042120 Temporal: 4.2 Ves
X64-based Update Disclosure Vector.

Systems P CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O

Service
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CVE-2017-11853

Pack 2
(Server
Core

installation)

CVE-2017-11854 - Microsoft Word Memory Corruption Vulnerability

delete data; or create new accounts with full user rights. Users whose accounts are
configured to have fewer user rights on the system could be less impacted than users

who operate with administrative user rights.

Maximum —, Inerability
CVE ID \Vulnerability Description Severity
. Impact
Rating
CVE Title: Microsoft Word Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in Microsoft Office software when the
CVE- software fails to properly handle objects in memory. An attacker who successfully
2017- exploited the vulnerability could run arbitrary code in the context of the current user. If Remote Code
11854 the current user is logged on with administrative user rights, an attacker could take Important Execution
:L/l\lngE control of the affected system. An attacker could then install programs; view, change, or
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11854
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11854

CVE ID \Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of Microsoft Office. In an email attack scenario, an attacker could
exploit the vulnerability by sending the specially crafted file to the user and convincing
the user to open the file. In a web-based attack scenario, an attacker could host a
website (or leverage a compromised website that accepts or hosts user-provided
content) containing a specially crafted file designed to exploit the vulnerability. An
attacker would have no way to force users to visit the website. Instead, an attacker
would have to convince users to click a link, typically by way of an enticement in an
email or instant message, and then convince them to open the specially crafted file.

The security update addresses the vulnerability by correcting how Microsoft Office
handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11854

. . CVSS Score [Restart
Product KB Article Severity [Impact Supersedence Set Required
4011266 Security Remote Code 'I?:rs: l;lr/z;bl\'
Microsoft Word 2007 Service Pack 3 |Update Important . 3213648 porat Maybe
Execution N/A
Vector: N/A
. Base: N/A
Microsoft Word 2010 Service Pack 2 301;;20 Security Important Remote Code 3213630 Temporal: Mavbe
(32-bit editions) P P Execution N/A y
Vector: N/A
. Base: N/A
. . 4011270 S t
Microsoft Word 2010 Service Pack 2 Ubdate ecunty Important Remote Code 3213630 Temporal: Mavbe
(64-bit editions) P P Execution N/A y
Vector: N/A
. Base: N/A
. . . 4011268 S t
Microsoft Office 2010 Service Pack 2 Ubdate ecunty Important Remote Code 3213627 Temporal: Mavbe
(32-bit editions) P P Execution N/A y
Vector: N/A

@Z AR 2017
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https://www.microsoft.com/downloads/details.aspx?familyid=a7ac61d8-9d25-4146-9f58-a389fc5ab3bb
https://www.microsoft.com/downloads/details.aspx?familyid=a7ac61d8-9d25-4146-9f58-a389fc5ab3bb
https://www.microsoft.com/downloads/details.aspx?familyid=3c3d3584-7260-46fc-93f0-56eca7e2fda0
https://www.microsoft.com/downloads/details.aspx?familyid=3c3d3584-7260-46fc-93f0-56eca7e2fda0
https://www.microsoft.com/downloads/details.aspx?familyid=ddb288ea-e545-4132-b032-edc3263d6c95
https://www.microsoft.com/downloads/details.aspx?familyid=ddb288ea-e545-4132-b032-edc3263d6c95
https://www.microsoft.com/downloads/details.aspx?familyid=0626a78f-3fc5-4609-a638-95fb71493151
https://www.microsoft.com/downloads/details.aspx?familyid=0626a78f-3fc5-4609-a638-95fb71493151

CVE-2017-11854

. Base: N/A
Microsoft Office 2010 Service Pack 2 301;;28 Security Important Remote Code 3213627 Temporal: Mavbe
(64-bit editions) . P Execution N/A Y
Vector: N/A
. Base: N/A
Microsoft Office Compatibility Pack medzch Security Important Remote Code 3213647 Temporal: Mavbe
Service Pack 3 P P Execution N/A y
Vector: N/A

CVE-2017-11855 - Internet Explorer Memory Corruption Vulnerability

Maximum v Inerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE Title: Internet Explorer Memory Corruption Vulnerability
CVE- Description:
2017-  |A remote code execution vulnerability exists when Internet Explorer improperly accesses Remote Code
11855  objects in memory. The vulnerability could corrupt memory in such a way that an Moderate .
. . Execution
MITRE  attacker could execute arbitrary code in the context of the current user. An attacker who
NVD successfully exploited the vulnerability could gain the same user rights as the current
user. If the current user is logged on with administrative user rights, the attacker could
@% R 2017 http://www.nsfocus.com



https://www.microsoft.com/downloads/details.aspx?familyid=cf401973-73a2-4e6f-9590-12e8dc3fdfbb
https://www.microsoft.com/downloads/details.aspx?familyid=cf401973-73a2-4e6f-9590-12e8dc3fdfbb
https://www.microsoft.com/downloads/details.aspx?familyid=09e3d8e3-7034-4d17-964b-befee23c88e0
https://www.microsoft.com/downloads/details.aspx?familyid=09e3d8e3-7034-4d17-964b-befee23c88e0
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11855
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11855

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

take control of an affected system. An attacker could then install programs; view,
change, or delete data; or create new accounts with full user rights.

An attacker could host a specially crafted website designed to exploit the vulnerability
through Internet Explorer and then convince a user to view the website. The attacker
could also take advantage of compromised websites, or websites that accept or host
user-provided content or advertisements, by adding specially crafted content that could
exploit the vulnerability. However, in all cases an attacker would have no way to force a
user to view the attacker-controlled content. Instead, an attacker would have to
convince a user to take action, typically by an enticement in an email or instant
message, or by getting the user to open an attachment sent through email.

The security update addresses the vulnerability by modifying how Internet Explorer
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None

@& R 2017 http://www.nsfocus.com




Maximum

CVE ID \Vulnerability Description Severity Vulnerability
. Impact
Rating
Revision:
1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11855

Supersedenc Restart
Product KB Article Severity Impact P CVSS Score Set Require
d
Internet
Explorer 9 )
on 4047206 IE Remote '?er:bgé g
\S/\er:/c;?ws gumulatlv Z/Ioderat I(EZXoe(:lcitio 4040685 Vector: Ves
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
2008 for n C
32-bit
Systems
@ZHFHY 2017

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11855

Service
Pack 2
Internet
Explorer 9
on
Windows 4047206 IE Remote Base: 64
Server Cumulativ. Moderat |Code Temporal: 5.8
2008 for e e Executio 4040685 Vector. Yes
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

x64-based n c
Systems
Service
Pack 2
'Er)‘(telg‘rztr 1 (1047206 IE

P Cumulativ Base: 7.5
on e Remote Temporal: 6.7
}’Z'r”:;_‘g’ft " 048957 Critical E;e‘iitio 4041681  Vector: Yes

Monthly CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems n
. Rollup C
Service
Pack 1
Internet 4047206 IE Base: 7.5
. . Remote
Explorer 11 |(Cumulativ |Critical 4041681 Temporal: 6.7 Yes
Code

on e Vector:
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11855

Windows 7 4048957 Executio CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
for x64- Monthly n C
based Rollup
Systems
Service
Pack 1
Internet
Explorer 11
on 4047206 IE
Windows [Cumulativ Base: 6.4
Remote

Server e Moderat Code Temporal: 5.8
2008 R2 4048957 Executio 4041681 Vector: Yes
for x64- Monthly " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based Rollup C
Systems
Service
Pack 1
Internet

4047206 IE Base: 7.5
Explorer 11 : Remote
on Cumulativ N Code Temporal: 6.7
Windows e Critical Executio 4041693 Vector: Yes
8.1 for 32- 4048958 " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
bit systems Monthly ¢
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11855

Rollup
Internet 4047206 IE
Explorer 11 |Cumulativ Base: 7.5

Remote

on e Code Temporal: 6.7
Windows 4048958  |Critical Executio 4041693 Vector: Yes
8.1 for x64- Monthly CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based Rollup : C
systems
Internet 4047206 |IE

Cumulativ Base: 6.4
Explorer 11 Remote
on © Moderat Code Temporal: 5.8
Windows 4048958 Executio 4041693 Vector: Yes
Server Monthly " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
5012 R? Rollup C
Internet 1048958 Remote Base: 7.5
Explorer 11 Monthly N Code Temporal: 6.7
on Rollup Critical Executio 4041693 Vector: Yes
Windows N CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
RT 8.1 C
Internet 4048956 ” Remote Base: 7.5
Explorer 11 [Security Critical Code 4042895 Temporal: 6.7 ves
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11855

on Update Executio Vector:
Windows n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
10 for 32- C
bit Systems
Internet
Explorer 11 1048956 Remote Base: 7.5
on Security " Code Temporal: 6.7
Windows Update Critical Executio 4042895 Vector: Yes
10 for x64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based : C
Systems
Internet
Explorer 11
onp 4048952 Remote Base: 7.5
Windows [Security . Code Temporal: 6.7
10 Version |Update Critical Executio 4041689 Vector: Yes
1511 for 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
x64-based C
Systems
Internet 4048952 Remote
Explorer 11 Security . Code Base: 7.5
Critical . 14041689 Temporal: 6.7 Yes
on Update Executio Vector:
Windows n '
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11855

10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
1511 for C

32-bit

Systems

Internet

Explorer 11 4048953 Remote Base: 6.4

on Securit Moderat Code Temporal: 5.8

Windows U datey e Executio 4041691 Vector. Yes
Server P " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
2016 C

Internet

Explorer 11 .

on 4048953 Remote Base: 7.5

Windows [Security Code Temporal: 6.7

10 Version Undate Critical Executio 4041691 Vector: Yes
1607 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
32-bit C

Systems

Internet 4048953 Remote Base: 7.5

Explorer 11 Securit Code Temporal: 6.7

on U datey Critical Executio 4041691 Vector: Yes
Windows P 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version C

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11855

1607 for
x64-based
Systems
Internet
Explorer 11
onp 4048954 Remote Base: 7.5
Windows [Security . Code Temporal: 6.7
10 Version Update Critical Executio 041076 Vector: Yes
1703 for n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
32-bit C
Systems
Internet
Explorer 11
onp 4048954 Remote Base: 7.5
Windows  [Security » Code Temporal: 6.7
10 Version |Update Critical Executio 4041676 Vector: Yes
1703 for n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
x64-based C
Systems
Internet 4048955 Remote
Explorer 11 Security y Code Base: 7.5
Critical . 4042198 Temporal: 6.7 Yes
on Update Executio Vector.
Windows n :
@R HFHL 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11855

10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

1709 for C

32-bit

Systems

Internet

Explorer 11

onp 4048955 Remote Base: 7.5

Windows Security " Code Temporal: 6.7

10 Version Update Critical Executio 4042198 Vector: Yes

1709 for 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

64-based ¢

Systems

Internet

Explorer 11

on

Windows 1048955 Remote Base: 6.4

Server, Security  Moderat Code Temporal: 5.8

version . 4042198 Vector: Yes
Update e Executio

1709 0 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

(Server C

Core

Installation

)

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-

11855

Internet
Explorer 10
on
Windows
Server
2012

4048959
Monthly
Rollup
4047206 IE
Cumulativ

Moderat

Remote
Code
Executio
n

4040685

Base: 6.4
Temporal: 5.8
Vector:

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

C

Yes

CVE-2017-11856 - Internet Explorer Memory Corruption Vulnerability

NVD successfully exploited the vulnerability could gain the same user rights as the current
user. If the current user is logged on with administrative user rights, the attacker could

Maximum y/ Inerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE Title: Internet Explorer Memory Corruption Vulnerability
CVE- Description:
2017-  |A remote code execution vulnerability exists when Internet Explorer improperly accesses Remote Code
11856  objects in memory. The vulnerability could corrupt memory in such a way that an Critical .
. . Execution
MITRE  attacker could execute arbitrary code in the context of the current user. An attacker who

@Z AR 2017

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11856
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11856

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

take control of an affected system. An attacker could then install programs; view,
change, or delete data; or create new accounts with full user rights.

An attacker could host a specially crafted website designed to exploit the vulnerability
through Internet Explorer and then convince a user to view the website. The attacker
could also take advantage of compromised websites, or websites that accept or host
user-provided content or advertisements, by adding specially crafted content that could
exploit the vulnerability. However, in all cases an attacker would have no way to force a
user to view the attacker-controlled content. Instead, an attacker would have to
convince a user to take action, typically by an enticement in an email or instant
message, or by getting the user to open an attachment sent through email.

The security update addresses the vulnerability by modifying how Internet Explorer
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None

@& R 2017 http://www.nsfocus.com




Maximum

CVE ID \Vulnerability Description Severity Vulnerability
. Impact
Rating
Revision:
1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11856
Supersedenc Restart
Product KB Article Severity Impact P CVSS Score Set Require
d
'Er:(telg‘rztr 4 (1047206 IE
P Cumulativ Base: 7.5
on e Remote Temporal: 6.7
}’Z'r”;;‘gist " 048057 Critical (E:;edcitio 4041681  Vector: Yes
Monthly CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems n
. Rollup C
Service
Pack 1
@ZHFHY 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11856

Internet
Explorer 11 14047206 |E
on Cumulativ Remote Base: 7.5
Windows 7 e Code Temporal: 6.7
for x64- 4048957 |Critical Executio 4041681 Vector: Yes
based Monthly " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems  Rollup C
Service
Pack 1
Internet
Explorer 11
on 4047206 |IE
Windows [Cumulativ Base: 6.4
Remote
Server e Moderat Code Temporal: 5.8
2008 R2 4048957 Executio 4041681 Vector: Yes
for x64- Monthly CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based Rollup : C
Systems
Service
Pack 1
Internet 4047206 IE Base: 7.5
. - Remote
Explorer 11 |(Cumulativ Critical 4041693 Temporal: 6.7 Yes
Code
on e Vector:
@ZHFHY 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11856

Windows 14048958 Executio CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
8.1 for 32- Monthly n C
bit systems Rollup
Internet 4047206 IE
Explorer 11 Cumulativ Base: 7.5
Remote

on e Code Temporal: 6.7
Windows 14048958  (Critical Executio 4041693 Vector: Yes
8.1 for x64- Monthly " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based Rollup C
systems
Internet 4047206 |E

Cumulativ Base: 6.4
Explorer 11 Remote
on © Moderat Code Temporal: 5.8
Windows 4048958 o Executio 4041693 Vector: Yes
Server Monthly " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
5012 R? Rollup C
Internet 1048958 Remote Base: 7.5
Explorer 11 Monthly N Code Temporal: 6.7
orT Rollup Critical Executio 4041693 Vector: Yes
Windows " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
RT 8.1 C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
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Internet Base: 7.5
Explorer 11 4048956 Remote O
on Security " Code Temporal: 6.7
Windows Update Critical Executio 4042895 Vector: Yes
10 for 32- 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
. C
bit Systems
Internet
Explorer 11 1048956 Remote Base: 7.5
on Security . Code Temporal: 6.7
Windows Update Critical Executio 4042895 Vector: Yes
10 for x64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based : C
Systems
Internet
Explorer 11 )
on 4048952 Remote Base: 7.5
Windows Security . Code Temporal: 6.7
10 Version |Update Critical Executio 4041689 Vector: Yes
1511 for 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
x64-based ¢
Systems
Internet 4048952 . Remote Base: 7.5
Explorer 11 Security Critical Code 4041689 Temporal: 6.7 ves
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
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on Update Executio Vector:

Windows n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version C

1511 for

32-bit

Systems

Internet

Explorer 11 4048953 Remote Base: 6.4

on Securit Moderat Code Temporal: 5.8

Windows U datey e Executio 4041691 Vector. Yes

Server P " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

2016 C

Internet

Explorer 11 .

on 4048953 Remote Base: 7.5

Windows |Securit Code Temporal: 6.7

10 Version U datey Critical Executio 4041691 Vector: Yes

1607 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

32-bit C

Systems

Internet Base: 7.5
404

Explorer 11 0 89.53 Critical Remote 4041691 Temporal: 6.7 Yes
Security Code

on Vector:

@& R 2017 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
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Windows |Update Executio CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version n C

1607 for

x64-based

Systems

Internet

Explorer 11 .

on 4048954 Remote Base: 7.5

Windows [Security Code Temporal: 6.7

10 Version Undate Critical Executio 4041676 Vector: Yes
1703 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
32-bit C

Systems

Internet

Explorer 11 _

on 4048954 Remote Base: 7.5

Windows |Securit Code Temporal: 6.7

10 Version U datey Critical Executio 4041676 Vector: Yes
1703 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
x64-based C

Systems

Internet 4048955 .. Remote Base: 7.5

Explorer 11 Security Critical Code 4042198 Temporal: 6.7 ves
@& R 2017 http://www.nsfocus.com
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on Update Executio Vector:

Windows n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version C

1709 for

32-bit

Systems

Internet

Explorer 11

onp 4048955 Remote Base: 7.5

Windows Security . Code Temporal: 6.7

10 Version |Update Critical Executio 4042198 Vector: Yes

1709 for 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

64-based C

Systems

Internet

Explorer 11

on 4048955 Remote Base: 6.4

Windows Security  Moderat Code Temporal: 5.8

Server, . 4042198 Vector: Yes
: Update e Executio

version " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

1709 C

(Server

Core
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CVE-2017-11856

)

Installation

CVE-2017-11858 - Scripting Engine Memory Corruption Vulnerability

An attacker could host a specially crafted website that is designed to exploit the
vulnerability through Microsoft browsers, and then convince a user to view the website.
The attacker could also take advantage of compromised websites, or websites that

accept or host user-provided content or advertisements, by adding specially crafted

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way that Microsoft browsers access
objects in memory. The vulnerability could corrupt memory in a way that could allow an
CVE-  attacker to execute arbitrary code in the context of the current user. An attacker who
2017-  successfully exploited the vulnerability could gain the same user rights as the current
11858  Uuser. If the current user is logged on with administrative user rights, the attacker could  |yitical Remote Code
VITRE  take control of an affected system. An attacker could then install programs; view, Execution
NVD change, or delete data; or create new accounts with full user rights.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11858
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11858

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

content that could exploit the vulnerability. In all cases, however, an attacker would
have no way to force users to view the attacker-controlled content. Instead, an attacker
would have to convince users to take action, typically via an enticement in email or
instant message, or by getting them to open an email attachment.

The security update addresses the vulnerability by modifying how Microsoft browsers
handle objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-11858

Supersedenc Restart
Product KB Article Severity Impact CVSS Score Set Require
d
Internet
Explorer 9
on
Windows 4047206 IE Remote Base: 6.4
Server Cumulativ Moderat Code Temporal: 5.8
2008 for e e Executio 1040683 Vector: Yes
32-bit n CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
C
Systems
Service
Pack 2
Internet
Explorer 9
on
Windows 4047206 IE Remote Base: 6.4
Server Cumulativ Moderat Code Temporal: 5.8
2008 for e e Executio 1040683 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
x64-based n c
Systems
Service
Pack 2
@%BiRHL 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11858

e oo
P Cumulativ Base: 7.5
on e Remote Temporal: 6.7
}’Z'r”:;_"k;’ist " 4048057 Critical E;edcitio 4041681 Vector: Yes
Monthly CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems n
. Rollup C
Service
Pack 1
Internet
Explorer 11 4047206 |E
on Cumulativ Remote Base: 7.5
Windows 7 e Code Temporal: 6.7
for x64- 4048957  (Critical Executio 4041681 Vector: Yes
based Monthly " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems  Rollup C
Service
Pack 1
Internet
4047206 IE Base: 6.4
Explorer 11 : Remote
Cumulativ Temporal: 5.8
on Moderat Code
Windows e . Executio 4041681 Vector: Yes
4048957 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Server — tonthl n C
2008 R2 4
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11858

for x64- Rollup
based
Systems
Service
Pack 1
Internet 4047206 IE
Cumulativ Base: 7.5
Explorer 11 Remote
on e Code Temporal: 6.7
Windows 4048958  (Critical Executio 4041693 Vector: Yes
8.1 for 32- Monthly 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
. Rollup C
bit systems
Internet 4047206 IE
Explorer 11 [Cumulativ Base: 7.5
Remote
on e Code Temporal: 6.7
Windows 4048958  (Critical Executio 4041693 Vector: Yes
8.1 for x64- Monthly " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based Rollup C
systems
Internet 4047206 IE Remote
Explorer 11 Cumulativ Moderat Code Base: 6.4
P 4041693 Temporal: 5.8 Yes
on e e Executio Vector-
Windows 14048958 n '
@& R 2017 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11858

Server Monthly CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
2012 R2  Rollup C
Internet 4048958 Remote Base: 7.5
Explorer 11 Monthl Code Temporal: 6.7
on Rollu Y Critical Executio 4041693 Vector: Yes
Windows P N CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
RT 8.1 C
Internet
Explorer 11 4048956 Remote Base: 7.5

n Security Code Temporal: 6.7
\7Vin dows |Undate Critical Executio 4042895 Vector: Yes
10 for 32- P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
bit Systems ¢
Internet
Explorer 11 1048956 Remote Base: 7.5
on Securit Code Temporal: 6.7
Windows datey Critical | . 4042895 Vector Yes
10 for x64- | . CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based C
Systems
Internet 4048952 Remote Base: 7.5

" v

Explorer 11 [Security Critical Code 4041689 Temporal: 6.7 e
@& R 2017 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
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on Update Executio Vector:

Windows n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version C

1511 for

x64-based

Systems

Internet

Explorer 11 .

on 4048952 Remote Base: 7.5

Windows  Securit Code Temporal: 6.7

10 Version U datey Critical Executio 1041689 Vector: Yes

1511 for ’ n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

32-bit C

Systems

Internet

Explorer 11 4048953 Remote Base: 6.4

on Securit Moderat Code Temporal: 5.8

Windows U datey e Executio 4041691 Vector: Yes

Server ’ n CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

2016 C

Internet Base: 7.5
404

Explorer 11 0 89.53 Critical Remote 4041691 Temporal: 6.7 YVes
Security Code

on Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
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Windows |Update Executio CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version n C

1607 for

32-bit

Systems

Internet

Explorer 11 .

on 4048953 Remote Base: 7.5

Windows [Security Code Temporal: 6.7

10 Version Undate Critical Executio 4041691 Vector: Yes
1607 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
x64-based C

Systems

Internet

Explorer 11 _

on 4048954 Remote Base: 7.5

Windows [Securit Code Temporal: 6.7

10 Version U datey Critical Executio 4041676 Vector: Yes
1703 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
32-bit C

Systems

Internet 4048954 . Remote Base: 7.5

Explorer 11 Security Critical Code 4041676 Temporal: 6.7 ves
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11858

on Update Executio Vector:

Windows n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
10 Version C

1703 for

x64-based

Systems

Internet

Explorer 11 .

on 4048955 Remote Base: 7.5

Windows |Securit Code Temporal: 6.7

10 Version U datey Critical Executio 4042198 Vector: Yes
1709 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
32-bit C

Systems

Internet

Explorer 11 _

on 4048955 Remote Base: 7.5

Windows |Securit Code Temporal: 6.7

10 Version U datey Critical Executio 4042198 Vector: Yes
1709 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
64-based C

Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11858

Internet
Explorer 11
on
Windows 1048955 Remote Base: 6.4
Serv.er, Security  Moderat Code Temporal: 5.8
version Update . Executio 4042198 Vector: Yes
1709 " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
(Server C
Core
Installation
)
Internet 4048959
Monthly Base: 6.4

Explorer 10 Remote
on Rollup Moderat Code Temporal: 5.8
Windows 4047206‘IE o Executio 4040685 Vector: Yes
Server Cumulativ " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
2012 ¢
Microsoft |, 18956 Remote Base: 4.2
Edge on Security Code Temporal: 3.8
Windows Critical . 14042895 o Yes
10 for 32- Update Executio Vector:

. n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
bit Systems
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11858

Microsoft
Edgeon 4048956 Remote Base: 4.2
Windows  [Security . Code Temporal: 3.8
10 for x64- |Update Critical Executio 4042895 Vector: ves
based n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon /118052 Remote Base: 4.2
Windows Securit Code Temporal: 3.8
10 Version Y Critical . 14041689 porat: 2. Yes
1511 for Update Executio Vector:
n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
x64-based
Systems
Microsoft
Edgeon |, /8952 Remote Base: 4.2
Windows Securit Code Temporal: 3.8
10 Version Y critical . 4041689 porat. 3. Yes
1511 for Update Executio Vector:
32-bit n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Systems
Microsoft
oeon (U ot e gy B2
Windows y porat. 3.
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11858

Server Update Executio Vector:
2016 n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:C
Microsoft
Ed_ge °N 1048953 Remote Base: 4.2
Windows Securit Code Temporal: 3.8
10 Version Y critical 4041691 porat = Yes
1607 for Update Executio Vector:
32-bit n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Ed.ge on 4048953 Remote Base: 4.2
Windows Securit Code Temporal: 3.8
10 Version Y ritical 14041691 porat: 2. Yes
1607 for Update Executio Vector:
n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft
Ed.ge °N 14048954 Remote Base: 4.2
Windows Securit Code Temporal: 3.8
10 Version Y Lritical . 4041676 porat = Yes
1703 for Update Executio Vector:
32-bit n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC.C
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11858

Microsoft
Ed'ge on 4048954 Remote Base: 4.2
Windows Securit Code Temporal: 3.8
10 Version ecurty Critical . 4041676 poral. 3. Yes
1703 for Update Executio Vector:
n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
x64-based
Systems
Microsoft
Edgeon |, /8055 Remote Base: 4.2
Windows Securit Code Temporal: 3.8
10 Version y Critical . 4042198 poral. 3. Yes
1709 for Update Executio Vector:
32-bit n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |, /8055 Remote Base: 4.2
Windows Securit Code Temporal: 3.8
10 Version Y critical 4042198 porat. 3. Yes
1709 for Update Executio Vector:
64-based n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft 4048955 |Moderat Remote Base: 4.2
Edgeon  [Security e Code 4042198 Temporal: 3.8 ves
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11858

Windows |Update Executio Vector:
Server, n CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:C
version
1709
(Server
Core
Installation
)

Commit Remote Base: 4.2
ChakraCor Security Critical Code. 4042198 Temporal: 3.8 Ves
e Only Executio Vector:

n CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:C

CVE-2017-11861 - Scripting Engine Memory Corruption Vulnerability

Maximum | nerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE- . o . . -
5017- CVE Title: Scripting Engine Memory Corruption Vulnerability Critical Remote Code
11861 Description: Execution

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4

Maximum

Vulnerability

in such a way that an attacker could execute arbitrary code in the context of the current
user. An attacker who successfully exploited the vulnerability could gain the same user
rights as the current user. If the current user is logged on with administrative user rights,
an attacker who successfully exploited the vulnerability could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create
new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit the vulnerability through Microsoft Edge and then convince a user
to view the website. The attacker could also take advantage of compromised websites
and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

FAQ:
None
Mitigations:

None

CVE ID \Vulnerability Description Sev.erlty Impact
Rating

MITRE A remote code execution vulnerability exists in the way that the scripting engine

NVD handles objects in memory in Microsoft Edge. The vulnerability could corrupt memory

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11861
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11861

Maximum

CVE ID \Vulnerability Description Severity Vulnerability
. Impact
Rating
Workarounds:
None
Revision:
1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11861

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Microsoft 4048953 Base: 4.2
Edge on Security Remote Temporal: 3.8
9 Moderate Code 4041691 T Yes
Windows Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Microsoft 14048953 Base: 4.2
Edge on Security Remote Temporal: 3.8
9 Critical Code 4041691 > Yes
Windows Update Execution Vector:
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@ZHFHY 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11861

1607 for
32-bit
Systems
Microsoft
Edgeon |, 118953 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical Code 4041691 poral. 3. Yes
Update . Vector:
1607 for Execution
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft
Ed.ge on 4048954 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical |Code 4041676 poral. 3. Yes
1703 for Update Execution Vector.
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft 4048954 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows Y critical  Code 4041676 porat. 3. Yes
10 Version Update Execution Vector.
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11861

x64-based

Systems

Microsoft

Edgeon |, /e955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4042198 porat. 3. Yes
Update . Vector:

1709 for Execution

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edgeon | 118055 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4042198 porat. 3. Yes

1709 for Update Execution Vector:

64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Ed.ge on 4048955 Base: 4.2

Windows Securit Remote Temporal: 3.8

Server, y Moderate Code 4042198 poral. 3. Yes

version Update Execution Vector.

1709 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

(Server

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11861

Core
Installation)
Commit Base: 4.2
Securit Remote Temporal: 3.8
ChakraCore y Critical |Code 4042198 T Yes
Only Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

CVE-2017-11862 - Scripting Engine Memory Corruption Vulnerability

rights as the current user. If the current user is logged on with administrative user rights,

an attacker who successfully exploited the vulnerability could take control of an affected

Maximum Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
CVE- . - L o .
A remote code execution vulnerability exists in the way that the scripting engine
2017- . . e o
11862 handles objects in memory in Microsoft Edge. The vulnerability could corrupt memory Critical Remote Code
MITRE in such a way that an attacker could execute arbitrary code in the context of the current Execution
NVD user. An attacker who successfully exploited the vulnerability could gain the same user

@& R 2017 http://www.nsfocus.com



https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11862
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11862

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

system. An attacker could then install programs; view, change, or delete data; or create
new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit the vulnerability through Microsoft Edge and then convince a user
to view the website. The attacker could also take advantage of compromised websites
and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

@& R 2017 http://www.nsfocus.com




Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11862

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Microsoft
Edgeon |, 1/6955 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical |Code 4042198 poral. 3. Yes
1709 for Update Execution Vector.
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |, 1/6955 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y critical  Code 4042198 porat. 2. Yes
1709 for Update Execution Vector:
64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
@Z AR 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11862

Microsoft
Edge on
Windows |/ 118055 Base: 4.2
Server, Securit Remote Temporal: 3.8
version y Moderate Code 4042198 poral. 3. Yes
1709 Update Execution vector.
(Server CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Core
Installation)
Commit Base: 4.2
Security Remote Temporal: 3.8
ChakraCore Critical |Code 4042198 T Yes
Only Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

CVE-2017-11863 - Microsoft Edge Security Feature Bypass Vulnerability

Maximum /. Inerabilit

CVE ID Vulnerability Description Severity y
. Impact

Rating

CVE- CVE Title: Microsoft Edge Security Feature Bypass Vulnerability Security Feature
< . Important

2017-  Description: Bypass
@& R 2017 http://www.nsfocus.com


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4

Maximum

malicious content.

To exploit the bypass, an attacker must trick a user into either loading a page
containing malicious content or visiting a malicious website. The attacker could also
inject the malicious page into either a compromised website or an advertisement
network.

The security update addresses the bypass by correcting how the Edge CSP validates
documents.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Vul bilit
CVE ID Vulnerability Description Severity winerability
. Impact
Rating
11863 A security feature bypass vulnerability exists in Microsoft Edge when the Edge Content
MITRE  Security Policy (CSP) fails to properly validate certain specially crafted documents. An
NVD attacker who exploited the bypass could trick a user into loading a page containing

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11863
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11863
https://technet.microsoft.com/en-us/library/security/dn848375.aspx#CSP
https://technet.microsoft.com/en-us/library/security/dn848375.aspx#CSP

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11863

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Microsoft ;48956 . Base: 4.2

Edge on Securit Security Temporal: 3.8

Windows 10 Y Important Feature 4042895 porat: = Yes

for 32-bit Update Bypass Vector.

Systems yp CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Microsoft

Edge on 4048956 Security Base: 4.2

Windows 10 Security Important Feature 4042895 Temporal: 3.8 Ves

for x64- Update Bypass Vector:

based yp CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft ;48952 . Base: 4.2

Edge on Securit Security Temporal: 3.8

Windows 10 y Important Feature 4041689 porat. >. Yes
Version Update Bypass Vector:

re11 for yp CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11863

x64-based
Systems
Microsoft
Edge on 4048952 Security Base: 4.2
Wlnqows 10 fecurity Important Feature 4041689 Temporal: 3.8 Yes
Version Update B Vector:
1511 for 32- ypass CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
bit Systems
Microsoft 4048953 . Base: 4.2
Edge on Security Security Temporal: 3.8
. Low Feature 4041691 Yes
Windows Update B Vector:
Server 2016 ypass CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:NN/E:P/RL:O/RC:C
Microsoft
Edge on 4048953 Security Base: 4.2
Wlnqows 10 fecurity Important Feature 4041691 Temporal: 3.8 Yes
Version Update B Vector:
1607 for 32- ypass CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
bit Systems
Microsoft 118953 . Base: 4.2
Edge on Security Security Temporal: 3.8
Windows 10 Important Feature 4041691 o Yes
Version Update Bypass Vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11863

x64-based

Systems

Microsoft

Edge on 4048954 Security Base: 4.2

Wlnqows 10 fecurity Important Feature 4041676 Temporal: 3.8 Yes

Version Update B Vector:

1703 for 32- ypass CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Edgeon 1148054 . Base: 4.2

Windows 10 Security Security Temporal: 3.8

Version Important Feature 4041676 Yes

1703 for Update Bypass Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edge on 4048955 Security Base: 4.2

Wlnqows 10 fecurity Important Feature 4042198 Temporal: 3.8 Yes

Version Update B Vector:

1709 for 32- ypass CVSS:3.0/AV:N/AC:H/PR:N/UIR/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

bit Systems

@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11863

Microsoft
Edgeon | 118955 . Base: 4.2
Windows 10 Securit Security Temporal: 3.8
Version y Important Feature 4042198 porat: = Yes
1709 for 64- Update Bypass Vector.
based yp CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |, 1/18055 . Base: 4.2
Windows Securit Security Temporal: 3.8
Server, y Low Feature 4042198 poral. 3. Yes
version 1709 Update Bypass Vector:
yp CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
(Server Core
Installation)
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

L "é - >

CVE-2017-11866 - Scripting Engine Memory Corruption Vulnerability

Maximum

Vul ili
CVE ID \Vulnerability Description Severity ulnerability

I
Rating mpact

CVE Title: Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the scripting engine

handles objects in memory in Microsoft Edge. The vulnerability could corrupt memory

in such a way that an attacker could execute arbitrary code in the context of the current

user. An attacker who successfully exploited the vulnerability could gain the same user

rights as the current user. If the current user is logged on with administrative user rights,

an attacker who successfully exploited the vulnerability could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create N
new accounts with full user rights. Critical

CVE-
2017-

11866 Remote Code

Execution

In a web-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit the vulnerability through Microsoft Edge and then convince a user
to view the website. The attacker could also take advantage of compromised websites
and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

@& R 2017 http://www.nsfocus.com


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11866
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11866

CVE ID \Vulnerability Description

Maximum
Severity

Vulnerability

Rating Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11866

tart
Product KB . Severity Impact Supersedence CVSS Score Set Res a.r
rticle Required
Microsoft Remote
:4.2

Edge on 5235356 Critical |Code 4042895 ?Z: oral: 3.8 es
Windows y Execution porat =
@Z AR 2017

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11866

10 for 32- Update Vector:
bit Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon 4048956 Base: 4.2
Windows  [Security Remote Temporal: 3.8

Critical |Code 4042895 - Yes
10 for x64- Update Execution Vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |, 118952 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y Critical  Code 4041689 porat = Yes
1511 for Update Execution Vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

x64-based
Systems
Microsoft
Edgeon |, 118952 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y Critical  Code 4041689 porat = Yes
1511 for Update Execution Vector:
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11866

Microsoft 4048953 Base: 4.2
Edge on Security Remote Temporal: 3.8
9 Moderate Code 4041691 - Yes
Windows |Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon |, 118953 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical |Code 4041691 poral. 3. Yes
1607 for Update Execution Vector.
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Systems
Microsoft
Edgeon 1118953 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y critical  Code 4041691 porat. 3. Yes
1607 for Update Execution Vector.
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft |1/ 8954 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows Y critical  Code 4041676 poral. 3. Yes
10 Version Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11866

32-bit

Systems

Microsoft

Edge on |, 118954 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical Code 4041676 poral. 3. Yes

1703 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edgeon |, 118955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4042198 porat. 3. Yes

1709 for Update Execution Vector.

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Ed.ge on 4048955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4042198 poral. 3. Yes

1709 for Update Execution Vector.

64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11866
Microsoft
Edge on
Windows |/ 118055 Base: 4.2
Server, Securit Remote Temporal: 3.8
version y Moderate Code 4042198 poral. 3. Yes
1709 Update Execution vector.
(Server CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Core
Installation)
Commit Base: 4.2
Security Remote Temporal: 3.8
ChakraCore Critical |Code 4042198 T Yes
Only Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

CVE-2017-11869 - Scripting Engine Memory Corruption Vulnerability

Maximum y/ Inerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE- CVE Title: Scripting Engine Memory Corruption Vulnerability . Remote Code
o e Critical .
2017-  Description: Execution

@& R 2017 http://www.nsfocus.com


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4

Maximum

Vulnerability

successfully exploited the vulnerability could gain the same user rights as the current
user. If the current user is logged on with administrative user rights, the attacker could
take control of an affected system. An attacker could then install programs; view,
change, or delete data; or create new accounts with full user rights.

An attacker could host a specially crafted website designed to exploit the vulnerability
through Internet Explorer and then convince a user to view the website. The attacker
could also take advantage of compromised websites, or websites that accept or host
user-provided content or advertisements, by adding specially crafted content that could
exploit the vulnerability. However, in all cases an attacker would have no way to force a
user to view the attacker-controlled content. Instead, an attacker would have to
convince a user to take action, typically by an enticement in an email or instant
message, or by getting the user to open an attachment sent through email.

The security update addresses the vulnerability by modifying how Internet Explorer
handles objects in memory.

FAQ:

None

CVE ID \Vulnerability Description Severity
. Impact
Rating
11869 A remote code execution vulnerability exists when Internet Explorer improperly accesses
MITRE  objects in memory. The vulnerability could corrupt memory in such a way that an
NVD attacker could execute arbitrary code in the context of the current user. An attacker who

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11869
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11869

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

1.0

Mitigations:
None
Workarounds:
None
Revision:
11/14/2017 08:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11869

Supersedenc Restart

Product KB Article Severity Impact P CVSS Score Set Require
d

Internet 4047206 IE Remote Base: 6.4
Explorer 9 Cumulativ. Moderat Code Temporal: 5.8
on o Executio 4040685 Vector: Yes
Windows N CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Server C
@Z AR 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11869

2008 for
32-bit
Systems
Service
Pack 2
Internet
Explorer 9
on
Windows 4047206 IE Remote Base: 6.4
Server Cumulativ. Moderat Code Temporal: 5.8
2008 for e e Executio 4040685 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
x64-based n c
Systems
Service
Pack 2
Internet
Explorer 11 4047206 |IE
Cumulativ Base: 7.5
3\7. d 7 e Ee;note Temporal: 6.7
folrn320—vk\>list 4048957  Critical E;’e;tio 4041681 Vector: Yes
Monthly CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems n
. Rollup C
Service
Pack 1
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11869

Internet
Explorer 11 14047206 |E
on Cumulativ Remote Base: 7.5
Windows 7 e Code Temporal: 6.7
for x64- 4048957 |Critical Executio 4041681 Vector: Yes
based Monthly " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
Systems  Rollup C
Service
Pack 1
Internet
Explorer 11
on 4047206 |IE
Windows [Cumulativ Base: 6.4
Remote
Server e Moderat Code Temporal: 5.8
2008 R2 4048957 Executio 4041681 Vector: Yes
for x64- Monthly CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based Rollup : C
Systems
Service
Pack 1
Internet 4047206 IE Base: 7.5
. - Remote
Explorer 11 |(Cumulativ Critical 4041693 Temporal: 6.7 Yes
Code
on e Vector:
@ZHFHY 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206

CVE-2017-11869

Windows 14048958 Executio CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
8.1 for 32- Monthly n C
bit systems Rollup
Internet 4047206 IE
Explorer 11 Cumulativ Base: 7.5
Remote

on e Code Temporal: 6.7
Windows 14048958  (Critical Executio 4041693 Vector: Yes
8.1 for x64- Monthly " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based Rollup C
systems
Internet 4047206 |E

Cumulativ Base: 6.4
Explorer 11 Remote
on © Moderat Code Temporal: 5.8
Windows 4048958 o Executio 4041693 Vector: Yes
Server Monthly " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
5012 R? Rollup C
Internet 1048958 Remote Base: 7.5
Explorer 11 Monthly N Code Temporal: 6.7
orT Rollup Critical Executio 4041693 Vector: Yes
Windows " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
RT 8.1 C
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958

CVE-2017-11869

Internet Base: 7.5
Explorer 11 4048956 Remote O
on Security " Code Temporal: 6.7
Windows Update Critical Executio 4042895 Vector: Yes
10 for 32- 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
. C
bit Systems
Internet
Explorer 11 1048956 Remote Base: 7.5
on Security . Code Temporal: 6.7
Windows Update Critical Executio 4042895 Vector: Yes
10 for x64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
based : C
Systems
Internet
Explorer 11 )
on 4048952 Remote Base: 7.5
Windows Security . Code Temporal: 6.7
10 Version |Update Critical Executio 4041689 Vector: Yes
1511 for 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
x64-based ¢
Systems
Internet 4048952 . Remote Base: 7.5
Explorer 11 Security Critical Code 4041689 Temporal: 6.7 ves
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11869

on Update Executio Vector:

Windows n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version C

1511 for

32-bit

Systems

Internet

Explorer 11 4048953 Remote Base: 6.4

on Securit Moderat Code Temporal: 5.8

Windows U datey e Executio 4041691 Vector. Yes

Server P " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

2016 C

Internet

Explorer 11 .

on 4048953 Remote Base: 7.5

Windows |Securit Code Temporal: 6.7

10 Version U datey Critical Executio 4041691 Vector: Yes

1607 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

32-bit C

Systems

Internet Base: 7.5
404

Explorer 11 0 89.53 Critical Remote 4041691 Temporal: 6.7 Yes
Security Code

on Vector:

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11869

Windows |Update Executio CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version n C

1607 for

x64-based

Systems

Internet

Explorer 11 .

on 4048954 Remote Base: 7.5

Windows [Security Code Temporal: 6.7

10 Version Undate Critical Executio 4041676 Vector: Yes
1703 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
32-bit C

Systems

Internet

Explorer 11 _

on 4048954 Remote Base: 7.5

Windows |Securit Code Temporal: 6.7

10 Version U datey Critical Executio 4041676 Vector: Yes
1703 for P " CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
x64-based C

Systems

Internet 4048955 .. Remote Base: 7.5

Explorer 11 Security Critical Code 4042198 Temporal: 6.7 ves
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11869

on Update Executio Vector:

Windows n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

10 Version C

1709 for

32-bit

Systems

Internet

Explorer 11

onp 4048955 Remote Base: 7.5

Windows Security . Code Temporal: 6.7

10 Version |Update Critical Executio 4042198 Vector: Yes

1709 for 0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

64-based C

Systems

Internet

Explorer 11

on 4048955 Remote Base: 6.4

Windows Security  Moderat Code Temporal: 5.8

Server, . 4042198 Vector: Yes
: Update e Executio

version " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:

1709 C

(Server

Core
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11869

Installation
)
Internet 4048959
Monthly Base: 6.4

Explorer 10 Remote
on Rollup Moderat Code Temporal: 5.8

) 4047206 |E . 14040685 Vector: Yes
Windows . le Executio
Server Cumulativ " CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:
2012 ¢

CVE-2017-11870 - Scripting Engine Memory Corruption Vulnerability

Maximum Vulnerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE- CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
2017- : - L _ .
11870 A remote code execution vulnerability exists in the way that the scripting engine Moderate Remote Code
MITRE handles objects in memory in Microsoft Edge. The vulnerability could corrupt memory Execution
NVD in such a way that an attacker could execute arbitrary code in the context of the current
user. An attacker who successfully exploited the vulnerability could gain the same user
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4047206
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11870
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11870

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

rights as the current user. If the current user is logged on with administrative user rights,
an attacker who successfully exploited the vulnerability could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create
new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit the vulnerability through Microsoft Edge and then convince a user
to view the website. The attacker could also take advantage of compromised websites
and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

@& R 2017 http://www.nsfocus.com




Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11870

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Microsoft
Edgeon |1 8954 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical |Code 4041676 poral. 3. Yes
1703 for Update Execution Vector.
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |1 8954 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y critical  Code 4041676 porat. 2. Yes
1703 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
@Z AR 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11870

Microsoft

Edgeon /18955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4042198 poral. 3. Yes
1709 for Update Execution Vector.

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edgeon ;18955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4042198 poral. 3. Yes
1709 for Update Execution Vector.

64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on

Windows |/ 118955 Base: 4.2

erver, Securit Remote Temporal: 3.8

version y Moderate Code 4042198 poral. 3. Yes
1709 Update Execution Vector.

(Server CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Core

Installation)

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11870

Commit Base: 4.2
Security Remote Temporal: 3.8

ChakraCore Critical |Code 042198 T
Only Vector:

Execution

es

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:C

CVE-2017-11871 - Scripting Engine Memory Corruption Vulnerability

Maximum ;. inerability
CVE ID \Vulnerability Description Severity
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way that the scripting engine
CVE- handles objects in memory in Microsoft Edge. The vulnerability could corrupt memory
2017- " in such a way that an attacker could execute arbitrary code in the context of the current Remote Code
11871 lyser. An attacker who successfully exploited the vulnerability could gain the same user Critical Execution
MITRE rights as the current user. If the current user is logged on with administrative user rights,
NVD an attacker who successfully exploited the vulnerability could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create
new accounts with full user rights.

@& R 2017 http://www.nsfocus.com



https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11871
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11871

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

In a web-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit the vulnerability through Microsoft Edge and then convince a user
to view the website. The attacker could also take advantage of compromised websites
and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

@& R 2017 http://www.nsfocus.com




Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11871

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Microsoft
Edgeon |1 8954 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical |Code 4041676 poral. 3. Yes
1703 for Update Execution Vector.
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |1 8954 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y critical  Code 4041676 porat. 2. Yes
1703 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
@Z AR 2017
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11871

Microsoft

Edgeon /18955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4042198 poral. 3. Yes
1709 for Update Execution Vector.

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Systems

Microsoft

Edgeon ;18955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4042198 poral. 3. Yes
1709 for Update Execution Vector.

64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on

Windows |/ 118955 Base: 4.2

erver, Securit Remote Temporal: 3.8

version y Moderate Code 4042198 poral. 3. Yes
1709 Update Execution Vector.

(Server CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Core

Installation)

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11871

Commit Base: 4.2
Security Remote Temporal: 3.8

ChakraCore Critical |Code 042198 T
Only Vector:

Execution

es

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:C

CVE-2017-11872 - Microsoft Edge Security Feature Bypass Vulnerability

Maximum —/ Inerability
CVE ID \Vulnerability Description Severity
. Impact
Rating
CVE Title: Microsoft Edge Security Feature Bypass Vulnerability
Description:
A security feature bypass vulnerability exists when Microsoft Edge improperly handles
CVE- redirect requests. The vulnerability allows Microsoft Edge to bypass Cross-Origin
2017- Resource Sharing (CORS) redirect restrictions, and to follow redirect requests that .
11872  should otherwise be ignored. An attacker who successfully exploited the vulnerability | portant Security
VIITRE  could force the browser to send data that would otherwise be restricted to a destination Feature Bypass
NVD website of the attacker's choice.
In a web-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit the vulnerability through Microsoft Edge and then convince a user
to view the website. The attacker could also take advantage of compromised websites,

@& R 2017 http://www.nsfocus.com



https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11872
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11872

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how affected Microsoft
Edge handles redirect requests.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@& R 2017 http://www.nsfocus.com




CVE-2017-11872

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Microsoft |, /8953 . Base: 6.5
Edge on Securit Security Temporal: 5.9
Windows 7 Low Feature 4041691 porat. >. Yes
Server Update Bvpass Vector:
5016 yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon 11 /8953 . Base: 6.5
Windows Securit Security Temporal: 5.9
10 Version Y Important Feature 4041691 porat. > Yes
1607 for Update Bvpass Vector:
it yp CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:H/I:N/AN/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon 11 /8953 . Base: 6.5
Windows Securit security Temporal: 5.9
10 Version Y Important Feature 4041691 porat > Yes
1607 for Update Bvpass Vector:

yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
x64-based
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11872

Microsoft
Edgeon |/ 15954 . Base: 6.5
Windows Securit Security Temporal: 5.9
10 Version Y Important Feature 4041676 porat > Yes
1703 for Update Bvpass Vector:
32-bit yp CVSS:3.0/AVIN/AC:L/PR:N/ULR/S:U/C:H/I:IN/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |/ 15954 . Base: 6.5
Windows Securit Security Temporal: 5.9
10 Version Y Important Feature 4041676 porat: >. Yes
1703 for Update Bvpass Vector:
YP CVSS:3.0/AVIN/AC:L/PR:N/ULR/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
x64-based
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

L "é - >

CVE-2017-11873 - Scripting Engine Memory Corruption Vulnerability

Maximum

Vul ili
CVE ID \Vulnerability Description Severity ulnerability

I
Rating mpact

CVE Title: Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the scripting engine

handles objects in memory in Microsoft Edge. The vulnerability could corrupt memory

in such a way that an attacker could execute arbitrary code in the context of the current

user. An attacker who successfully exploited the vulnerability could gain the same user

rights as the current user. If the current user is logged on with administrative user rights,

an attacker who successfully exploited the vulnerability could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create N
new accounts with full user rights. Critical

CVE-
2017-

11873 Remote Code

Execution

In a web-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit the vulnerability through Microsoft Edge and then convince a user
to view the website. The attacker could also take advantage of compromised websites
and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine
handles objects in memory.

@& R 2017 http://www.nsfocus.com


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11873
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11873

CVE ID \Vulnerability Description

Maximum
Severity

Vulnerability

Rating Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-11873

tart
Product KB . Severity Impact Supersedence CVSS Score Set Res a.r
rticle Required
Microsoft Remote
:4.2

Edge on ngfitsz Critical |Code 4041689 ?Z: oral: 3.8 es
Windows y Execution porat =
@Z AR 2017

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952

CVE-2017-11873
10 Version Update Vector:
1511 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft
Edgeon |, 118952 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical Code 4041689 porat. 3. Yes
1511 for Update Execution Vector:
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Systems
Microsoft 14048953 Base: 4.2
Edge on Security Remote Temporal: 3.8
9 Moderate Code 4041691 > Yes
Windows |Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Microsoft
Edgeon |, 118953 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version Y Icritical  [Code 4041691 porat. 3. Yes
Update . Vector:
1607 for Execution
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11873

Microsoft

Edgeon | 118053 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4041691 porat. 3. Yes

1607 for Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C

x64-based

Systems

Microsoft

Edgeon 1118954 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4041676 poral. 3. Yes

1703 for Update Execution Vector.

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edgeon 1118954 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version Y critical  Code 4041676 porat. 2. Yes

1703 for Update Execution Vector.
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

@ZHFHY 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11873

Microsoft

Edgeon /18955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4042198 poral. 3. Yes
1709 for Update Execution Vector.

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:.C
Systems

Microsoft

Edgeon ;18955 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4042198 poral. 3. Yes
1709 for Update Execution Vector.

64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on

Windows |/ 118955 Base: 4.2

erver, Securit Remote Temporal: 3.8

version y Moderate Code 4042198 poral. 3. Yes
1709 Update Execution Vector.

(Server CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Core

Installation)

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11873

Commit Base: 4.2
Security Remote Temporal: 3.8

ChakraCore Critical |Code 042198 T
Only Vector:

Execution

es

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:.L/A:N/E:P/RL:O/RC:C

CVE-2017-11874 - Microsoft Edge Security Feature Bypass Vulnerability

Maximum —/ Inerability
CVE ID \Vulnerability Description Severity
. Impact
Rating
CVE Title: Microsoft Edge Security Feature Bypass Vulnerability
Description:
A security feature bypass vulnerability exists in Microsoft Edge as a result of how
CVE- memory is accessed in code compiled by the Edge Just-In-Time (JIT) compiler that
5017- allows Control Flow Guard (CFG) to be bypassed. By itself, this CFG bypass vulnerability .
11874 does not allow arbitrary code execution. However, an attacker could use the CFG bypass Important Security
MITRE vulnerability in conjunction with another vulnerability, such as a remote code execution Feature Bypass
NVD vulnerability, to run arbitrary code on a target system.
To exploit the CFG bypass vulnerability, a user must be logged on and running an
affected version of Microsoft Edge. The user would then need to browse to a malicious
website.
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https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11874
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11874

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The security update addresses the CFG bypass vulnerability by helping to ensure that

Microsoft Edge properly handles accessing memory in code compiled by the Edge JIT
compiler.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11874

Product KB .
rticle

Supersedence CVSS Score Set

Severity ‘Impact

Restart
Required
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CVE-2017-11874

Microsoft

Edge on 4048954 Security Base: 3.1

Wm@ows 10 Security Important Feature 4041676 Temporal: 2.8 Yes

Version Update B Vector:

1703 for 32- ypass CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Edgeon 1148954 . Base: 3.1

Windows 10 Security Security Temporal: 2.8

Version Important Feature 4041676 T Yes

1703 for Update Bypass Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC.C

x64-based

Systems

Microsoft

Edge on 4048955 Security Base: 3.1

Wonws 10 Security Important Feature 4042198 Temporal: 2.8 Yes

Version Update B Vector:

1709 for 32- ypass CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft 4048955 Security Base: 3.1

5&?\32&5 10 aic;;;y Important Feature 4042198 \T/nggiral' 28 Yes

Version Bypass CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:N/I:L/AN/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955

CVE-2017-11874

CVSS:3.0/AVIN/AC:H/PR:N/UI:R/S:U/C:N/I:.L/A:N/E:P/RL:O/RC:.C

1709 for 64-
based
Systems
Microsoft
Edge on
Windows 4048955 . Base: 3.1
Server Security Security Temporal: 2.8
! Low Feature 4042198 o Yes
version Update Bvpass Vector:
1709 (Server yp CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Core
Installation)
Commit . Base: 3.1
Security Security Temporal: 2.8
ChakraCore Important Feature 4042198 T Yes
Only Vector:
Bypass
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.7.4

-

[ECN

CVE-2017-11876 - Microsoft Project Server Elevation of Privilege

Vulnerability

convince users to click a link, typically by way of an enticement in an email or Instant
Messenger message. An attacker who successfully exploited this vulnerability could read
content that the attacker is not authorized to read, use the victim's identity to take
actions on the web application on behalf of the victim, such as change permissions and

delete content, and inject malicious content in the browser of the victim.

A Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Microsoft Project Server Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists in Microsoft Project when Microsoft Project
Server does not properly manage user sessions. For this Cross-site Request
Forgery(CSRF/XSRF) vulnerability to be exploited, the victim must be authenticated to
CVE- (logged on) the target site.
2017-  In a web-based attack scenario an attacker could host a website (or leverage a Elevation of
11876 compromised website that accepts or hosts user-provided content) that contains a Moderate Privilege
MITRE  specially crafted webpage that is designed to exploit the vulnerability. An attacker would
NVD have no way to force users to visit the website. Instead, an attacker would have to
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11876
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11876
https://technet.microsoft.com/en-us/library/security/dn848375.aspx#CSRF
https://technet.microsoft.com/en-us/library/security/dn848375.aspx#CSRF

CVE ID \Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

manages user session authentication.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.

The update addresses the vulnerability by modifying how Microsoft Project Server

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11876

Product KB Article

Severity ‘Impact

Supersedence

CVSS Score
Set

Restart
Required
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CVE-2017-11876

. Base: N/A
. . 4011257 Security . .
2/';\:25:;;;:01]6“ Server 2013 ) date Moderate E'r‘f\‘/’::;’: of 3503399 Le/r:pora" Maybe
Vector: N/A
. . 14011244 Security . pase: N/A
Microsoft SharePoint Enterprise Undate Moderate Elevation of 4011217 Temporal: Mavbe
Server 2016 P Privilege N/A y
Vector: N/A

CVE-2017-11877 - Microsoft Excel Security Feature Bypass Vulnerability

MITRE  does not allow arbitrary code execution. To successfully exploit the vulnerability, an
NVD attacker would have to embed a control in an Excel worksheet that specifies a macro
should be run. A To exploit the vulnerability, an attacker would have to convince a user

Maximum . Inerabilit

CVE ID \Vulnerability Description Severity y

. Impact
Rating
CVE Title: Microsoft Excel Security Feature Bypass Vulnerability

CVE- Description:

2017- A security feature bypass vulnerability exists in Microsoft Office software by not Securit

11877 |enforcing macro settings on an Excel document. The security feature bypass by itself Important y

Feature Bypass

@& R 2017 http://www.nsfocus.com



https://www.microsoft.com/downloads/details.aspx?familyid=a4f59b68-efe3-4f34-afec-c17b03ef8387
https://www.microsoft.com/downloads/details.aspx?familyid=a4f59b68-efe3-4f34-afec-c17b03ef8387
https://www.microsoft.com/downloads/details.aspx?familyid=deda0337-0dc9-41af-96e0-741f8158f135
https://www.microsoft.com/downloads/details.aspx?familyid=deda0337-0dc9-41af-96e0-741f8158f135
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11877
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11877

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

to open a specially crafted file with an affected version of Microsoft Office software.

A The security update addresses the vulnerability by enforcing macro settings on Excel
documents.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11877

Product

KB Article

Severity ‘Impact

Supersedence

CVSS Score
Set

Restart
Required
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CVE-2017-11877

4011199 Security Security Feature ?:zf:th?
Microsoft Excel 2007 Service Pack 3 Update Important y 4011062 porat: Maybe
Bypass N/A
Vector: N/A
: Base: N/A
Microsoft Excel Viewer 2007 601;;26 Security Important Security Feature 4011065 Temporal: Mavbe
Service Pack 3 P P Bypass N/A y
Vector: N/A
: Base: N/A
. . 4011197 S t .
Microsoft Excel 2010 Service Pack 2 Undate ecurtty Important Security Feature 4011061 Temporal: Mavbe
(32-bit editions) P P Bypass N/A y
Vector: N/A
. Base: N/A
. . 4011197 S t .
Microsoft Excel 2010 Service Pack 2 Undate ecurty Important Security Feature 4011061 Temporal: Mavbe
(64-bit editions) P P Bypass N/A y
Vector: N/A
: Base: N/A
Microsoft Excel 2013 Service Pack 1 301;:,(23 Security Important Security Feature 4011108 Temporal: Mavbe
(32-bit editions) P P Bypass N/A y
Vector: N/A
Microsoft Excel 2013 Service Pack 1 301(11;23 Security Important Security Feature 4011108 Base: N/A Mavbe
(64-bit editions) P P Bypass Temporal: y

@Z AR 2017
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https://www.microsoft.com/downloads/details.aspx?familyid=d043ce22-f3d6-4a9f-96ec-95b6c09dfa73
https://www.microsoft.com/downloads/details.aspx?familyid=d043ce22-f3d6-4a9f-96ec-95b6c09dfa73
https://www.microsoft.com/downloads/details.aspx?familyid=93a3c7ac-a364-457a-80c5-64d164dfb6c4
https://www.microsoft.com/downloads/details.aspx?familyid=93a3c7ac-a364-457a-80c5-64d164dfb6c4
https://www.microsoft.com/downloads/details.aspx?familyid=8f39d004-8cca-43e0-a4b8-3a9542affb91
https://www.microsoft.com/downloads/details.aspx?familyid=8f39d004-8cca-43e0-a4b8-3a9542affb91
https://www.microsoft.com/downloads/details.aspx?familyid=3ec83afa-b9f4-4102-9d72-a6b170be7aad
https://www.microsoft.com/downloads/details.aspx?familyid=3ec83afa-b9f4-4102-9d72-a6b170be7aad
https://www.microsoft.com/downloads/details.aspx?familyid=da3bb255-a3e3-4c80-ad03-bf7a91cfc4fd
https://www.microsoft.com/downloads/details.aspx?familyid=da3bb255-a3e3-4c80-ad03-bf7a91cfc4fd
https://www.microsoft.com/downloads/details.aspx?familyid=4bba8519-7d36-49fd-8e0c-ea9d935775f4
https://www.microsoft.com/downloads/details.aspx?familyid=4bba8519-7d36-49fd-8e0c-ea9d935775f4

CVE-2017-11877

N/A
Vector: N/A
. Base: N/A
Microsoft Excel 2013 RT Service fJO1d1a2;3 Security Important Security Feature 4011108 Temporal: Mavbe
Pack 1 P P Bypass N/A y
Vector: N/A
felease Notes Security Feature _?_:f: : l<;lr/e;ol\'
Microsoft Excel 2016 for Mac Security Update Important y 4011108 Porat o
Bypass N/A
Vector: N/A
. Base: N/A
. . 401122 .
Microsoft Excel 2016 (32-bit UO dateo Security Important Security Feature 4011050 Temporal: Mavbe
edition) P P Bypass N/A y
Vector: N/A
: Base: N/A
401122
Microsoft Excel 2016 (64-bit UO dateo Security Important Security Feature 4011050 Temporal: Mavbe
edition) P P Bypass N/A y
Vector: N/A
: Base: N/A
. . - 4011205 S t .
Microsoft Office Compatibility Pack Uodate ecunty Important Security Feature 4011064 Temporal: Mavbe
Service Pack 3 P P Bypass N/A y
Vector: N/A
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https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://www.microsoft.com/downloads/details.aspx?familyid=ae838ae9-1dc0-4441-8712-583c64d00aee
https://www.microsoft.com/downloads/details.aspx?familyid=ae838ae9-1dc0-4441-8712-583c64d00aee
https://www.microsoft.com/downloads/details.aspx?familyid=e589011e-44b6-4a58-ad87-789e49d72791
https://www.microsoft.com/downloads/details.aspx?familyid=e589011e-44b6-4a58-ad87-789e49d72791
https://www.microsoft.com/downloads/details.aspx?familyid=dcd3c9a8-bec8-403e-a56f-bfb9fc905b39
https://www.microsoft.com/downloads/details.aspx?familyid=dcd3c9a8-bec8-403e-a56f-bfb9fc905b39

5 > @

CVE-2017-11878 - Microsoft Excel Memory Corruption Vulnerability

Maximum
CVE ID \Vulnerability Description Severity

Rating

Vulnerability
Impact

CVE Title: Microsoft Excel Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in Microsoft Office software when the
software fails to properly handle objects in memory. An attacker who successfully
exploited the vulnerability could run arbitrary code in the context of the current user. If
the current user is logged on with administrative user rights, an attacker could take
CVE- control of the affected system. An attacker could then install programs; view, change, or
2017- |delete data; or create new accounts with full user rights. Users whose accounts are
11878  configured to have fewer user rights on the system could be less impacted than users Remote Code

Important .
who operate with administrative user rights. Execution

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of Microsoft Office. In an email attack scenario, an attacker could
exploit the vulnerability by sending the specially crafted file to the user and convincing
the user to open the file. In a web-based attack scenario, an attacker could host a
website (or leverage a compromised website that accepts or hosts user-provided
content) containing a specially crafted file designed to exploit the vulnerability. An
attacker would have no way to force users to visit the website. Instead, an attacker
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11878
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11878

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

would have to convince users to click a link, typically by way of an enticement in an

The security update addresses the vulnerability by correcting how Microsoft Office
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

email or instant message, and then convince them to open the specially crafted file.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-11878

. . CVSS Score [Restart
Product KB Article Severity Impact Supersedence Set Required
4011199 Security Remote Code '?:::: lc:lr/a;dl"
Microsoft Excel 2007 Service Pack 3 |Update Important . 4011062 porak Maybe
Execution N/A
Vector: N/A
. Base: N/A
Microsoft Excel Viewer 2007 Service 6021;26 Security Important Remote Code 4011065 Temporal: Mavbe
Pack 3 P P Execution N/A y
Vector: N/A
. Base: N/A
. . 4011197
Microsoft Excel 2010 Service Pack 2 UO datz Security Important Remote Code 4011061 Temporal: Mavbe
(32-bit editions) P P Execution N/A y
Vector: N/A
. Base: N/A
4011197
Microsoft Excel 2010 Service Pack 2 UO datz Security Important Remote Code 4011061 Temporal: Mavbe
(64-Dbit editions) P P Execution N/A y
Vector: N/A
. Base: N/A
40112
Microsoft Excel 2013 Service Pack 1 UO dat23 Security Important Remote Code 4011108 Temporal: Mavbe
(32-bit editions) P P Execution N/A y
Vector: N/A
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https://www.microsoft.com/downloads/details.aspx?familyid=d043ce22-f3d6-4a9f-96ec-95b6c09dfa73
https://www.microsoft.com/downloads/details.aspx?familyid=d043ce22-f3d6-4a9f-96ec-95b6c09dfa73
https://www.microsoft.com/downloads/details.aspx?familyid=93a3c7ac-a364-457a-80c5-64d164dfb6c4
https://www.microsoft.com/downloads/details.aspx?familyid=93a3c7ac-a364-457a-80c5-64d164dfb6c4
https://www.microsoft.com/downloads/details.aspx?familyid=8f39d004-8cca-43e0-a4b8-3a9542affb91
https://www.microsoft.com/downloads/details.aspx?familyid=8f39d004-8cca-43e0-a4b8-3a9542affb91
https://www.microsoft.com/downloads/details.aspx?familyid=3ec83afa-b9f4-4102-9d72-a6b170be7aad
https://www.microsoft.com/downloads/details.aspx?familyid=3ec83afa-b9f4-4102-9d72-a6b170be7aad
https://www.microsoft.com/downloads/details.aspx?familyid=da3bb255-a3e3-4c80-ad03-bf7a91cfc4fd
https://www.microsoft.com/downloads/details.aspx?familyid=da3bb255-a3e3-4c80-ad03-bf7a91cfc4fd

CVE-2017-11878

. Base: N/A
Microsoft Excel 2013 Service Pack 1 fJO1d1a2ti3 Security Important Remote Code 4011108 Temporal: Mavbe
(64-bit editions) P P Execution N/A y
Vector: N/A
. Base: N/A
. ) 4011233 S t
Microsoft Excel 2013 RT Service Undate ecunty Important Remote Code 4011108 Temporal: Mavbe
Pack 1 P P Execution N/A y
Vector: N/A
4011220 Security Remote Code '?:::;):r/:;'
Microsoft Excel 2016 (32-bit edition) Update Important Execution 4011050 N/A Maybe
Vector: N/A
4011220 Security Remote Code 'I?:rs:;)l:r/:l\'
Microsoft Excel 2016 (64-bit edition) Update Important Execution 4011050 N/A Maybe
Vector: N/A
. Base: N/A
. 40112
Microsoft Office Compatibility Pack UO datgs Security Important Remote Code 4011064 Temporal: Mavbe
Service Pack 3 P P Execution N/A y
Vector: N/A
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https://www.microsoft.com/downloads/details.aspx?familyid=4bba8519-7d36-49fd-8e0c-ea9d935775f4
https://www.microsoft.com/downloads/details.aspx?familyid=4bba8519-7d36-49fd-8e0c-ea9d935775f4
https://www.microsoft.com/downloads/details.aspx?familyid=ae838ae9-1dc0-4441-8712-583c64d00aee
https://www.microsoft.com/downloads/details.aspx?familyid=ae838ae9-1dc0-4441-8712-583c64d00aee
https://www.microsoft.com/downloads/details.aspx?familyid=e589011e-44b6-4a58-ad87-789e49d72791
https://www.microsoft.com/downloads/details.aspx?familyid=e589011e-44b6-4a58-ad87-789e49d72791
https://www.microsoft.com/downloads/details.aspx?familyid=dcd3c9a8-bec8-403e-a56f-bfb9fc905b39
https://www.microsoft.com/downloads/details.aspx?familyid=dcd3c9a8-bec8-403e-a56f-bfb9fc905b39

-

AT

CVE-2017-11879 - ASP.NET Core Elevation Of Privilege Vulnerability

s Vulnerability
CVE ID Vulnerability Description Severity
) Impact
Rating

CVE Title: ASP.NET Core Elevation Of Privilege Vulnerability

Description:

An open redirect vulnerability exists in ASP.NET Core that could lead to elevation of

privilege. To exploit the vulnerability, an attacker could send a link that has a specially

crafted URL, and convince the user to click the link.

When an authenticated user clicks the link, the authenticated user's browser session
CVE- could be redirected to a malicious site that is designed to steal log-in session
>017-  information such as cookies or authentication tokens.

Elevation of

11879 The update addresses the vulnerability by correcting how ASP.NET Core handles open [mportant Privilege
MITRE " redirect requests.
NVD

FAQ:

None

Mitigations:

None

Workarounds:

None

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11879
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11879

CVEID \Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Revision:
1.0 11/14/2017 08:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11879

|Product KB Article |Severity |Impact Supersedence |CVSS Score Set |Restart Required
: . Base: N/A
ASP.NET Core 2.0 Commit Security Update Important Elevation of Privilege Temporal: N/A  Yes
ector: N/A

@Z AR 2017
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https://github.com/aspnet/announcements/issues/277

CVE-2017-11880 - Windows Information Disclosure Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2017-
11880
MITRE
NVD

CVE Title: Windows Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows kernel improperly
initializes objects in memory.

To exploit this vulnerability, an authenticated attacker could run a specially crafted
application. An attacker who successfully exploited this vulnerability could obtain
information to further compromise the usera€™s system.

The update addresses the vulnerability by correcting how the Windows kernel
initializes objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:

None

Important

Information
Disclosure

@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11880
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11880

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Revision:

1.0 11/14/2017 08:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11880

KB Supersedenc Restart
Product . Severity Impact CVSS Score Set Require
Article d
404895
7
Windows 7 Monthly Base: 4.7
for 32-bit  Rollup Importan Informatio Temporal: 4.2
Systems 404896 L 4041681 Vector: Yes
Service 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 1 Security C
Only
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960

CVE-2017-11880

404895
_ 7
Windows 7 Monthly Base: 4.7
for x64- :
based Rollup Importan Informatio Temporal: 4.2
Systems 404896 " ' 4041681 Vector: Yes
Service : ' Disclosure EVSS:?;.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
ecurity
Pack 1 Only
Windows
Server 404895
2008 R2 for|7
x64-based Monthly Base: 4.7
Systems  Rollup Importan Informatio Temporal: 4.2
Service 404896 A 4041681 Vector: Yes
Pack 1 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server Security C
Core Only
installation
)
Windows 404895 Importan Informatio Base: 4.7
Server 7 A 4041681 Temporal: 4.2 Yes
2008 R2 for [Monthly Disclosure Vector:
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957

CVE-2017-11880

ltanium-  Rollup CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Based 404896 C
Systems 0
Service Security
Pack 1 Only

404895
Windows |7
Server Monthly Base: 4.7
2008 R2 for Rollup Informatio Temporal: 4.2

Importan

x64-based 404896 A 4041681 Vector: Yes
Systems 0 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service Security C
Pack 1 Only
Windows
SeIver 04916 Base: 4.7
2008 for :
32-bit 4 ~ Importan Informatio Temporal: 4.2
Systems Security . 4041681 Vector: Yes
Service Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Pack 2 ¢
(Server
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048957
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048960
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164

CVE-2017-11880

Core
installation
)
404895
9
Monthly Base: 4.7
Windows Rollup Importan Informatio Temporal: 4.2
Server 404896 A 4041690 Vector: Yes
2012 2 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
404895
Windows 9
Server Monthly Base: 4.7
2012 Rollup Importan Informatio Temporal: 4.2
(Server 404896 " 4041690 Vector: Yes
Core 2 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation Security C
) Only
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048959
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048962

CVE-2017-11880

404895
8
Monthly Base: 4.7
Windows Rollup Importan Informatio Temporal: 4.2
8.1 for 32- 1404896 " 4041693 Vector: Yes
bit systems |1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Security C
Only
404895
8
Windows Monthly . Base: 4.7
8.1 for x64- Rollup Importan Informatio Temporal: 4.2
based 404896 A 4041693 Vector: Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
systems .
Security C
Only
404895 Base: 4.7
Windows |8 Importan Informatio Temporal: 4.2
Server Monthly 4041693 Vector: Yes
2012 R2  Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
404896 C
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961

CVE-2017-11880

1
Security
Only
404895 Base: 4.7
: Informatio Temporal: 4.2
\é\_/rlr;j:)ws Monthly mportan 4041693 Vector: Yes
Rollup Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
404895
Windows 8
Server Monthly Base: 4.7
2012 R2  Rollup Importan Informatio Temporal: 4.2
(Server 404896 A 4041693 Vector: Yes
Core 1 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation Security C
) Only
404895 Base: 4.7
Windows 6 Importan Informatio Temporal: 4.2
10 for 32- Security 4042895 Vector: Yes
bit Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
@% R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048958
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048961
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956

CVE-2017-11880

. 404895 Base: 4.7
Windows :
10 for x64- 6 . Importan Informatio Temporal: 4.2
based Security n. 4042895 Vector: Yes
Systems Update Disclosure EVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 2 Importan Informatio Temporal: 4.2
1511 for  [Security n 4041689 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
404895 Base: 4.7
Windows 3 Importan Informatio Temporal: 4.2
Server Security n 4041691 Vector: Yes
2016 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
C
Windows 404895 Importan Informatio Base: 4.7
10 Version 3 n 4041691 Temporal: 4.2 Yes
1607 for  [Security Disclosure Vector:
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048956
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048952
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953

CVE-2017-11880

32-bit Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows 404895 Base: 4.7

10 Version 3 Importan Informatio Temporal: 4.2

1607 for  [Security n 4041691 Vector: Yes
x64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UIIN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows

Server 404895 Base: 4.7

2016 3 Importan Informatio Temporal: 4.2

(Server Security n 4041691 Vector: Yes
Core Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
installation C

)

Windows 404895 Base: 4.7

10 Version 4 Importan Informatio Temporal: 4.2

1703 for  [Security n 4041676 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Windows 404895 Importan Informatio Base: 4.7

10 Version 4 A n 4041676 Temporal: 4.2 Yes
1703 for  [Security Disclosure Vector:

@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048953
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954

CVE-2017-11880

x64-based |Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 5 Importan Informatio Temporal: 4.2
1709 for  [Security n 4042198 Vector: Yes
32-bit Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows 404895 Base: 4.7
10 Version 5 Importan Informatio Temporal: 4.2
1709 for  [Security n 4042198 Vector: Yes
64-based |Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C
Windows
Server 104916 Base: 4.7
2008 for :
tanium- ~ lImportan Informatio Temporal: 4.2
Based Security n. 4042198 Vector: Yes
Systems Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
. C
Service
Pack 2
Windows 404916 Importan Informatio Base: 4.7
Server 4 n 4042198 Temporal: 4.2 Yes
2008 for  [Security Disclosure Vector:
@& R 2017 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048954
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4048955
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164

CVE-2017-11880

32-bit Update CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Systems C

Service

Pack 2

Windows

Server 404916 Base: 4.7

2008 for 4 Importan Informatio Temporal: 4.2

x64-based [Security 4042198 Vector: Yes
Systems  Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
Service C

Pack 2

Windows

Server

2008 for

x64-based 404916 Base: 4.7

Systems 4 Importan Informatio Temporal: 4.2

Service Security 4042198 Vector: Yes
Pack 2 Update Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:
(Server C

Core

installation

)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4049164
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CVE-2017-11882 - Microsoft Office Memory Corruption Vulnerability

Maximum
CVE ID \Vulnerability Description Severity

Rating

Vulnerability
Impact

CVE Title: Microsoft Office Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in Microsoft Office software when the
software fails to properly handle objects in memory. An attacker who successfully
exploited the vulnerability could run arbitrary code in the context of the current user. If
the current user is logged on with administrative user rights, an attacker could take
control of the affected system. An attacker could then install programs; view, change, or

CVE- delete data; or create new accounts with full user rights. Users whose accounts are
2017- " lconfigured to have fewer user rights on the system could be less impacted than users Remote Code
11882 \who operate with administrative user rights. Important

Execution

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of Microsoft Office or Microsoft WordPad software. In an email attack
scenario, an attacker could exploit the vulnerability by sending the specially crafted file
to the user and convincing the user to open the file. In a web-based attack scenario, an
attacker could host a website (or leverage a compromised website that accepts or hosts
user-provided content) containing a specially crafted file designed to exploit the
vulnerability. An attacker would have no way to force users to visit the website. Instead,
an attacker would have to convince users to click a link, typically by way of an
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11882
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11882

CVE ID \Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

enticement in an email or instant message, and then convince them to open the
specially crafted file.

component handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00 Information published.

The security update addresses the vulnerability by correcting how the affected Office

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-11882

. . CVSS Score Restart
Product KB Article Severity Impact Supersedence Set Required
. Base: N/A
Microsoft Office 2007 Service Pack 301;;26 Security Important Remote Code Temporal: Mavbe
3 P P Execution N/A y
Vector: N/A
. Base: N/A
Microsoft Office 2010 Service Pack 655(]'3;24 Security Important Remote Code Temporal: Mavbe
2 (32-bit editions) P P Execution N/A y
Vector: N/A
. Base: N/A
Microsoft Office 2010 Service Pack 655;2,[24 Security Important Remote Code Temporal: Mavbe
2 (64-bit editions) P P Execution N/A y
Vector: N/A
. Base: N/A
Microsoft Office 2013 Service Pack 31 6;227 Security Important Remote Code Temporal: Mavbe
1 (32-bit editions) P P Execution N/A y
Vector: N/A
. Base: N/A
Microsoft Office 2013 Service Pack 31 6dZa(?[;17 Security Important Remote Code Temporal: Mavbe
1 (64-bit editions) P P Execution N/A y
Vector: N/A
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https://www.microsoft.com/downloads/details.aspx?familyid=f6c365a1-80f6-464b-96df-d32508a46757
https://www.microsoft.com/downloads/details.aspx?familyid=f6c365a1-80f6-464b-96df-d32508a46757
https://www.microsoft.com/downloads/details.aspx?familyid=215fab9f-ab5b-4a8e-ae2d-858a9001332e
https://www.microsoft.com/downloads/details.aspx?familyid=215fab9f-ab5b-4a8e-ae2d-858a9001332e
https://www.microsoft.com/downloads/details.aspx?familyid=bea73649-b3bc-4fad-ad1d-1a8c374fd8e4
https://www.microsoft.com/downloads/details.aspx?familyid=bea73649-b3bc-4fad-ad1d-1a8c374fd8e4
https://www.microsoft.com/downloads/details.aspx?familyid=9cb39128-16bf-4e64-85e9-68e6e3da7965
https://www.microsoft.com/downloads/details.aspx?familyid=9cb39128-16bf-4e64-85e9-68e6e3da7965
https://www.microsoft.com/downloads/details.aspx?familyid=efee8970-8b4c-40bb-a52c-ebf69fc281b4
https://www.microsoft.com/downloads/details.aspx?familyid=efee8970-8b4c-40bb-a52c-ebf69fc281b4

CVE-2017-11882

. Base: N/A
Microsoft Office 2016 (32-bit 3O1d1a2t22 Security Important Remote Code Temporal: Mavbe
edition) P P Execution N/A y
Vector: N/A
. Base: N/A
Microsoft Office 2016 (64-bit 301d1a2t§2 Security Important Remote Code Temporal: Mavbe
edition) P P Execution N/A y
Vector: N/A

CVE-2017-11883 - ASP.NET Core Denial Of Service Vulnerability

Maximum -
CVE ID \Vulnerability Description Severity :l;::rtablllty
Rating
CVE Title: ASP.NET Core Denial Of Service Vulnerability
CVE- Description:
2017 A denial of service vulnerability exists when ASP.NET Core improperly handles web Denial of
11883 fequests. An attacker who successfully exploited this vulnerability could cause a denial ~ ImPortant Service
MITRE " of service against a ASP.NET Core web application. The vulnerability can be exploited
NVD remotely, without authentication.
@& R 2017 http://www.nsfocus.com



https://www.microsoft.com/downloads/details.aspx?familyid=da67f5f5-ae58-401e-8b6a-184860b867e8
https://www.microsoft.com/downloads/details.aspx?familyid=da67f5f5-ae58-401e-8b6a-184860b867e8
https://www.microsoft.com/downloads/details.aspx?familyid=6fc31285-41a0-47a5-a738-d591cc863519
https://www.microsoft.com/downloads/details.aspx?familyid=6fc31285-41a0-47a5-a738-d591cc863519
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11883
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11883

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

A remote unauthenticated attacker could exploit this vulnerability by issuing specially
crafted requests to the .NET Core application.

The update addresses the vulnerability by correcting how the ASP.NET Core web
application handles web requests.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-11883

|Product

KB Article

|Severity Impact

Supersedence |CVSS Score Set

‘Restart Required

ASP.NET Core 2.0

Commit Security Update

Important

Denial of Service

Base: N/A
Temporal: N/A
Vector: N/A

Yes

ASP.NET Core 1.1

Commit Security Update

Important

Denial of Service

Base: N/A
Temporal: N/A
Vector: N/A

Yes

ASP.NET Core 1.0

Commit Security Update

Important

Denial of Service

Base: N/A
Temporal: N/A
Vector: N/A

Yes

CVE-2017-11884 - Microsoft Office Memory Corruption Vulnerability

Maximum / inerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating
CVE- CVE Title: Microsoft Office Memory Corruption Vulnerability
2017-  |Description: Remote Code
11884 A remote code execution vulnerability exists in Microsoft Office software when the Important .
. . . Execution
MITRE  software fails to properly handle objects in memory. An attacker who successfully
NVD exploited the vulnerability could run arbitrary code in the context of the current user. If
@& R 2017 http://www.nsfocus.com



https://github.com/aspnet/announcements/issues/278
https://github.com/aspnet/announcements/issues/278
https://github.com/aspnet/announcements/issues/278
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11884
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-11884

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

the current user is logged on with administrative user rights, an attacker could take
control of the affected system. An attacker could then install programs; view, change, or
delete data; or create new accounts with full user rights. Users whose accounts are
configured to have fewer user rights on the system could be less impacted than users
who operate with administrative user rights.

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of Microsoft Office. In an email attack scenario, an attacker could
exploit the vulnerability by sending the specially crafted file to the user and convincing
the user to open the file. In a web-based attack scenario, an attacker could host a
website (or leverage a compromised website that accepts or hosts user-provided
content) containing a specially crafted file designed to exploit the vulnerability. An
attacker would have no way to force users to visit the website. Instead, an attacker
would have to convince users to click a link, typically by way of an enticement in an
email or instant message, and then convince them to open the specially crafted file.

The security update addresses the vulnerability by correcting how Microsoft Office
handles objects in memory.

FAQ:
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Maximum . |nerabilit
CVE ID \Vulnerability Description Severity y
. Impact
Rating

This security update is for the Click-to-Run (C2R) version only. For more
information and the current Click-to-Run version number, see

| am being offered this update for software that is not specifically indicated as
being affected in the Affected Products table. Why am | being offered this
update? When updates address vulnerable code that exists in a component that is
shared between multiple Microsoft Office products or shared between multiple versions
of the same Microsoft Office product, the update is considered to be applicable to all
supported products and versions that contain the vulnerable component.

For example, when an update applies to Microsoft Office 2007 products, only Microsoft
Office 2007 may be specifically listed in the Affected Products table. However, the
update could apply to Microsoft Word 2007, Microsoft Excel 2007, Microsoft Visio 2007,
Microsoft Compatibility Pack, Microsoft Excel Viewer, or any other Microsoft Office 2007
product that is not specifically listed in the Affected Products table. Furthermore, when
an update applies to Microsoft Office 2010 products, only Microsoft Office 2010 may be
specifically listed in the AffectedA Products table. However, the update could apply to
Microsoft Word 2010, Microsoft Excel 2010, Microsoft Visio 2010, Microsoft Visio
Viewer, or any other Microsoft Office 2010 product that is not specifically listed in the
AffectedA Products table.
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https://technet.microsoft.com/en-us/office/mt465751
https://technet.microsoft.com/en-us/office/mt465751

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

For more information on this behavior and recommended actions, see Microsoft
Knowledge Base Article 830335. For a list of Microsoft Office products that an update

may apply to, refer to the Microsoft Knowledge Base Article associated with the specific
update.

Mitigations:
None
Workarounds:
None
Revision:

1.0 11/14/2017 08:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-11884

Product

KB Article

Severity ‘Impact

Supersedence

CVSS Score
Set

Restart
Required

@& R 2017 http://www.nsfocus.com



https://support.microsoft.com/kb/830335
https://support.microsoft.com/kb/830335

CVE-2017-11884

Click to Run Base: N/A
Microsoft Excel 2016 Click-to-Run Security Update  Important Remote Code Temporal: Maybe
(C2R) for 32-bit editions Execution N/A
Vector: N/A
. Base: N/A
Microsoft Excel 2016 Click-to-Run gclelcc:ltjr?toyFiJu;date Important Remote Code Temporal: Maybe
(C2R) for 64-bit editions Execution N/A
Vector: N/A

CVE-2017-8700 - ASP.NET Core Information Disclosure Vulnerability

CVEID  Vulnerability Description

Maximum

Vulnerability

Severity Rating Impact

CVE Title: ASP.NET Core Information Disclosure Vulnerability
CVE-2017- Desfcnptlon.: . N o
8700 An information disclosure vulnerability exists in ASP.NET Core that allows Information
MITRE bypassing Cross-origin Resource Sharing (CORS) configurations. Moderate Disclosure
NVD An attacker who successfully exploited the vulnerability could retrieve content,

that is normally restricted, from a web application.
@& R 2017 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8700
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8700

CVEID  Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

The security update addresses the vulnerability by enforcing CORS
configuration to prevent its bypass.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/14/2017 08:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8700

|Product KB Article |Severity |Impact

Supersedence CVSS Score Set Restart Required
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CVE-2017-8700
: : Base: N/A
ASP.NET Core 1.1 Commit Security Update Moderate Information Disclosure Temporal: N/A  Maybe
Vector: N/A
: : Base: N/A
ASP.NET Core 1.0 Commit Security Update Moderate Information Disclosure Temporal: N/A  Maybe
Vector: N/A

PSS /NS VR ED/ S [1Th I N e e of LTF T ¥ s R /] e /A= e S Y T T T W27 e e i N 1D N e oA = e ST
ST J AR AT LR B R B JE R ik, S A AR AN 5T, BRI A S 2 A S AR A RIEAE T ST, Zr BRI
XA N BSOS e N T, DARIE RN S e BN, ORRRBEUSE AR . REsxBiR
Ffevr, AEREIBSEGE IR 2 e n & A, AMSUURTT 2 TRk B .

KT EZERK

JEHC SR BAE B2 R AR A R (R RFHD oL T 2000 4F 4 H, S#A6 e, EENANEA 30 247 3,

NBUR I8ET &l IR, HIRMBLRAEE . BRIr ST, SRECAA RO S IR 2 dh Lo Tr 58, B P Seahlk 55
(% 2 NEAT -

@& R 2017 http://www.nsfocus.com


https://github.com/dotnet/announcements/issues/279
https://github.com/dotnet/announcements/issues/279
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