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ANBEFBITEPSEEEANREZ— HA, FAEREZMOIRANERRE2AS, £
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Threat Hunting

Movie Reality

= RSAConference2021

Il

e

X—MEBMNZOIFRETF, —AHE, HERAIREBEAN
HIRLURIE RS IR, XEHIEESQELRIE. &
MR ERE IR BIMEIREEMAARLEHNBXAESE
MB—AHE, XEBEANIBIBEBEEIERESNHE, MEH
HIEE/RXENLSHIE, NMHRERPSFTENERE XFED
BERE—ERELTMEFE, BRRATZERNERA AT
KETREZ S, HAATILURIBT I H .

Sk Fortinet #9 Roy Katmor 1 Udi Yavo 7E5&E 1 H%1 b 175K
BAIEMERH— LR PR, SIEHURERL. FHEREL XEAFIE,

Teaching to Investigate—Investigation Stages

Add potentially Execute sandboxes,
related artifacts check intelligence,

Inltlal Classified
Scoping

Detection Artifacts

Normalize Data,

Convert Processes, files, IPs,
detections to behavioral chain
unified format

FiERTINET

Classify
Artifacts

Add/remove
related artifacts

Runs Al models

RSAConference2021
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IBM #9 Xiaokui Shu # Jiyong Jang £/ A1 TR E
Kestrel BY, EITMEMIFIELSREN 7 2 MRBTT | B8
SESHIBEMNERERNN, URETFZEXNITIRE,

Simple + Composable = Arbitrary Huntflow

Find Score
any Nginx worker suspicious processes
process with SIGMA
which accesses suspicious
/etc/shadow command line
and spawns or sensitive file
ashell read/write counts
§ vl
u Matched Verified
logs/alerts in threat
structure hypothesis
= RSAConference2021

FEEHME, Xiaokui ShuFT NSRS HIENRERK
RETEWFIEEMNERLL, MIFERHHIE(record) BE
X2 MAEEE#TETFREE (entity based) BIEMHDITRE
R E .

Language Design to Focus on Expressing The What

What's interesting? Service running @
nginx = GET process WHERE name =

Knowledge What's the suspiciousness?

What's st 15? Known TTPs ‘e“”e” procs = APPLY susp O procs

GET process
de’ A0 binary 1= “node’ lllll What's the likelihood?

Pattern Analytics nt_new = APPLY exfil_ana ON nt

exploited
WHERE parer

What's connected? Relation resolution

chilprocs = FIND process CREATED BY exploited_nodejs

Hunt Flow
similar. tt F G[Y kt fﬂ
dst.lp

x RER i
-
Data

compose

RSAConference2021

7%

te5h, BEFNHREIEH#ITEMBIXEY & (Scoping) MET
XBIE (conetxt enrich) AILIBMHZEESHBMAFIE, U
B ESEIRE RN,

Teaching to Investigate—Scoping (cont.)

Collect Example:

Ma\ cious Behavior
Device
A
DevlCE @

FE:RTINET RSAConference2021

Exhibits

Malicious
P

Most likely related
and malicious too

Teaching to Investigate—Enrichments

* Use intelligence, YARA, * May retrieve missing * Rule engines can also * Allare added as

environment data and items for analysis execute at this stage features for the
analysis tools to enrich Unknown fies Very usehil totag respective Al Classifier
each artifact unknown behaviors that

Me de
information SRS MU/AI m'sses sucn a0

Fi:RTINET RSAConference2021

EERREMHEKIESE, Stamus Networks IR ER
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Select Alerts by Filtering

Use filtering methods to limit the number of alerts

- Don’t use severity
— No rules writers used it and set it
— Default value is critical
« 2 complementary approaches
— Classification based
Select real threats
CnC, Malware
~ Hunting approach
Increase investigation priority of alerts by combination of factors
* Invalid protocol
* Suspect content

SSTAMVS RSAConference2021

B, fIBANAILUETERNRERMIER,. C&C FRI,
RE—RIVNTTP RENBRAGHETHE, MFERMR
EEHNEREERE. S5 MERAFRARETMHED
ERERER,

Next Refinement: Asset-Oriented Insights

Still noisy after tagging
— Alerts are repeating: CnC beacon

Detection is first step of incident response
— Analyst wants to know what threats are on assets
— Doing a list of assets under threats is complicated
— Limit the noise, straight to the point

Methodology

S|STAMVS RSAConference2021

LSRR, REEDRTHEESRSHIELAEBRITUSLE
FAIARBIRT | ZRBUBEIRE. BURISER K. BUENRIEE
WAREFHENTHE. - XBHRTHAEMUEEEEABTA
FR2USHIMNER, BERRTESEMEENEFBIERR,

2. FRMEERIME S &

e

REIEZ R TR R R TSR ASHA TS REENS
5, B54FENEFY (CHERREFS) REVSIEIMEHEREN “H
BEITFAREE MRETRR, EFER, SFEEERETEANEMT
WIFATERE, 132N R IHERMEF IR R EEN,
Fortinet B9 & KIEAMATRY (Applying Artificial Intelligence to the
Incident Response Function) FRRtiEYH, EEHMLSE, Al REE
TERARAL,

%

Don’t expect Al black magic that will letely replace | inIR (Q—s\

Fit, BRLARSVRRARTBEEREEREL, 2K
MIRALRES SR PR 5% BERMRAMG T L
TEG, NMEABAN TN IR T,

Fortinet FIFR I & ZOE I 7 2 R BRI R BB P S IR IR
REHERH#—T BN DEERNALTR, HETHAUE
W ETRRE—THETENDEKER, BEND RN
BER&RHE, RADERENEIES,

Al Based IR—How? (cont.)

Dataset Collection
* Each model we will discuss will need a dataset

* Building a “good” dataset is hard and requires
many iterations

= Different artifact types require different sets
— URLs, Files, Behaviors

* Benign behaviors must also be collected

* We used a combination of real-world data

and[emulation frameworks
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Teaching to Investigate—Classifying Artifacts

e |deally, every artifact type will a classifier

* We will focus on two main types:
1. Static file classifier

2. Process behavior classifier

* More common classifiers:
— Domain name classifier
— User-activity classifier

® Other artifacts like IP can be classified based

on intelligence and related artifacts

Fi:RTINET

RSAConference2021

i IBM 9 Xiaokui Shu # Jiyong Jang N3 £ T 5 — M8

WRAMBHIE  WEFTABEOENEDEE, E5

R DT A

THIE,

Entity-Based Cyber Reasoning

Laptop Y

rootcause

Server X

o

senshost

XA EE—

Huntflow Pseudocode

eworker =

X
* A0 binary l= ‘node’
shell = GET process FROM server) X WHERE parent = eworker

senshost = LOAD /networkinfo/sensitivehosts.csv AS host

regproc = GET process FROM laptopY

WHERE conn. remote_ip = eworker. conn. local
410 conn. renote_port = eworker.conn. i _port

rootcause = GET process FROM laptopY WHERE child = regproc

RSAConference2021

TER, MR NXEINFBITAREERER

KEREHRE, FEELREVHMEZHUNEPEME, KM

MEET AR

TRECHEE,

ATE#—FRY, TIUASR STIX WERHITHE, &
STIX B9 15 X R A 5K 5 X% R X R A 52 14 A0 4 38 4 i B9 %
BKi, MMk R ARENHEZMSNES,

Embrace STIX for Cyber Threat Hunting

* Structured Threat Information eXpression (STIX)
~ Exchanging cyber threat inteligence
- Open standard from OASIS Cyber Threat Intelligence
- Real-time network defense and threat analysis
*  STIX patterning
Patterning language supporting STIX indicators
Rich set of observation and comparison operators

Detection of activity on networks and endpoints

© Graph-based model

~ STIX Domain Objects (SDOs) ey
~ STIX Cyber-observable Objects (SCOs)
STIX Relationship Objects (SROs) > edges
RSAConference2021

3. FEREHEXHAR

SARRTIXRRE-—ERFEXIABEIRTEES
BENBANERNEDEEGRESIENMRR. SEXFHAN
BN BRARENHSEEM, RNEFTHEDZ2H
NEl, METEZBRREDZ2AREE, FETEESR
i, BRABETEENNSRISUIEETXNKER N SE
i, KFEMREEREFNOEPIEXAIR, EXFEEET =
HXBEHAEBEX, GETRARNRETESREENE43#
Bahimik.

¥
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Y R E-Ei it R 2 SHENX
EFRIIRESOARG, NSEE, RERA. NEER= MEE RS
!E#%F

Mﬁﬁ’\ HASH

Eth

-+ ) + O3

+l:»a:za

8 g R = B3
[ - . w
- =3 S = = e

BigE R wm 2 R (a5 wEps EmEs [E™Y

T‘ESZHME?J’JLEE, BATESENEMRARXR ETFOEXAFE, SEIERNAPT AR, TEABREHTHIEOEEMEITSE,
XD BV S E AE TV,

»» APTARIFEAREREAHETE
ETFOSReS M FFOEXHINSIEILER, MEENERIHERTRERR, HERRE

FAPTRREWHEASH TEUETE, NTAMKRGLESAPTASAWNEIEE, SSREA+TRE
BB RENA AR S SAPTALEX

ISR WHARS BRI EIEAFEE
FREY FIREL fEREFRR EtE

B =3 EXn DN 2O

] ]
= T I T T

S(A, B) = Z:;l Wi * sim(A[,Bl), wi € (0,1)*‘

|AnB|
lal -’

sim(A,B) =

2.
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P=<NSFOCUS  SEFEEMERHG (NTI)

arasxigoc: 42504

OmEN 4

Operation Comando

Poscidon Group
Wolf Spider
TeamXRat

te5h, FBERRMET UEMRAZONSEEERE, HFB
B E#ITEZREAANESE, MMAREETESEF4FPHEAN
ER. EMME S B RMAZ EREREZEERWAIRES,
FRFIRERF 2 1F STIX B EIRHSAN S H,

4. %518

BIHE RSA 2021 KEFAIIETR THHIE DR R
BMEAXSENARLR, RILAA-—LEERENTRIERE,
MRATRER N RE BB R ENZREE, EREBMSIENH

© 46M
TAS05
Bahamut
BlackQasis
DePritdon
SandCat

APTEHR APTSH APTIRE

APTSHITHE: @ 2BKiKEEKTOP 10

m Hafnium
Fl: 20210309 %BIOC: 0

m A3
AL 2021-02.25 BHOC: 2

Confucius
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R 2021-02-10  XEKIOC: 313

El: 2021-01-28 EHIOC:

m BITTER
L 2021-01-21 BHOC: 317

RETHATEHERNENANRES, BPERIN EFCEXNE
HERBFZBEIRES B K.

F9h, ER—RNE, BELAXNTFEENSEANATLE
BREENERZFETEN, NFABEIRAKEATLSEE
BERBER2WSHNERL EZTeMREEEEZRE—F N
fERels, HMBERAIRNEDTFM, MIEBRFABAL
BRELISHOERONEM L, BRABENIITENAIRRE
o XPMRRBBEBVEOIFERIANERTR,

P
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YEXM P EFUDPRIDDOSS

WA

B g1

—REARHRXISORRSACE R H

ZBERE VBT 2~ mEl XIE

RSA ERA2IRMERANNMERZ2TI SN, ESHIER
#EN30E —EERTHEDSENERZLRNHEZ. QIF5H
Fo FEAMIRTE 2021 FHRBMME, KRYEKNET 2980T ZUEH
(B EF UDP By DDos M R S EFAR) (Research on
New Vectors of UDP-Based DDoS Amplification Attacks of loT,
[SAT-M19]), EBRREZAFHOLBREEXHEL, KARERE
BRI L 2R EA 1T T TR,

RSAConference

Dr. Wenmao Liu

Director of Innovation Center, NSTOCUS

Biography  All Cc

.
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TESARIZEBRKE RSA2021 X& EREIHEE,

RSAConference2021

May 17 -20 | Virtual Experience

SESSION ID: SAT-M19

Research on New Vectors of UDP-Based DDoS
Amplification Attacks of loT

Wenmao Liu

Director of Innovation Center
NSFOCUS

@marvelliu

1. XYM E=REER

REE R % IOV BX RIS S N ELBX, BRI XY 2 K 2B
TR, B E B _ A& TR, KITLAMSIKFH WS-
Discovery. OpenVPN F1 CoAP 1Y AY#EX AR 55481 70000 1

FMYZ2 BOULAMXEYENEER, WEEBEBL
PXLEZFE, B ER. EFMEREAaTUERNTAELZIY
BWATE, XERTAZERWE, URKAMRLERSE,
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We are seeing more and more new loT devices on the
Internet are increasing day by day. What does it mean?

0 All of the top three types have more than 70,000 exposed loT services. The
number keeps increasing as more loT devices connect to the Internet.

O One-round scanning to exposed loT-based services (global, 2020)
Global exposcd 10T services
500000
796,791

200000 755,750 s
700000
£ 600000
000

308,198

102088
5764

We-Discovery OpenveN conp DilDiscover Ubiquiti ADDP

RSAConference2021

2. EEIRBR M AR ST DDoS B # IR AER

YN ERRRTNER EE 1P ik, EiIHEER P ity
utpIIBUE S, AILERIEERRARSY DDoS WERIR MR,

TILRHEREUER DDoS Wi, HRILUEA—FhEMRSS, It
BITERER_E B2 HIMBAIBIR MR ARYTE A DDoS ARSS, MREERAIMESS
YRR IR & AN R BRI EGE 238 ZEFB R AR IT ==k,
EmtE AN R RAB T

U.S. suffers most from amplified reflection DDoS

Ubiquiti
Others

WS-Discovery

=
F s
:
it 1% RSAConference2021

v

3. WS-Discovery il 748

WS-Discovery @& F UDP 9. BT Web RE LML
M. ETFREBREF AR UDP RNEERERRS, ARG
EFNE, ZNNEERERNBERR  KEERE—13FW
B9IEK [ 3c. aa. 3e, HEH—NRIRAVRMIL, RSEEE—
1590 FHHIMAL,

XE{FAT BAF (Bandwidth Amplification Factor), H3MK
REMES, XMEXRFEE 2014 £ NDSS I8 {(Amplification
Hell: Revisiting Network Protocols for DDoS Abuse) A2 Zl,
Tit%E BAF, AILUBAMARLELFERELRMUARAFNAE
ARSS, WIERIGHMMEREKE. 2 MiK, KREMBERNKE 3
FHE, KEINEEZMNTYKER 1330 F%, HHEL BAF BER
443, FAZMIRETE, 83T WS-Discovery AL =4 LLIER TR E

X400 ZEU LEHNEERE,

HRSAC

WS-Discovery protocol

* How does WS-Discovery work
Search Services: Probe Message-> Probe Match Message

® How is WS-Discovery being abused
Abused by Attacker Sending a 3-byte request("\x3c\xaa\x3e’) can receive a 1590-byte response(worst case)!

® Worstcase:

® There is more: multiple response packets

3 1330 28018 13
RSAConference2021
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4. ADDP #BHEE R EIF7E Ripple20 JFRMVIRE

ADDP 2 & 4 i& & & Bl #1 I (Advanced Device Discovery
Protocol), =2 Digi International AT FHRWETF UDP & &
Mo &8I ADDP, TIEMBIFEE, REHIUEAMME LR
MEMIL T, FF LM, RITREMNERNVKER 14F7,
MU EIRR BFKER 141.7 F15, SIMAY BAF =2 10.10

B E, ADDP HRIFL MG EER, XEREPHAE
D EHETFTE Ripple20 ®iA. A, KREHE BT AT FZER ADDP
BR%%, BIIE Ripple20 iwiE, WA Ak E—LtXE,

H#RSAC

Even Worse: ADDP help attackers find devices
affected by Ripple20

* JSOF Ripple20 Technical Whitepaper
Digi Connect ME 9210

The following vendors are affected or might be affected.

Source: https://www.isot-tech.com/ripple20/ RSAConference2021

FR WS-Discovery. ADDP Z4b, IR&EZESZHT OpenVPN 1
WHIMEES 1, HEIMRBERIRTE 2018 ££. 2019 £ 2020 F£4
BB EZ 2 EIR) B 924 T SSDP. DHDiscover. Ubiquiti
S, XLEWEM DN FERMBRESS Y - BT UDP. X
B MEZKFIERKE, AMES#HF AL DDoS Kifi.
EXE, 72017 FfE, MEMBEMNINLEH DDoS B AR
TREENEES®RE,

o
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UDP protocols abused for DDoS attacks. The list is
growing fast

NOTE: BAF(bandwidth amplification factor) is defined in “Amplification Hell: Revisiting Network
Protocols for DDoS Abuse(NDSS 2014)” , where UDP header is not included. US-CERT also adopts
this definition. RSAConference2021

5. —LRAMMS

LYW BRI

B, HBEEERSE, AETLHMN. HKX, ELITHS,
BIARAMRS [ 1RERITNEE, FSHBAMWL, FANRMEE, &
&, EEENT, BUNSMNREHRNEZRREHT,

HRELRAFPFNEEI

RBIEENYBEMIEE, RERE. HEEHIRE ; e
ARMBZENLRAGIERRARS ; WEIR TR ENRS
TEANR, BMBEMREMAL—HNRLIZERREN,

BYBFEMEFHRRAR

AT, EUAYBENRLRE, FAERTYENSER

PR, URSHX. BIIEBER, FHEBEMEK
MRIFERRAT R, BILU SDK. BN, BENRX,
MEKEDIN. PRENRZ2NITEL I RANKIE, ZEYBK
WE2&EH,
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—¥a, hRFSHE

d\»

PIEXMI (R

loT Umbrella

FERE

FEPH. DAMHEMZLRE, SARTNHNSEEENY
RIS, UREHK. HIHMER
RR—EBRBSEIA, B S YW IR &R IR R S
0, FANKBIFPO. BYRRE, ENT2~mY
WS, 8 “Th = B #HITES, BEYBERNRIFEEBRAR,
AYMBEM AR REFREREF M.

P

ZEMRERDEMNBLERALE, ERFARUER
MEANAE, XRBTEHAER ‘T2 SDK+ BN SR EMNX
+ REBETHRFRING NR2KHDEHRN, WEEN. 1
W, ME HE. MESKIAERSEN, 2EE S RN,
FMl. T8/ ZANBFGESR, AEREETNHD
ERBIF M.

EREINET LR Gateway FILEER Cloud RIfR
LY s k= it .0
BHNEZS = RIFaiES
> R (1) wren | orar § oran
= = e [ I D
RESDK ENEERERX

= s —
]
= orma | scven | memc
SRR Gl B
orzian | lomans [ oruee

'Blilm-)ﬁ

BEERNLRERTARHBE. BBBERRES, BE
ERMWEAEENNR2REEE, HEFTREEXKS ML
B, ERTEHNRN. wHiFHE. REDH. BAEK. DDoS
WE. APTHNFZ 28N, &N, FE. B, MES5M
SRER2EN, £5%2EH. EENRK. 2EHABRR
ERNEFRERS, WEERDEZT2EERR. NTEMN
BXRE, EBREERDALZ2GARTEENEL2RIR
ZEMNBYIFER, #—PREBIMERDEZAZ 2. 7.
RERE.
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P48 R B 3T 96

BB KT LRE

LD IF SRR R R MR R AR “H2RER", IFIEMIE
FEHTAEBER ZHNIWES, MEXANHIEDZS. K8
FIHEXRBES, XEMBOBREFREMUE, HERTER2
AGIBERSHT. 72 RSA 2021 K&, RE IBM R RREHTS
WREMITIE IR, ZITRTUERRITE S Z PR TIE,
EITEERREIHSIEMEMSANKERNES, EHWAEBDOT,

1. EITIERER

“BUBMITIET FERAAIOWNANBRHEBIASGE, FWLEHN
BARHITENIER. KEKMOMN, MM G EIRE 2 2P
BB B RIFEIERAD (APT). EMMVFIELED, R2ARTE
BEMPIRMAZERA

o WA

540, “UNfAIM EDR EIHHIE “BARMBUEFER “M@sh
REARNLETUER “WNAEANSFIRE &

o WEMA?

flgn, “MEEIRIR” “MEEFRIGHITON “FEEL
BN BRIIES S DN “BHNSFIREBESIN Fo

Time, Value, and Fun in Threat Hunting S

The two questions in threat hunting:

LB 0 query

HOW
to hunt?

VALUE created

Is it FUN to read the manual of various EDR query APIs,
or think about stealthy attack plots and threat hypotheses?

@3 R

YRR TIERNERET  “WEITE” FEEREERE I
BH4”, BEEFREUENENER. REARKBKSHEIRE
TR EDR W API i b, MEZREIINEMNITHEE
BENENEMRIZFIRE BT OMERD,

2. 37% “WHRIZES" —Kestrel

MARARBET -T2 FIREIE “Kestrel”, BRI
BEXLARE “MEARFE" LHEAN, BEHAREIRMIT
BE. ATRIXNEMR, Kestrel X E A E I IT B M HIZIE
EHITTEX, AIEBEAEER R M BHITIFE,

Introducing Kestrel: The Threat Hunting Language
Forget The How, Focus on The What

An open-source project

NEGHERESERRETINEL, Kestrel FRBSZEIR
HEZERATHEFEENERNEE, BHTITEERE
FHITRT

Language Design to Focus on Expressing The What

What

nginx = GET process WHERE name = 'nginx’

What

exploited n a; GET pro X
WHERE par S binary != ‘node’ &

What Pattern

chilprocs = FIND process CREATED BY exploited_nodejs

ilar_nettraf = GET network-traffic
WHERE src.ip = exist_nettraf.src.ij
dst.ip = exist_nettraf.dst.ip

31
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Entity-Based Cyber Reasoning

Huntflow Pseudocode

Laptop Y Server X
(&)
rootcause N senshost
\ N Y
\ o 2z sneu\ /
eworker
oot /
malproc
» 13ptop en1d = reap

3. HEFMSEL BN —STIX

HIERAMEL. FEHURRMITHEEMHITHXE, RE
RAMTEHHBEER, TEMFTRERAREI R —NEERHT
¥, XE IBM W R A REF XK A EMRE DB RIFAE STIX
BHITHIBR IAHE,

AERLREHEERRARAZEAEENTESHE, IBME
T Security Connect W&, HEZOKRARZ—RF STIX-
Shifter T2, ZTRRERAEMLEMERREX (Structured
Threat Information eXpression, STIX) #{TRLHEZ M
58, TEiZTIER, STIX-Shifter BERIFMFTE IBM Security
FRNEE=ZFFRPREINEEN—St, BIRHR—1
WA APIFEARS, IBM ST UEBIRIBRERIEE,
TXHEREFRESEEECE, HBRRAENIEIER NI
Mg =T,

! SOC analyst

A six
observations

Universal data access while data stays where it is sTIX

patterning

* STIX shifter Connectors vi UsoN)
Elasticsearch ECS Microsoft Defender ATP O
1BM QRadar Microsoft Azure Sentinel C) stix shifrer QEA
oy Y.
IBM Cloud Security Advisor AWS CloudWatch Logs OQ\G‘ VAR, ”
S
1BM Guardium Amazon Athena d’ e e
D
splunk Enterprise Security HCL BigFix 4 %
¥ 4 a
Carbon Black Response Alertflex O
Carbon Black Cloud Micro Focus ArcSight e -

Endpoint SIEM Data Threat
Data Lake Intelligence

4. MR IFIE TR

MRRADE TIMEAE TR TEHTEMITIBIRRE RIS,
ROIPLEEREREHNRR, FH sysmon. sysflow. SIEM FEHR#
TAFA, NIEREENNEMFEE, Baga). C&C BEBE.
¥R, HUBSEEEBRHTIIBE NS, WEDIRIERIE
SFFEHALIERE, RELRWITETES, RERS ARRLIIEM
I A EEA Kestrel #ITEIMITIE Do

1. Phishing email with malware =
¥ 21 sysmon
% Employes
laptop .
2. Lateral ae
move s 2
(exploit)
ELK
T Eﬁ% 3. Establish C&C
[xx ) . iﬁi @
Attack )
i Compromised 9, Web Server aysflow Threat Hunter
server & proxy 4. Access
data i
" BN ‘é
£¢é

Social Network
networking stor

5. 4518

EURMITIBHNSRENN AN ER S, SNfRITESRFMRIEEERIRAR
EARBIFEBERUAXORIE, IBM R A SRS R
IR A TR TIERET Iz —, ZARERERR .

s WEAERBAR/ RERIGHTER, BERERRT;

s NRGRETRTRGHIEHTITER/RITNEE, EFR
RIREMITEBRRAEESSE,;

o FELRITIE T R/IBS KestrelA] LUAIEIRFIEME, ik
L2 ARBREES.

Kestrel ATLEEBN T2 A AR RS OEURIE IR MBIE TR
FERENFE, BMHRAINEIRE ETFR, WAEFREL
RHBEXREBR A eI IT BN BRI A B AR AR S M,

P
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AEMNASTIEFHE, (RTHESL?

ZERR REIRE

BE REANLENER LR ENEIRN RSA2021 EFR, ASNETRINZLEHE.
FUARNRARBRRREKNE 2R, HPSHSTEFRGHEXAER ZRIY. EER
ZEXMEFD, ANERREEFFHN T, H2IBFR—MHWRREENOIES R,
FEERN. FEFO. CE BE RBSOERBH, RBEQRE. (5. EEENEY
HERALEHRBENTA. MHESITRRE, ME—FAA “HEIEY" REEHME

BEHT A

1 REHESFRERRER

BioCath AR TE RSA 2021 f W EHR TR E MR
o BHAMBREFLEASNWKREHRE, SIRTHHRT
2% (Social Engineering) Bitig, HE—FRWTEF
REHSTEFPRENRE,

2. MFReEHRTER

HBEMBLR2REXHETRES !

MOEFHNBELRR, BE-—ZBONER, BEER
AYHBENRERS, UXIKEES, RERHRBRRS
EEN. MHSIBRFZFNEABEREARBILFRITLH
TRZ—

Baiift, EHESTREFIEET, MERErEERNKE
LR NUAT .

2.1 BASHMEBEBUE (Static Credentials Harvesting)

NaWE / BENERE / EBEDNaRd  XEBEZERR
EETDHHBNTES, MPAGE. RITEEFHBRE.

2.2 RAT [&P# (RAT Traps)

ARER, KEESESREETEMABRMEBHFN LS
HRITH TR (RAT),

2.30TP WESAFRSD

o

B EBIEVEIRULE OTP LIHIZBNER. I, KD MITB, i
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EEDBAPEENME OTP,

24 RBEHETIRFRE

S5EENHIEFRERE, REMSIEFRE, &
EBRXE-—ITEXENRR, LREEFATN, MOEEINR
FEBECERBREZF. HEENBNEEREERESEH
BERAIIFE,

3REN S TREPRE

HENENRE, UNBFEHOER, #@XREZH
MERBELERAEFRT, ERLANENLEEAZM
FREARENREENUT, B2, WTF=MHEIIEF
Rfi, N—EATERITLURINEEMEERREN. f
M, TEFNBEIMFFREEERE, ERRENRER
BREMEXRNER, BAXRANBIREHNNTH L RR
BiEES,

Mouse movement on screen at login

Online Banking Login \

+ Smooth, continuous mouse motion \
*  Keypad used for typing OTP

*  Behavior matches baseline for account

Mouse movement on screen post-login

Post Login

* Abnormal behavior at payment
* Jumpy, disrupted mouse motion
+ Numpad used for typing amount

e

ERBRETERMR

RIS RTEIES:, RERTEAOTP, FIENITH
S5kPrEE R LR,

FEFRETERMIE :

RARBEHIMEHIBRER. FME P, IREFEERE (BER
TR KRG ETRETRRNER)

REXEBL4NHSTREFRGRELTZERLNN, BE2R
AT LUEE AP AN EERFINR BRI NAGE, NMBITRSE
B, RERHARSHE. RENREENSRX. EFER
BAHF.

4. REHESTIEFRE

REMSIEZRE, B—M2HNEKE. 2019 FEXRER
EHM, ERFHELEBIRMN. BN R AL E M =3t

BT UM—LEAHHRT ERNT A A EER XK,
RN —ERI BT,

Blan, WBEEFEBERTHNELNEIK, BFaEd
KERSEIREISE), BEMITALRMARTANEEZTHA .
ANEBIIED, REEFWMFBESEEE— TS, LK
WHELFMEEEHFTRE—TRRESR, FAURREENITRE
ERZHON, HFARTIERTHNE L, HE, EREARE
RXBIZHE L, HBEENTHAERRANEK.
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RHEERBBIIFESH, TEBNELT, BEFNSME
BEERTRN, FoHUANRE, EREREHESIRESR
KET, BEHIMKH. RIE BioCath 2R D, AN
BRELERENKS, FIUFNEESNEBBHEFEI
Bo WTEFMT:

LTI Y \JUIuGuU

Normal

Device held steadily . . . - .
Taps visible but no G 4 et bt " 4
position change i $

Device moves rapidly
from ear position to

hand position du:
dictation of d
account number

MAPRBANEEEIKSE) BBtE L, IR — LR,
SRELE, BRREAFBRELEEBITHNEE, BNRF
FEREW LA THHIKS,

-— / S % |
Dictation o )
re

B, BE—LEAHAIT AT UERAFRNINBN R, Fm,
RERIZANEE, UNERGRE, BFRMEMREERITRE.

2.

35

WEFT, REREAMREE FERER FHR .

Mouse wheel backwards & forwards

&E, BEZ I HBESHNTRE, BINBEFS, REEH

IRENTSTREFRE —BANES

(1) WARAFTE PC/ Bohig&E LR EmBIHATE,

(2) RFEBCERT, BRAFBIBIERM OTP 3.

() EBRFEARDIHEPRER, UDBBFREEN
£ OTP,

REHSTEFRE ——HWLMNIEEXRE

(1) 31FAFPEEEDF LK.

(2) RIEEMIRE, REGERM /RAT, RELFENITA.

(3) BFXERREENNR SRR, ALFEEENRIETH,

BEENEERRERITE.
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9[I1EE1“LEEF'I§$E$I]EJZHJJ\§$ AEE/IRY
EHLEERR

KPR RTHRRIEE BBF7 FFH

RSA
Conﬁmence

202 %

1 RSAC 2021 F 3"

1. Reu

EN. RERRENEN". BF “WFERHREHHE, HE

FARAPKAEFET X—RE, BENKZL2ERBUEM

FEERNREAZROA202 BEETER, RALASE  pogw g My dmE. BEFHEHLNE, DHREENE

HREMEFZ ) RSAC BE— N E-,

(Resilience) o

TENEER B W emEHETRE,

MBS EAPEREWHITOMEE, SFREHT

NIST.SP 800-160 (& 2) RHMEMIEEN N M. & HIRE. WRNBREHED. BUIHTT DN BIITEL

. mEe. ENBLEEMTFEEMNEERNRRANFTFNEMA. SHP—FAS G 72

”’ /\EEEE

P

36

SECURITY

» RSAC

FEXEIR. BIBNKERHIG, EHAUXBEESEMISHEIES
FERBEETAFNNHTR M, REBHEEEILRELIIAN
12y BRARELM R H R E Ak SSTEEIEITo

NIST.SP 800-160 (% 2) 5, EMERAEAGNE
B, FTEARDBRESNTANGEERS, EFtRAS
IHANR. ARFESS5EMBRER. HE. hE, ZYF
LRI EE B

£ SANS IMEZ R 2 BEFRF, EBIFELFEHNTR
NEDIHEMER, BEART2EM. W, ETHEER
AEANFHTHITHEDRAEBRRMAITH, BERER
AEEHNEGME, B, EULHEESNEEBER. &
S5 EERmE (FlIE A BB BIRNERE. WHEMER
H=. WESIELURXIELE) , 72 S 0 AL #A BY B 45 Bl B 15 %
F5, EHENERNRSHNENES, NEMITHEENES

The Sliding Scale of Cyber Security >

Offence

AIRE R AT Eh N B

Archltecture Passive Defence Active Defence

aaaaaaaaaaaaa

[ 2 SANS ME R LBEHIFR

o
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2. ERMIFIE

EUBM IS D AEMATEMIFERLITIE. SBRLITETE
BT oA (REEF) UK TTPs #17, MAFEHALIFENZET
EROVBIEREITIE, SEMKITEALEMSER, BERRE
EER loC BRTLUEA—NIFIEAN .

Tim Bandos £ “Hunt and Gather: Developing Effective
Threat Hunting Techniques” B9 ZHIR B IFIBRIRE,

—METF ATT&CK B RENRIGEIES (HABABILURS
iR, EEEATUSBURELREHTIFE) , SEREMNRT

« WERERG. WEANET, AEBHTANFEHME
HBEPRIED

Set the Traps

3
v
IDENTIFY ATTACK ACTIVITY TRAITS
|
b, A
DEVELOP INFORMATIONAL SIGNATURES
Il

b,

DEPLOY RULES TO SIEM / ENDPOINTS / ETC.

BASELINE & HUNT OFF TRIGGERED ALERTS
Tl NOT HUNTING HUNTING
BA : _

Higher False Positives
=< DIGITALGUARDIAN RSAConference2021
3 BT I RAZ

HENPBREARLRETZIRIG MRS BESG. S
DPHANEERE. B 42— RENFERE, BirtEm
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OAERRIZAOMI AT, SERIRIRFAHRER. E5RA F
HFIRERHTRBEEE. SoC HIENTEVRE. WHEIN M
FIBA (CIRT) HIFRIE,

GIERTE)  [res—rseeree—cans N[ workflow
Hypotheses - ————————— ‘/‘ Management
L\ < 4L
i
- Threat [ Situational |  Domain — PRIORITISE L
[ inteligence \  Awareness | Expertise | Hypotheses N
[ %

rces >
50C Analysts

INFORM & ENRICH INVESTIGATE [ +

Analytics Via Tools & Techniques Knowledge
Repository /

Learning & Developmenty

S

\ > B | Improve Data

—‘ S _ Umproven ¢ visiily?
Vulnerability Y

CIRT ) Malicious — UNCOVER New Patterns &TTPs _ Suspicious/Risky X Management |
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MHEITHERE T, IBMMHARXAKE “The Game of
Cyber Threat Hunting: The Return of the Fun”
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R BEAERNIFELSBEARN Huntflow (JBR), &
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EERHEEHERT, BIXE, Huntflow FTRER it
BERE SOARRHHA, HXENNBEMNBR R LAN,

REMER, —IMHNRH, ME - HWLE,
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Hunters talk

WHAT

in Kestrel

Kestrel runtime

figures out

HOW

for hunters
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5 BEhfLITIEIES Kestrel

LA IE A B Kestrel-lang #1TIFIEREE, MEBREITIE
BEERIAR Kestrel-lang FHLERES (BRBAFEEENT
ERFEXRREAND) MHmEE GINISNERIEAMITEE
EHTEIB SN, REEGURSHEERESRA Huntflow,
ALY Huntflow B 8EW A TiE17, TERBENIFE.
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Language Design to Focus on Expressing The What

e @

Knowledge What'
What y— procs = APPLY susp ON procs
exploited_nodejs = GET process X
WHERE parent.name = -noder AID binary 1= "node’ 3 M e
ETEaY,
What
o
chilprocs = FIND process CREATED 8Y explotted_node3s i

What'
similar_n

RSAConference2021
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R, 2E5HBBERHE, HEBHTENES, AEMHITHE
REEZAE, ERXEELR2IME T 2017 £ 2018
FERHENRN—MBRGRETEL, EXERNARN
ERHAFERH .
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FTEMLETX (P il HEE) HEERER;
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HFEE 2 A (1%) HEREER. ME 2018 &F, 252 {E5EH
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HWEBFENBEDBEREAZFTERSFER ERABR
H = #1 9 Cyber Threat Alliance 89 CEO——Michael Daniel 7£
“Faulty Assumptions: Why Intelligence Sharing Fails” FigHT
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(1) IAHFREREMEIR (CTI) HR2RALKE ;
(2) FRERVARERIZHTHRRXRABIELZE ;
3) —E#ITHERE, BANERR—HIFETZNER.
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Information Sharing’s Faulty Assumptions

~ | N

4 N\

“Sharing is easy once
connections are made”

RSAConference2021
B 7 BHRAZMRK
R E T AR =HIRIAK ¢
(Rfg— : IAHFREH CTI SR AKIE]
Michael ¥ MK R B IR (CT) KAEE, GF: K
Ao AR BE S4B, BETRAUKRERARBCTL, |
& Threat Intelligence Sharing: State of the Art and
Requirements, X2 REEREMIZHERIPFOREMN CTI
2%, X3TF Gartner N=ZFERE, HFMTRARDELEE
PHEMEHAERNRE. IPHIEFEEE, HOEMNBERR

BH#HITT-ERE,
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Categories of Cyber Threat Information
Category of .
Bo Examples of Information Intended .. .
Cyber Threat : Decision Example Timeframe of Use
. Conveyed Audience
Information
Tcentical Indicators of malicious activity (e.g., Cyber security vendors and Should the network security tool [mmediate
SATE] malware hashes or IP addresses) network providers allow this packet through?
. Details related to a .Network defenders Do we need to change a security
Tactical specific/impending cyber attack (L e ievait staand setting today? Shogteein
P P g decision-makers) L L
o Malware types; Attacker tactics, Senior-level security personnel, How often should we patch our .
Operational 5 e by & Medium Term
tools and procedures (TTPs) managers networks?
Should we change our risk
- High-level information on changin, Executives, calculation because a new
Strategic o : EIne . o d : z Long Term
cyber risk senior decision-makers adversary is targeting our
industry?
CYBER )
) THREAT RSAConference2021

B 8 EIRHZD K

15 CTIERIRAR. BRFKIR. HEAR, HEERR.
BEREM EHEFRTE, XENDLETRRABES BB GE
TRE—ASENZELT T TFHEER WEBFRIAANET
PEERERZXANIIERE) UNABRRERESRATE, M
AN E MR EFEHARS (00 TTPs) URMBEERET .

(REZ . FAENALABEIZE#ITHREREESZ]

FEEHEWAE CTI AEHFR—NEE—" INRENMERAE

DECTI, WBARREEW CTIHEEL", Michae IAREETHA
RERPER DS © W SENEXMEIR RS

W SHEXMERM AR BERUAL=ENFR, FIMBET
WA HAEEG S = ENTITAXER, TiEHEXE
TN TFHEBARFKEMZ W SFHEXER. BFSNARSH
CTIA—E, ALFERBERROAFEH#HITHEHZ, BNET
PRI ZFREACSHFEMFABR, HaBRENFIRELSH
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Relevance Drives Utility

Most CTI types are irrelevant
for most organizations

Most organizations only need
to make a few decisions

Relevance to the
organization’s business
decisions should
drive CTl sharing

Organizations should only
produce and consume CTI
needed for those decisions

O RSAConference2021
9 HXRURHMBERDE

EERABEDNZRBAFTENSEWEIEEURZANEES,

BINEA— IR A PR E R BB A — eI EIT

MAR#IT CTINIEE, BZRBHEK B CTl. BIMEFE
mEECEMEN, HINBRAMESRFEICERENEDER.

(REE= . —B#HTHERE, BASEME—HIEES
ZHERE]

Michael I\79, SMEREBRRAETFTENER . 51 —&
UYRDEETETREMHAZER ER—BTUIXESER;
B e —RAARFTEREZE ; XiF— W BARHE M T
FERNEEHZTR S,

.

a1
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Effective Information Sharing Requires Investment

High-quality
information

Trust
Money

Time

Attention

iy RSAConference2021
B 10 ARERAERA
BRT BIEEMUMIFERN, Michae RHT—EREMEN
BRTE A RSB FEHE, B4 :

s OB DHZRVARLRRCTIFRES;

s ENDERXATLURSRRDZNNER, FEEBRMHE
FE9IER

ZiLEMERGEREZ N, FEEARAPFRBEENLR
B HRAFER UG ITEM 2B AIET 8] 20 E 1 3 89
BtiE, AEHREMINBEENEZEANER TUELME
HERDPZETHES, UBXLEEHTRESE ; MNKZEH
PAIBTLURE REAEX CTI FR, REFEBFRHAIT CTIRE
MNA;, WFE=ZAFCTIRHEE, HEFNZEMEE,
MBEANEEE W CTI(METX) URMBHESRCTI

HZIWE,
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Applying the Revised Assumptions — Company Cyber Teams

Identify your organization’s cybersecurity decisions

Identify which CTI types support those decisions

Create and implement a plan to align CTI with
business needs

Make information sharing relationships a selection
criteria for cybersecurity providers

THREAT RSAConference2021
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[1] Hunt and Gather Developing Effective Threat Hunting
Techniques.

[2] The Game of Cyber Threat Hunting The Return of
the Fun.

[3] Faulty Assumptions Why Intelligence Sharing Fails.

[4]Hunting Threat Actors with Attack Surface
Management.

[5] DHS Made Limited Progress to Improve Information.
Sharing under the Cybersecurity Act in Calendar Years 2017
and 2018.

[6] Detecting the Unknown: A Guide to Threat Hunting.

[7] Threat Intelligence Sharing: State of the Art and
Requirements.

[8] Threat Intelligence: Collecting, Analysing, Evaluating.

[9] NIST Special Publication 800-160 Volume 2.

[10] https://en.wikipedia.org/wiki/Cyber_resilience .
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—ME—HRAE=EEE (Vector Space Model, VSM) #1T5&RTo
FriB VSM 1R8, BEARBRZERNARTAAETEEFRN—1 =,
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TE#HITXANRY VSM MR, BRITER !

(1) WfEIHEmEREE?

R, F—IXERTH— I EEN, BENEMEER
TftA? BRI EERATENX

o TEVSMBIREIREX S, HARMREIGMEERNS X

o MRBG—MHEEEXA—NME. —MEE, HEBFENX
BiEE, EXMBELTENMMEREREFE XM, WRHEENE
BOW#ZEL, TF-IDFIEE!;

s ANWNEBIMTHEHTRAEANENX, #ITHEEBENII%K
RE—LH. gNEELERTE, LHRABEMENZEword2vecid
BRAER,

(2) WMARESHEERE?

MEMETENEENEXE, ST HENNEWNMAB
E? R ERESAXNTEAEUSHELNTRE, BRiEEER
WFAER:

o LIO/IVERTHERNEE (5. BiEF) BEERXEH
Z1£, BIBOWIEE 5Bt VectorIAS;

o WEANMHEERRNFIMHTIAMS T, LUDSAIENLEER
&, MEEArBOWIEE;

o RMUEBENNATNIEN, MEZRBEINAESHFIE
DUEIASAER A, BENES MITHTEENITD, RIEE MM
ERVEN{E, STF-IDFRREL;

o PRRAFAMLAZET AR AXNXEAEBUNERE

.
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®, AbBETSMENERGREX, EF AN LETXGEXXENRN
SNMIEERINE—MARE, #MERXANERE, B
word2vecB9illlIZR A o

£ VSM HEZRF, BOW X XARMNEMIRHITHRIG, FY
SR AFRNRENREF, BEFAIEEEL B NARNBEER,
IR I — B (R A SR IEOME R FIMT B, AT BOW B
TF-IDF MUY 8248 5 BIAR R B # 1T TS, SINT B HESE
KRGS I XAYFFEENREN. WANEENSEE, METF
T/ (Topic) 7% RIEHI LSA (Latent Semantic Analysis, BT1E
B 93 ) . PLSA (Probabilistic Latent Semantic Analysis, #
FBEBX D) UK LDA (Latent Dirichlet Allocation, ETEIX
FREQER) EE, METETHNEENEESBRELEFIH
HE NS E, RETXAETEATENRERT. #—F,
U word2Vec A ERMBFXEHENENABE, TRDER
HHETXIFRNENM £, RIETIENEXAAME, b ERRAE
BEBRERNXERRES,

ABUDITEIE, AXETEREFT BOW AR TF-IDF &5
TEAXAEREXN DR,

2.2 BHERRBR AR

FAE BOW HANKENFHITRIZN, MELEREZMEE
REEFHEDELREE, WUALUGER LSA S(E LDA 3,
ERARMEENTETEN X FHTHE, EXEZER—EHN
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E80 BEUILASIERE T —EFHEBRERAR, WERIEH BOW XM
EHTRE, ARERIERVERRANARTREXEARE
ERBEENRE, U_SMKNFEEERRNXAREHE
= EHB Do

BEifE AR Z AR 45 ARE PCAL EFAL ICAL SVD.
LDA (ZMHIBI D) %, ERXLEET IR AT EHEFEMRLE
TEXAMEZEWDHRR, NN SERRHEFLESBNE
B, IR,

MATHRIESEZTEAXEABMEZ BN DHRXREME
TERRAERE, AXEFEM TSNE (t-Distributed
Stochastic Neighbor Embedding) &%, RE AT
RETRIESHETERNXARBAEMNERRKF, £
HEEEHERNENAAEZANEBIRXR. XIE

EXANETEBRENXERELIN, BEET-IHFNR

EHR.

23 BRBERERE

BEDMBLTRENSZIBELAPNER, BETEERZ
BRBNBEXRAWREFAHATEEERLENDNTGE. B
I ZEANRBEELZTEGETHEENRRES. Kmean B
X, BETEEN DBSCAN BXHE, OPTICS BEURETN

P

BREEES,

HA, Kmean B2 —MEREFERNEE, BHER
KERZVREBEDPONERERZMRK, BXFLHEERD
BEBRBRMEFHITIRG ; DBSCANBEZMNEFTHEANEZE
AARFEASZENEKBXRR, BBEERRNERNELS
FRR, BNFHEATERRANFEXELRENRE £F
DBSCAN Bi#H OPTICS BIA KRB B R BE AL R A
FREREARETHR, HMEBLXAFTEEARBENESL, B
HEHtBEE#EMRANRE, EEARIEHREEZITEBRZREMEU
%o, GMM BEETHEANSH 2MMRIE, B EM BiAE%
BEFANFEAFNELIAER, EERLVRAFEZIG
BRESEEWRK,

AN EBEREF Kmean BiE. DBSCAN EiES GMM BIAT L
AFITRE DM, FHES TSNE BiE#H1T 2D Ak, SHER4FIE

FR%E B R 2B R 1T L 30 E

3. 558

3.1 AR EERL

AORIIIEENT NTI FFEBY 10 FFK HTTP X iR, SR
ERE, EEM HTTP Banner {58/ 31EX T Response Header FREY
Server FE&. Authenticate FE&. Content-length FE&. Status_code

FEE, LK HTML AR Title FE:. FRIMENEES Banner X7
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HYEAIEHKE Banner_leno

banner banner | | HHETEHRT ‘
CATUEE | HET R JM)T
TSNEI‘“”@ st
banner
XARE

1 AR IR

W 1 AR, ARSRIIRERINTHE#HIT I

(1) XAFLIE : WRIEH Banner XA#ITHE. ZFHRM
B, BHFRER. MNERREXAETE ;

(2) BIEFERIREN . M Banner XX 2 F1 32 BX 4 2 Server.
Authenticate. Content-length. Status_code. Title. Banner_
len Z4FE ;

(3) XEmE: E/H BOW KA 5 TF-IDF &R 2%t Banner
XAHITREMALEE ;

(4) FPELAETIALIL: BEF TSNE fREIN XA - BRI RE Mt 1T 4
7£ 2D TR X AMEHITAIR ;

(5) 45 1L & 9 #7 : % Banner & 12 BY 3% 12 B9 Server.
Authenticate. Title. Status FE O EN 57X, 7 TSNE
ZIER) 2D ZE AT E BT RRRENETRE D, SBERTRL
HITRILL, IIEAFAEFEEST Banner SR HREXIEH AR ;

(6) XATE: 5516 A Kmean i DBSCAN BEiE 5
GMM B RIAMN AR EHITRE, RMEMXANRETE;

() BIAEFREXARRENFELR M 7 20 4=
BRI RERIEH TR, NEREEENREERSHET
FERAZBHEEZEN -, RIEREXBEEETZAAGS
THIRTIT

3.2 EF TSNE B4 nT ik

e

10 F%&#FAETEL BOWRTF-IDF RERBHG, &
PXAEFHBERA—D 2000 ENREB. B4, HEFEFREKET
Bh4E, BERENRAEBLEESES, ALER TSNEE
ENHRATHRER, BHREMAENXAKTEDHN
B 2 Fio

2 XAmEBEREHERIE
XEbRE, £F BOW 5 TF-IDF FIAE X ATE 2D Fa$1y
BEPAENRENHRIE, HERWNE 3R,
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Banner Vector (TFIDF vs BOW)

o

B3 mMERNmEtER
SRk, MPRENXETREBUERTKR, EENBITEFR
DTSR BOW mE XX A IEHITHIE,

3.3 FHEFEREVRTALE XS L

TR IEFRIAPIIEEEFENMBATEL, AEHEE
BERNREFREN LR IERNE -5~

MATRASEEBDNENFREXRFRXFEETEH
NWOHREAEHRENKREIHME HINEEX Server,

Authenticate. Title. Status EFE&#H1T T 9o

7%

(1) Server FE&
£ 10 A& EIEYT, &5 Server FRRMA A5 A%, HF
ERENERFRIUR ST I0E 4 P (BUUR AT 100 B9ERME) -

Server labels (count>100)

1000 2000 3000 4000 5000 6000 7000 8000

& 4 Server FEEVESNT
FADEENET 9 MEXHITAIMMN, R52HERNELSH
XTECUNE 5 FRo

HTTP Server_Header labels of SW samples from 10W.

B 5 Server FEFEEHHIILL

SECURITY

» BARETIG

B, WFEERN gsoap/2.7 5 wstl cpe 1.0 &=, H
DHHELAR, TREDHHEFHAENNEEL. B 628
B5FEE Server FRZBIMNE XD HBXILLE, BATESD
HEERAER

6 3% Server PRSTEEETRNERTLL
(2) Status FE
N3 HTTP MRz ARSI 1T, ZIMEBEHAEMHES
DR, XEBEENT HTTP/L.1 #YAY 200, 401, 404 RSB
K FRAH 400 FHER#EIT O, HEXDHERME 7T,

HItp/L1 status code of 10W samples HTTP banner 10 samples 2000.0.

(3) Title FE&

Title FERFEF HTTP MM L FE,, RMMNIEXH HTML 1%
ANEW Title BEFE, F—EERT, ZFRHUEETEENE
FER. YRR AEDIRE, FFE Title FEERYN 47418 AT,
TEAT 1000 £HHEVER 34440 £HEAFHAZHESHESRK
SHEBEXER. BRXBATHIT—17AM, BISCEEETRIR Y
FEEVE, XUTREAERI FHARF IR AMER,

Title labels greater 1000

error: the requested url could not be retrieved

400 bad request

403 forbidden:

302 found

0 2500 5000 7500 10000 12500 15000 w0

8 Title FEREVES
Xt Title FEREAPHEREREEERE. FTEEEEURES

EREREATHZERHITRIRLERLEIILL, HERMNE 9 Pk

B 7 RESBEHERED XL

B 9 Title FEREVBEFRXE DXL
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(4) Authenticate FE&

Authenticate B8 & Web iF A MIAIEE R, 599 WWW-
Authenticate 5 Proxy-Authenticate Wt £ &, £ 10 A
EHIBYTR, EEZFTHREENE 34142 £ 4, MHFANE
15011 £ AEFR, WHHARFEREHTHELDN, NES
WmRRME 10 Fin, HEBEEENEFER.

Authenticate Header Information of 10W samples

westell secure
huaweihomegateway
igdauthentication
sagemcom tr-069
tro69 client
cpe@zte.com

realm
cisco_ccsp_cwmp_teper
webshare

proxy

sercomm cpe authentication
authentication
realm@easycwmp

cpe

digauth

login

askeycwmp

index.html

alpha

broadband router

yapsieworld

arris cpe authentication
0 500 1000 1500 2000 2500 3000

[E 10 Authenticate FEREUES
HERBBRENDHBIILLNE 11 Fin, BERNEEEHA
ENHEEDITIFL,

11 Authenticate FE LI LLE

3.4 RELERIIE
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B ERFUEFROBFERDFINER, —EREFETW
ERFFHIUENZIBREFHAENER, BT BOW EENXEAMENK
UERKRLEFRFERRENER, Alt, KIIRATEFESRR
R Kmean 22, DBSCAN BXE%, HER GMM CEA=!
B EEMERRILL, HERWE 12, B 13 Firo

B 12 Kmean BELERSRIBHEFRDHILL

.

56

13 DBSCAN BRERSRIGTHELEDHXLL

WL, MMBABEMELNRNBENEREEFSE, B
EAT L DBSCAN BmFRMEGE—EENEE, WFEE
BRIEHEE, REBHANRER. HEEZT, GMM BIETLURE
B R PR D RIEIRFATIRA— I RE, HRENFSZH
BUREFRNBREIGEERESN—HM, XE2HTF TSNEFET,
RE=EFEIEN T OMEMEEZEFNERNSHOMER,
REPBOEHN TN REN MBS B HFFEHRLPLREZRE
BRLBTFH.

14 GMM BELERSRIGHEED XL

.
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Tl XEEGRFE X BRTRAER DT IMAA, RAMKIBRTLLES
SMEERRERSHEFTROTRENNL, FE—ERRIN

BIESER.

4. BENT—SIRAR

SR H, BRINIEZERNTLEL

(1) ETBOW#EE X TF-IDF T HTTP X &KFA
B, EBRERNHMBIRIXAEFEENE~[FIE, B
NMEXEZINENRELERSM, AURIERKXLERS
TRAFLEFERETRAETERHELXI BN —H M,

2) MNERIETHRIEIFBEASEENRETEENSE
B, TURETFHTTPHNFRIENNE~EEMER
HTTP X A BEDINAHBNEER, #—FPRAFLEE
BRINENE R,

HA, HAMBEFERIPRENEEEXRIHELE,
ETFRLEREBNFABRKXLEREZTEHTRENAIDN
E5fitzE, TR ERTEARNTHMNAS=IEN, XHHF
FHEUTE S,

(1) #TEBREBEZZIN, NARRTIEEEN
WECMEFRASRAGHN -2 XHE, BEGEEER
EXEANEHNEE—HMUEKIBR+ 595 KBB4,

2) MEIAXAEHEFEIEENBIEHITIIL, B
RAZENRABEZERW: —BRETFTEHRREERI

B
=4
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GRENEEER, WEMXA#HITIIRIRG, EXMEERME
RMHOEFER; —RASEAF LGP MANRREE,
BHFARNEFENAEES TS ARNBEEE AR
XEMEERN, ALEENHEER+IESR.

U ERERAFBERNREESHFRSZE, URSRIE
AFERMSIRFFENES. T—F, RIPEELRMER word2vec,
textCNN FHENBER—LEHNHGEH#ITETF HTTP XEMNHE R

M5B RMBIRAHAR.

5. Bigt

TRERDINEETRBR. KUEFEFEEXTYRMIREN
RERERMER, AXTERITRARGHERNZR, 7L

—FRTR.
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