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Policy Category Weight (w) Importance of Network Access (F)

confidentiality 0 0.1

availability 1.0 1.0

integrity 0.7 0.1

Wietworkhccess = 0 X 0.1 + 1.0 X 1.0 + 0.7 x 0.1 = 1.07
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| Rank g | Responses for sr, l Iupact,”_"J
0. Complete network isolation 1-0/5=10
1. Network isolation: block subnet 0.8
2 Terminate process 0.6
3. Delay suspicious process 0.4
1 Deploy intrusion analysis tools 0.2
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& donaldjtrump com(sbout a #

this site was seized

the world has had enough of the fake-news spreaded daily by president donald j trump.
it is time to allow the world to know truth.

multiple devices were compromised that gave full access to trump and relatives. most internal and secret conversations
strictly classified information is exposed proving that the trump-gov is involved in the origin of the corona virus.
we have evi that i its mr trump as a president. proving his criminal involvment and coorperation
with foreign actors manipulating the 2020 elections. the US citizens have no chaice

today is the day - the whole world can decide if they want to know that truth or not.

VIS, SHARE THIE DATA:
P LB AT ] g O PRE L3 bt By it -

HO, DO HOT SHARE THE DATA:

sau o —
after the deadline we will compare the funds and execute the will of the woi both cases we will inform you. you can
identify our key.

PGP Koy

—-—--MICIN PSP PORLIE EEY BLOCH---—
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&%, WHEBREARANST, @BREUNZENEEERNIABTA T, FERFIR
AWM Z 2 NEREMBERN, IMEHAEELZE2NE, TR ZESANENT
B, BIERNERESIANST. XEFBRE M, TMEEEBRIELE BT NE
RNE, MEUEAAREERTFEWVERN.

/
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Drupal £ PHP KB 1TR:F

(CVE-2020-28949. 28948)

REEE

K*mEgiE]l: 2020 £ 11 A 26 H

Rk

b= Be]11326H, DrupalB®
FRER2IBEMEE T2 M Critical
RANERPHPAIEHITIRIECVE-
2020-28949F1CVE-2020-28948,

EEBADrupal FEABIPEAR
Archive_TarZEs|IN, /5&BTF1EPHP
FRxttars #1702, Archive_Tar
FRETEPHARR 5 51 b R R LA e A ith
XHEER

L DrupalBEcE N 1T tar. tar.
gz. b2 tZEHLA M 1T, HXY
EEXHHITRIEN, REREEY
BEN RS IL AERAEE T,

2R aahRds

[J Drupal 9.0.x
[J Drupal 8.9.x
[J Drupal 8.8.x
[ Drupal 7.x

QW 22AIR / 2020.12

FZ R MmhRds

[J Drupal 9.0.9
[J Drupal 8.9.10
[J Drupal 8.8.12
[ Drupal 7.75

BREE

EBiDrupal B3 BEE LB A
BET LRRRE, BINZEMAF N
RIRFHERFHAITELIR

AR TR0

Drupal 9.0: https://www.drupal.
org/project/drupal/releases/9.0.9

Drupal 8.9: https://www.drupal.
org/project/drupal/releases/8.9.10

Drupal 8.8: https://www.drupal.
org/project/drupal/releases/8.8.12

Drupal 7:

https://www.drupal.org/
project/drupal/releases/7.75

TS EALNERT, A

Drupal

BIEAF Ef% tare targz. bRtz
FRAUNEBEIFNE R
ERES:
https://www.drupal.org/sa-
core-2020-013

~ BB

L2 NENARERTEFTE
HNZ2nf, FBRREAILZER
SRMI AR AE, BT EE.
FMABZ 2 NEFTIRMEME B MmiER
MR EENE EZENGERAHRL,
YWHERERAGST, SRREUK
TENEEBER NI ABEMA T E,
FRRFTIREXN T 2 A EENA
REN, IMEBEHAEELZER
£, NIRRT AETEMNE,
BIERINERELBNE. KEEH
B, FMEEEENREE LR
TENEARAR, FMEUEAAREHR

AFELEN.
/
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Drupal ifZ{Xi3H1THH
CVE-2020-13671
ZTERE

Drupal %&7RBda): 2020 4 11 B 19 H
&Rk RRAE
b= 118198, DrupalE EfiDrupal EABAERMTHMARBE T tXRRA, ZEMWHAFNR
ARAREBENEE T —MEER  RARHFITHIR.
PO TIRIFICVE-2020-136710 ZRIF FThR A S BT
BT Drupal CoreZ A IEIRVINE H1% Drupal 9.0: https://www.drupal.org/project/drupal/releases/9.0.8
XHRXHE, SEEEIBER Drupal 8.9: https://www.drupal.org/project/drupal/releases/8.9.9
SR IR AR N EMMIMEZE L, Drupal 8.8: https://www.drupal.org/project/drupal/releases/8.8.11
TERENERET, XHPRERE M Drupal 7
PHPEAT, MMSFTEREHIT, https://www.drupal.org/project/drupal/releases/7.74
AR, BAPIUNEE EENNHREEFTEHNINHE, THEES
SN SRS MEENX G, BRENAIZEERHBS:
https://www.drupal.org/sa-core-2020-012
[J Drupal 9.0.x
[J Drupal 8.9.x
[J Drupal 8.8.x =
[J Drupal 7.x 4 a HE )
RE2NENARERTTEFEENZ 2R, SRR Z 2 AHREEFIRIE
HAEE. ATERE. FALZ2ASFRENEEMEMN AR EENE BIENGERRR
$§%ulﬁ]ﬂ&¢ K, WHEABEAANR, FRRBEUNRREASEERAWEBEARERE, FREEH
O Drupal 9.08 BN T2 AEMBABREN, MREHNFREILLZ2AE, SRIELZ2AENTE
2, 9ERNERSELHANE. REFBREAT, MEERERHE R AT S
D Drupal 899 nE, FEUERSTBERTELEMN,
[0 Drupal 8.8.11 \_ -
[0 Drupal 7.74
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SaltStack Z1MR2EF
CVE-2020-16846, CVE-2020-17490,
CVE-2020-25592

REE

K*mEdiE]: 2020 F 11 B 4 H

R

H, SaltStackER AL 2BENEET M %2KE, CVE-2020-
16846,CVE-2020-17490,CVE-2020-25592, XLEmiE )& A IS Fen 1T,
SaltStackZiN A 2 RIRFALRHTTILIR.

SaltZAPythonwE R TEMZBRINEIRR A FZE, BRI RIVEIER
DIz 1E A

SEPR

https://www.saltstack.com/blog/on-november-3-2020-saltstack-publicly-

disclosed-three-new-cves/

e AR AL

[ CVE-2020-16846

WHEEIEZESalt APIBY, BI LU AShelliE AN (shell injection)SREXSSHZE
%, MmiTSalt-APIgi <,

[0 CVE-2020-17490

WHE TR B—MENPRRI AP E R Salt E N m B ANE, EfE

JSiiss-

@ 22AIR / 2020.12
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(1 CVE-2020-25592
ESE? T SaltbeauthFIACL TS 2 ELETIR, T & e i salt-apideid

SHBIE, TRl shEEEFEN, FHITH2.
SALTSTACK
w N bR s

2015
2016
2017
2018
2019
3000
3001
3002

Oooo0ooooao

BREE

SaltStackBE ABEAMEMEBE 7 LRRE, BINAFRRIRALHITER,
FTARA T Bt :

https://repo.saltstack.com/

EXEE A T Etht:

https://gitlab.com/saltstack/open/salt-patches

- 7 B8 N
ARENEXARERTEEFENREEE, FEMRANLR2AEREEARIE
EE, AT ERE MALREASIRHIESMEREMNERNERIZRNER MR
K, HHEREAANE, FEMRURZE2AEFETNILABEARE, KERA
B2 AEESMBRENR, WHRHRERLRE2AS, AR REAERTE
Bit, BERNERELENE. REZBRKAN, TEREREATEERLLZEAE
RE, MEUERAEERTELER. D
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[= R¥EZr] Weblogic Console

CVE-2020-14882 #T4id |

BitR75 3

KBl 202011 B 2 H

RN g‘?’:ﬁ

(GEEpUnlz) I

AORERF EBHIE LU RER
=%

1. Oracle A7 CVE-2020-
148824 T ST R RR R F R, H D EC
g5 CVE-2020-14750, #0132 BH
(EF=VaE

2. WAF BEXINERT, Zal
BEEAINT B E XA MFF AN £
AP R, 1E0 4.5 WAFE
EXNECE

Oracle® 755 Weblogic Console
CVE-2020-14882 &7 894N T H 5T
E, FERSINER, BEFER
RAIEZAN T SET HIRRR 5 2o

7£ Weblogic &7 108 &##h
THERT, WEHEBTSICVE-
2020-1488289% T, f&kFAPI Ligeid
Console = & BT RIREY, BH#h
DRAFREERA EHRNEHEIR
AEECINAEE.

BINHEXABRABEHBRAAER

Q) 22818 / 2020.12

KA R IR KEN BRI HE 5 |
OracleE HCPUsEEE:

https://www.oracle.com/security-alerts/cpuoct2020.html

—. EAgEmeE

[J Oracle Weblogic Server 10.3.6.0.0
[J Oracle Weblogic Server 12.1.3.0.0
[J Oracle Weblogic Server 12.2.1.3.0
[J Oracle Weblogic Server 12.2.1.4.0
[J Oracle Weblogic Server 14.1.1.0.0

=, BARBIPHE

3.1 IREYEREIEHE

EAREMESIENERT, BNENXINEFFES /console/console.
portal BYIRIABR , SHEST Console IR EHTEMZ CFRRUIABNIEKES
1% console BN — 1M ZIBAERTEREIZ) o

3.2 BERFEERE
HHIBYE]1181H, Oracle E A AL EEE, JCVE-2020-148824N T &%
R BLSR S CVE-2020-14750, REIEEA7E 7 CVE-2020-1475089%M T o
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R ¥

BRFZZERBS RN TH
SZEMTEERNT, HFERINT X
T readmeXHEITRE, U
RIEHRB BIBGR,

A OracleBER#N T RERFHF
BIERRERNIFEIKS, EHEZKS
Epthttps://support.oracle.comfz,
BILU RN T o

ERTemEiE:

https://www.oracle.com/
security-alerts/alert-cve-2020-14750.
html

3.3 FEARRIENFIFEY

3.3.1 ZBRBRENEL RS RS

AINEF A LERZBRRINTRRLITERS (RSAS V6) « Webkl
FARRRMAL (WWSS) « NRIINRL(DS) . H—EIRE (UTS) #17

Fo o

*

miIEZ 2I{ERS (RSASV6)
http://update.nsfocus.com/update/listRsas
Web W FBIRBHIEARS (WVSS)
http://update.nsfocus.com/update/listWvss
NEHMZSE(IDS)
http://update.nsfocus.com/update/listlds
S—EIMRET (UTS)
http://update.nsfocus.com/update/bsaUtsIndex

33.11 N stk &/ AN A 24~ S

RSAS V6 R4t V6.0R02F01.2006
RSAS V6 Web 8 {F V6.0R02F00.1904
WVSS V6 V6.0R03F00.187
IDS 5.6.10.23834. 5.6.9.23834
uTs 5.6.10.23834
® RSASV6 AGtiEME M EbERE:

http://update.nsfocus.com/update/downloads/id/109796
RSAS V6 Webi@ & T a iz
http://update.nsfocus.com/update/downloads/id/109793
WVSS VoI El N EERE
http://update.nsfocus.com/update/downloads/id/109792
IDS FHEREL N B

5.6.10.23834
http://update.nsfocus.com/update/downloads/id/109743
5.6.9.23834
http://update.nsfocus.com/update/downloads/id/109742
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& UTSHEE TainEs::
http://update.nsfocus.com/update/downloads/id/109765

3.3.2 ZBRREFPE"m
EREBRKBIFET R, NEBHIFRA (PS) ( WebARIFRS
(WAF)  F—HREAERS (NF) RHITBRR,
* \EHFRS (PS)
http://update.nsfocus.com/update/listips
¢ WebWAFIRRSE (WAF)
http://update.nsfocus.com/update/waflndex
* T—HBNERS (NF)
http://update.nsfocus.com/update/listNf
33.2.1 IR AR E /AN A=

BP e e | ERAS

IPS 5.6.10.23834. 5.6.9.23834 25079
WAF AINEE XFM uri_path * rco /console/appmanager/*2\\. —

NF 6.0.2.833. 6.0.1.833 25079

& |PS FHERE MR
5.6.10.23834
http://update.nsfocus.com/update/downloads/id/109743
5.6.9.23834
http://update.nsfocus.com/update/downloads/id/109742
& NF FRE MR
6.0.2.833
http://update.nsfocus.com/update/downloads/id/109759
6.0.1.833
http://update.nsfocus.com/update/downloads/id/109760

333 ®2¥a

¥4 FHRE | NI S

TAM (ZR2REBEMOITTE) 2.0.7.232258
ESP-H (BRI ZEFS ESP-EVENTRULE-019-20201030.dat
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4.1 RSASHtaEcE
ERGIHERT, i TELEAEEREX.

g @
e FEAE - - Famm
b

- L L h Wit update. nifecus com BRI SERT i
Lg 2] anm .-—
SR 20

S LU i
s : * RGN O N8O 2EanEE
MR
wann s
L i) p—
EEEn
L
= TERE
a=
A
BENO

VERE N EIFBVRN R E, RO T TR, FFHRTaE,
AhEd ESIRmER, T IORRE TR,

4.2 WVSSHHEECE
EWSSHARSRARAE, [ NEDEMUEEREX, HTHER:

na B @
(3 s
Tarm
o =
=
rawm -
o B,
sare Bodw AN wrasEE
. wrrerm -
ve i
-
En
I .
eaim 00 Wasnas
st -
L e
L
gy
waa
ey

VR N EFBVRN RS, KOS T TR, SR TAE,
B E R RmER, HX ORI TR,

4.3 UTSIEMIECE

ERGTRP R BT TR, EEMNARS, EEN AR,
mii EfE, FEARMIENL,
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UTS %i—EilixE

ERRE G et
EEAR
v R
|t e v | | mER B | [ £#
- o . N -

o EEANAETE AR TR
S LRIE|F s V2.0R00F00. E#EREV2.0R00F00L FIRFEH:R
- BRI (rule):

FRHE LFikEE V5 6R10F12133
EiaiE
med
keEE
TR
THEE
F

4.4 IPSPH{PECE
ERGARPREOBEALR, ERAZSGNNE, BENNAXHE, =4
Ff%e

3 il
F BE S

||,%2mmu§(~ rule) v‘ | Choose File | Mo file chosen | 125 EEF150MB

SAEREAIME EETENRTAERE
L]

r BEEE
YR

T RH

FRIE

.

BHAINE, ERGEMINANEFEHAMNES, BDAIE @RISR

A=

- = Ea—

AR

o FlmhRES SRR ﬂ P —

1% v i, L0R v

ZEAN
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AR BHAREARESIEENERLEN, FEMRETH, BpingBl=

1Bk

%3~5/\:

FEEIERINIER.

4.5 WAFBEE XN EE

ERGPHEEEXAM, &

N 1

IR

sy

o ‘w2EE - WMUEEE" - “BE

==

[Tkt S i

HNEEE

B & ERE
WebfBEERE
WebEHRR
[/l )
LRI
SQLEMNTR
LDAPEENETR
SSEESIRR
XPathiEABTS
SN
EEeElTR
EEREEERT
[s=er
WebShell 57
SmESSE

=xTas  ANESE  SREE  EEEE ERNT sSEF- moe @=Es=n
2 R

mEy

Qsk .

D

=

=k

ES
mwon @R | =a || ewm | Fa || &m 4 =

D £ = 1=

o b

on BRm0 | == || = || = || em

© 20171219 17:21 iZEfzAdiEl: 2176 755%h

(BE#Em]

NEDIREIE: “BRURFHKERT /R ‘%% oifE:

SRS x

HTTP 0.95:FIRTERAE @ O o @ 135 O %
EFURIFEESE @ O it @ B O @
URI-Path&&CRLF @ O it @ B O g8
ERAITIEAEE O O put @ Ear O ==
ERITERLE O O it ® RO =%
HTTPI1.1 BMLbHOSTEE © O it @ B O =
Content-Length &1 €3 O it @ B O =
ERURIFTNF#H O O it ® B O @
ERURIEBEFINTT @ O it @ pEsr O =%

ZHIBEEAINT BE XA ARANEHAEFDENANUTEENX
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¢ FXCVE-2020-14882

e | URI-patn v|
MR [Euss v
IHE 6 (images|common|cssljs|bes (| ESF S

il ke

(uri_path * rco (images|common|css|js|bea-helpsets)nS+
(%h2e[L NS console(jndi)?_portal)

P

(uri_path * rco (images|common|css|js|bea-helpsets)/\S+(%2¢e|\.)/\
S*console(jndi)?\.portal)

¢ FXCVE-2020-14883

wilirie Parameter v |

et han_dle W=
*E=oellErEParameter

MLEiEfE IElas w

IS & (com.tangosol coherence.m [ K575

Fa=iil ke

(parameter handle rco

(com.tangosol.coherence mvel2.sh.ShellSession|com.bea.core.repa
kaged springframework.context. support.
(ClassPath|FileSystem)XmlApplicationContext )\ *2?"))

P

(parameter handle rco (com.tangosol.coherence.mvel2.sh.ShellSession|com.

bea.core.repackaged.springframework.context.support.(ClassPath|FileSystem)
XmlApplicationContext)\("*?"\))

G 22818 / 2020.12
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4.6 NFRAiFECE
£ NF BYRLNIFH R SR EEAT R

EEmS

EEHE

L -] |.}-%IMI|IE'J_‘-|'-I|C:' '| Choose File | No file chesen | s ]

= - ERTRSR AN

it
EimE

FrEEAMN G, FEIRRIRISEAEHT.

4.7 ESP-H (RERIRLFE
B£—F: EL%ESP/ESP—F@D

ETH HATLDN-EEAN
£ WTE, SESAAN,

..............

e

- = B ~
KR NENAFERFTEFENZT 2N, FBERE AT ASRAEARIE
EE, ATEE. BT ANEFMRENE BEMSHN IR EZES & EENE R KXIR
&%, WHERAERANMNST, FERFEUNRTENEEEARNIEBEMRE, FBRREIR
BN T2 AERERFMRREN, EHIERLZ2 S, NIRIILZ2AER5T
%, BIERINERS 2N D. REFBRE 2F, FMEEREBRIEEE LT ASE
AR, MEUERARBEBTE LB, /
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Windows Kernel cng.sys

MPREEFH 0-day iR =. Microsoft

CVE-2020-17087
REES

KBl 202011 B 2 H

230

¥rH, Google Project ZeroFIlA &% T —EXFWindowscng.syste R
A (CVE-2020-17087) MINE. ZRED TR EELABENNE LT, @Y
BEAPEITRELGIENERRER, NAIPREFA IR,
BRZRAEEETHAMNANT AL, HFERREFEREERME
AT HITEE. BWAPREXE, BERERIETRATENER.
SEWE:

https://bugs.chromium.org/p/project-zero/issues/detail?id=2104

RN G hR 2

0 Windows 10
0 Windows 7

BREZ=

HENZRAESWETHA, MREDRAREMREIAATHITEE, 2
WHRARE XL, RN@RTTROIANER, EREHHTRME, &
B BT TER R

@ 228K / 2020.12

~ BB
T2 NENFBRE AR P BEIF/E
HNZ2nf, FBRREAILZER
SRMI AR AE, BT EE.
FMABZ 2 NEFTIRMEME B MmiER
MR EENE EZENGERAHRL,
YWHERERAGST, SRREUK
TENEEBER NI ABEMA T E,
FRRFTIREXN T 2 A EENA
REN, IMEBEHAEELZER
£, NIRRT AETEMNE,
BIERINERELBNE. KEEH
B, FMEEEENREE LR
TENEARAR, FMEUEAAREHR

AFELEN.
/
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Windows R HR SRR
(CVE-2020-17051.
CVE-2020-17056)

g b

AfmEYE]: 2020 11 B 11 H

Rk

SR 11A108, MAREHAEANT \EMPEE T MAETE T Windows
MLES 54 (Network File System, NFS) 5989J&7E, 932 CVE-2020-17051
A1 CVE-2020-17056,

CVE-2020-17051 2FE Fnfssvr.sysikoh RN R HITIRE, BIFEN
R RBEFESN (BSOD) [3o

CVE-2020-17056;2 — MEAE T nfssvr.sysIKa)FBNTAZHF REURE, IS
ASLR (thht=s[sl1fn/amErlir) w5,

LUXMNRARASH AR, WEEEWindowsAksS2s 5l RS E
FFRIITIZF BRI BE MR A AIE Mo

ERBNREMASREETAT, BINVAFRRRZEEFTHITHIM.

NFSE NN RN E /RS B &g, BidWindows NFS, B 0] LT
=17 Windows BIIT BN £, Ripip A H—FRIEMIF Windows RIFZRSE

(40 Linux ¢ UNIX) RS,

SEWRE

[1]https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-
17051

[2]https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-
17056

[3lhttps://www.mcafee.com/blogs/other-blogs/mcafee-labs/cve-2020-

17051-remote-kernel-heap-overflow-in-nfsv3-windows-server/
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CVE-2020-17051

Windows 10 Version 20H2 for 32-bit Systems

Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows Server, version 20H2 (Server Core Installation)
Windows 10 Version 1809 for 32-bit Systems

Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows 10 Version 1909 for 32-bit Systems

Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows Server, version 1909 (Server Core installation)
Windows 10 Version 1903 for 32-bit Systems

Windows 10 Version 1903 for x64-based Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows Server, version 1903 (Server Core installation)
Windows 10 Version 2004 for 32-bit Systems

Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for x64-based Systems
Windows Server, version 2004 (Server Core installation)
Windows 10 Version 1607 for 32-bit Systems

Windows 10 Version 1607 for x64-based Systems
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows 7 for 32-bit Systems Service Pack 1

Windows 7 for x64-based Systems Service Pack 1
Windows 8.1 for 32-bit systems

I e e e e e I I I O

Windows 8.1 for x64-based systems
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O0o000googgood

Windows RT 8.1

Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for x64-based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core installation)
Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core installation)
Windows Server 2012

Windows Server 2012 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

CVE-2020-17056

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

Windows 10 Version 1803 for 32-bit Systems

Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1803 for ARM64-based Systems
Windows 10 Version 1809 for 32-bit Systems

Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows 10 Version 1909 for 32-bit Systems

Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows Server, version 1909 (Server Core installation)
Windows 10 Version 1903 for 32-bit Systems

Windows 10 Version 1903 for x64-based Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows Server, version 1903 (Server Core installation)
Windows 10 Version 2004 for 32-bit Systems

Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for x64-based Systems

202012 / Z2AHR @
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Windows Server, version 2004 (Server Core installation)
Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems

Windows 10 Version 1607 for x64-based Systems
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows 10 Version 20H2 for ARM64-based Systems
Windows Server, version 20H2 (Server Core Installation)
Windows 10 Version 20H2 for x64-based Systems
Windows 10 Version 20H2 for 32-bit Systems

OO0 o000 oo0ooooooooogooao

~ BB
L2 NENARERTEFTE
ﬁ@*ﬁﬁ MNZLnl, %Eﬁﬂfixﬁiﬁtﬁ?é//&
SRMI AR AE, BT EE.
B Z2NEFRENE EMmEnk
ME A EZEDE EENE R Rk,
YWHERERAGST, SRREUK
TENEEBER NI ABEMA T E,

HREABINZEMAZLHZE T, RIIBNEXAFARRE
o (NI HE, SEHE
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-

2020-17051
ZBERBIAEN IR 2 A EHEEA
: mi ft. -gui - bility/CVE-
https://msrc.microsoft.com/update-guide/en-US/vulnerability/ B MR e
2020-17056

5, DARIELERERNENTENL,
BIERNERSE2HRNE. REZHE
B i, MEERERRELRIL
LERNERE, FRUEAAIEH

AFELEN.
/
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Xstream

2303

IrH, XStreamBA LML EE
&, BET —DrREABERITRRA
CVE-2020-26217, mIZWEHBTTARE
EVIE R T, @il mEA XStream BY
web FAXFHIRIER, SEULE
ARBSTT, HMEUS B IRARS 231
PR, XStreamZ— MR ARV JavaXt
KAMXMUEE IR T R,

1ZoRRECVE-2013-728509—7
TR, FATHRNENRERFYIY
MIZRSOT R Z ERE), NMSER
AR HIT,

SERE:

http://x-stream.github.io/CVE-
2020-26217.html

XStream 2N 1TiRT
CVE-2020-26217
ReBE

K*BdE]: 2020 F 11 B 16 H

MR anhiR s

[J xstream:xstream hfi4s <= 1.4.13

FZ R MBIk

(] xstream:xstream ilAs 1.4.14
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BEAHBEET T MRAEBE T ERRE, EMWMBYAFERIRALHET
/R
FTARAS NEIAE: https://github.com/x-stream/xstream/releases
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1. EHRBEREERANT—L, EMRE

feMate 402 T £ T . AERERFINENLGEHBHCHHLERS!
BWERT, BT GooglelhAfRK, PEMIEHEREFINIEE LM T HZ—N
HERIRE, ZRERFRIBEETEATHNRRETELUIMIKEE, RESx
ERZREEIEFERRE, BEIBITRBREAHTE LS

https://www.forbes.com/sites/zakdoffman/2020/10/25/huawei-
premium-smartphone-search-replaces-google-apple-iphone-and-samsung-

galaxy-alternative/?ss=cybersecurity

2. ARG BRIFIIEES ZoomEFF &L=

AR BESR, Microsoft Teams N7 SEIMETTHEE, LIthWEANIE
FEXFZoom, XENEEEEAINBEEXNBSMERIBEIMEET], UM
WAL RPTEEE T B SR A,

https://www.forbes.com/sites/kateoflahertyuk/2020/10/25/microsoft-

teams-battles-zoom-with-superb-new-features/
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RNERITEE
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BIRE, MELFEDFEER
#57300%& Vastaamo BENEAE
B-HEMEAFHMANEIE, bR
FE A,

CE 435
https://threatpost.com/
vastaamo-hackers-blackmailing-

therapy-patients/160536/

4, REMEEHREILERIX
TEH IR I

(4% ]

XA, EEMEBEINER
ZHINAZE (OFAC) RHEX
HATBRPRVIE = IBE, 5
MRIEEE A1 T S BURF XS 48 IC TR SR
S E 2K PR 2 1l A0 BY 205 Rl B R A 12
X0
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t OF M

233!
https://www.agniu.com/
industry/70827.html

5. HEXERARNERK
HERE

(#152]

RBIBTrustwave I — IR &,
TE—NELILIE FHE T %3181.86
ZEBEAMNERER. Trustwavefy

SpiderLabs®B| )&, XEEREARE AHZTRUNEIELR.

(&% 5EE)
https://www.inforisktoday.com/massive-us-voter-database-offered-for-
sale-a-15239

6. HOF R TIE, B eIBERS?

(18E5R]

8 A 13 B, Docker B# T (RSZFM) FTHEEN, RIEFMEXE
BoERMEIIAN [(ZEMEESEEERBR] . [REBFSHREEE]
(L ANBR] o [RZEBR] M [EENFGT BEIEER] (5
7 BEEERBRE] ) B ASSHEEREHEZIRS I EEERY Docker M4
DYSEIREYIEESRIVES

[(&E %]
https://www.agniu.com/vendor/70873.html

7. 1.61Z/h\Bt5: BEE MHarvest FinanceZBUN{E1.61ZHIER
Fiim

(#1R]

108268, REMDeFi #ZH IE Harvest.finance&EX 7 11E24005 7T
NEFET, BEAREERTASE AHERMDiscord AT #ENEL,
RIBESAMEVBEE, BETEHarvest.finance MEFRTN T AENEHRF KT
B, ARMBRFETRANRAR TR EEEIEERE . 2ER
HGE T INME2400 0 Eh#F M, EREIENE1300/535TARIUSD Coin
(USDC)FIMME1100 5 3=ci Tether (USDT)s

[(&E %]
https://www.4hou.com/posts/wZWz

8. [EEMEE, KWER20215ReEE MM

(#FiR]
108268, BilZ2EKaInfoQRRXEINL2BEINTR, [BTE
BERBEMARRSAPISITEEEIEERIZN. B2 2B EER.
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EEBBIB AT DIEFRERAG T, TN —4 BRETR, Bs5 “HE
BREAE, RHEPLEFHZ2HE” TR, HER EReRKED,

(&£ HEE]
https://www.freebuf.com/articles/neopoints/253411.html

9. EBMTE(E: Ryuk RansomwarefTrickbot$t 3£ EEST R
MAHEB TR

[#R]

2020F10828H, MEzefMEMGHELEE (CISA) , BFHLBAER
(FBI) MBESAHRSE (HHS) EHTHREMELEEIR, ABHAEE
HmmENNESLZLE. B ERY UEFREBN AT TSN BRI
BADRE, BAEETIETREIRSNEE, VRIS EEFEATrickbot
BRUMY, XE—MAPMENNGEEGNE, AJESHTEAMERXY, 8
RyukghZR o

[(&F5EE]

https://unit42.paloaltonetworks.com/ryuk-ransomware/

10. &% EHNAF. XEEHREEFRE, #HIRER

[18E5R]

TEBRETHAZG, REBEEEHT, RELFBREHRE AT,
BREEZRW, BRNERSTNARIRERE, HEBEITENHT, BRAENH
B TR AT,

[SE& k]

https://www.inforisktoday.com/post-election-day-us-on-guard-for-hacking-

misinformation-a-15300

11. XE2mBFHERFRATRENEG. KEENTEERHES
[#ER]

HHESE290, RENLELHNZE T HRT HEFHRETHXIINZE,
RNSMEESZ M EN NP EANSEERMHER. SRR FRBEE
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&S]S 2BHIMLE K ES SN (CNMF) DUINWNE M EMISIE L 25
(CISA) iR%l, HFPFER EEZEVirus TotalTEm= T A,

(& 55%]
https://www.freebuf.com/articles/253572.html

12. F=MEE& R EFIEEFER BT RAENHRE

(#15A]

“BRAFETLA NI NE 2 T 500K TRINE T, SUELIRETT
[ELFEERLM » AIEMEAN, REFELNNF=AORETX—F
Ko ZNBELIWABEHEN “Vastaamo” LIEATTHL, ZPOLEERE
B EFIBRE AT T74940.0008 28, BEAAT2018FM2019F9NL 2
A, AFEAREEFAR 2R

(&E 5]

https://www.forbes.com/sites/michalgromek/2020/10/31/ransom-
hackers-in-finland-are-using-psychotherapy-medical-records-as-

ammunition/

13. Code42 Incydr&5l: AtAKRZSH AT T EFLER
THIRE S

(#5R)

RIECode2MIEIERBIRE, B63% M A TRt PIGEUE M LLETEY
BEFFITHENEF. XZENBAXCHRBENTR: BITHERE,
BHE (EEZX2ZE)  (nfosecurity Magazine) BI—U2019EMZT AW, &
2% R TERIRE S ERAB IR

(&51E%]

palil

<

https://threatpost.com/code42-incydr-series-why-most-companies-

cant-stop-departing-employee-data-theft/160879/

14. FTRYAPTHEERDLLMZEL R “KilllSomeOne”

(%]
Bolr, FATMERE)T USSR, EPDLLMMER T ITEERE. 2

HENBESDOLLAIR & ABIDLL,
REEERIWindows RIHTT XA N EL
MPITE R,

[&E5%E]
https://news.sophos.com/en-
us/2020/11/04/a-new-apt-uses-dll-

side-loads-to-killlsomeone/

15. FIAEEXRERHE L
Bidmalspam;E&3Z FHIQBot
HREARDER

(#EiR]

2020F EEREZRERIRKT
TTHRHTHER, ZE™EEEM
RIGTHTR, MEREZRNG
AR E RN AE M FHIGERE, B
TN EREIINFE R, BLLIBER
EMSHOAEIFEERE, EAER
EHHRERIETED FAAAM, X
MIER T, BITFIBURE—DHR
HRRERAIETD, Zoaohfeid T =M
f, XEEMIHER] AR T XEFOTIZRY I
5o QBOtIRTTARESZEBEEMAER
ENFF R FR IR, BXSIR
T ERANBOREMEURE, B ERE
EXFEREET IS T,

[&E k]

https://blog.malwarebytes
com/cybercrime/2020/11/gbot-

=if

I

delivered-via-malspam-campaign-

exploiting-us-election-uncertainties/
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16. & T HIMRILTE > FAleksandr Brovkot ¥ NSASE

[#8F5R ]

BT NIRRT AR - B KF (Aleksandr Brovko) REEE
IR EB M NI\ E, ZITH &R ZE D MZE LRk,

[SE&45z%]
https://securityaffairs.co/wordpress/110358/cyber-crime/aleksandr-

brovko-sentenced-jail.html

17. XEREMANE, MEZRELFBENGELE?

€735

K5 BER & BUR BYE W48 S BE MY 0T A B2 55 D E N MT LRI 2
BNE, FEFHIUEGEMSKETE, LINEFAAEEAR, FEi,
MBI RENER 2. EERENER RV
o SULERY, MIANBUFMN ZAR R ABNE, cAEMIERMA. ERM
MRS HEBIEOE.

(&% 5EE)
https://www.freebuf.com/articles/neopoints/254098.html

18. AR T2 MR FIOF iR

[#8Fi]

EEDAERIR, S FREMRES RISV EIEITMEFIEEE, —&
AR IR A2 M ARH B HRAE T 9 o

€333
https://www.inforisktoday.com/former-microsoft-engineer-sentenced-

to-9-years-in-prison-a-15340

19. RE A LUBE MR IREI B BE S shRIRENEE

(#EiR]

REMRASKTBEFGE, HEEERSANRINSARARE
EIEN R4, HEIMIREN, XFRMRARIAED R EEE LR
BB R BRI TEREIIARLI80R R (255K) mAYXTIE. MNREINNXZE
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FRTEN, B ES: IRAR
INAAATE] LUEd £ Zoomi@ & A 8]
W EH_ BT FRIREVE RS,

CE4:i3)

https://www.forbes.com/sites/
daveywinder/2020/11/07/surprising-
new-zoom-hacking-threat-revealed-

what-users-need-to-know/

20. A BAR T —T R AE
F, SNRAPHERAITR, BTLAET
Ei%

(#15A]

BITMERREINE—E LK
HEES—HBOTRNAHES, X
ZIFATHF MR WX IR R
Lo Googleh B RN A2
[FRIRER, ZNAEFETHE
ABLE T A B B RE 1L R T AR AV B

F Vi

(SE 5]
https://www.hackread.com/
google-app-lock-devices-users-

default-payment/

21. HRVHEHAER

FacebookI™&

(#EiR]

XEZRERT, TZHEREN
HFEIRIEREESE, WwilEEPR
ML ENZRARINBI A B A B L ENRY
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HiRE. W, —MEEERACHAERRERE NN Facebookik A AFIETT
=, BEEHRUNGZEETH.
(&% HEE)
https://krebsonsecurity.com/2020/11/ransomware-group-turns-to-

facebook-ads/

22. FEREEHAF AMESEDLLETMHR T

[18E5R]

Z2NESophostI—MmiREGEL, ERIMN— P HEREARETEA
SRS ER G RAR N ARELIFBINASR, THZR4EE,.

[&E k]

https://www.inforisktoday.com/chinese-hacking-group-using-fresh-dll-side-

loading-attack-a-15320

23. EERASMNIA T 101225 LA B HEX ST

(#E5R]

XEBEER (Do) EMAWT 102ETHt MM EMINE T, XET
TEEREETR, XEHESMSTRAT RN 252 E X

(& %]

https://www.hackread.com/1-billion-silk-road-marketplace-bitcoin-seized/

24. FENMBReMEH: ERBX

(#Fi]

WMELZ2BEERNREHAEMALNERRLEAFTE LF, Mt 5]
NS IR LIFT TR R K BEFF X Fo

[ 45E]

https://www.inforisktoday.com/blogs/bidens-cybersecurity-mission-regain-

momentum-p-2966
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25. Game Over? Capcom##1Z11005%7T

€379

ZRENIHE & 1T Capcom il F197948F, 2R FEERIEABIR;
HHhEE 22— CapcomfE:E, MUNFARITEB IS, RERENEE (£
wEdl) « EEXBE) . (Rin) . (BB « (EREEN) M &=
A) o FE1IR4EM— AR CapcomBE B IBERIFL L, WIBELETEB
NITE, ZEHEm T HBFRHM X HARS s UNEMAR S, CapcomBENRE
BRIHERAEAEERE TIRS.

(&£ 5]
https://www.agniu.com/threat-alert/71121.html

26. FEAE N RIEIFIA MBI E M & £ IR EE

(#7iA]

H5RAE I BANINIE 5189DontTouchTheGreenButton.com i & 4 7 1%
RUBHEESN., EMENIIRERIRSS, MIUAME—RRFT. BIREVIZ
I FTESQLENIRMR, PR mT AN ES R RBISSNAN H A B HE,

€313

https://www.freebuf.com/news/254290.html

27. Microsoft StoreifF3%ietGR:R 2 (CVE-2020-16877)

[#15A]

AR T WindowsiF IR FHRE  (CVE-2020-16877) , FAE6 A MR
X0, ZAFAELIORHT T BE, BIX—E, WhEP UEENS
Windows&tI2Microsoft Storeilf oI FERRIEAPE LI T, =LEEWindows 105
4 M EEA P 1R ElLocal System iR

[&E k]
https://www.anquanke.com/post/id/221818

28. FXILinuxBIBNRIREFARDZINE, B FRansomEXXZFHh

(#EiR]
EH-REHE (Kaspersky) RIMREBMENRRAEIREZE T —FHF XTI Linux
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WX HEIEARS, FEHEZL2MAR
Rigd: “XBR—1MEWssuFing
KRS, BFELFAIHATXMH, BEBEYT
LinuxEB i BV BB HIT IR, &
SEMFIEBIRansomEXXAKS,
[EETE L EARINIE A FEE B ER
DU SEERE A X B B 1T,

(& 55%]
https://www.agniu.com/threat-

alert/71148.html

29. CVE-2020-14882:
Weblogic Console #fR4EE IR
N2y

(#15A]

2020F10H29H, 360CERT
5% W Weblogic ConSole HTTP
M HATRE 8% POCEE
RH, XK BEHS I CVE-2020-
14882,CVE-2020-14883 , JmilE<4k:
5, RATED: 9.8, mREREHEE
B LIS RERIHTTPIE R, ERE
SMBIENIE L T EE Weblogic
Server Console , FHHMITHEEN,
XFItt, 360CERTEIN AMAF MBI
Weblogic AR EIRMRA. S5LtE
BY, B AR BE UG T,
U RESREW E,

€233
https://www.anquanke.com/
post/id/221752

30. k& CISATA I AHIEZ A EREEM

(#Fi]

EES—ENNENBRLL MR ER - EMIT (Chris Krebs) &,
FER B BUR T XN B I F R RIPRA BB, RBESA—ERFIAN, R
BRZILE, BEFHEEREALERIIETA, FEWFZINEREIRFIRLR
ERREER, BBEMRER, BT CISAZRRENEFER, FItEERE
KR EMHTER,

L33
https://threatpost.com/report-cisa-chief-expects-white-house-to-fire-
him/161185/

3L THETEEYEE, MFI FRITRIA

(#FiR]

EIEEM G ERNERTE, EERTFERR G, TR46LNRE
&, AIRBE—KX, BANREWITLE, FTEN, BFERERABA, &K
FRECE, SMAKHWE. T3 Fa, XHARECAPTCHA farms, FEfE#HIT
FAEBS AFMIRES, RIZBEREAXFITIEF G, BEKBARTH. MIME
T ARRBIFET, FEIR~ENGOS 3,

[(&E 5]
https://www.freebuf.com/news/254659.html

32. I SibiEifinstagram, TikTok®Im&E

(#FiR]

Mtk AR, REUtER" @ ARERERER LI IS ENTFEL,
RATFEFLEHN—REm, HEABERREELENREESm. TLDNE
FAVIFIAA, InstagramM TikToktt A2 RSN E Kelly Fitzpatrick Sabrina
Kelly-KrejciB13& & , MBERMINE5T — 1M E&ER, HERE
2

[&E k]

https://threatpost.com/amazon-sues-instagram-tiktok-knockoff-
scam/161233/
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33. MBIBFEEB EI o LUINE R REEL
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—MXTHTEFHIRELI, BETANEEERHETNAEGNE
e, PlEd S @AY TR TSR LI FTR BV S T U A TR,

[&E %]
https://threatpost.com/cybercrime-cloud-accelerate-attacks-data-
glut/161243/

34, HiFIHEE4L : DDoSIE Al BE Y

€73%))

SAIERIEERESWESELH AL T, BEATALR, thEREH
BETESRSRI LN B IENE, H BB 0IAES SRR L R T IR LB B — S Ak
78

[&E45]
https://www.inforisktoday.com/analysts-warn-ddos-attacks-likely-to-

surge-a-15365

35. BMETEENIETHR, FITB BRI FA

[#1R]

ECOVID-192 f5, B ERABERHIIARESRZ2MEPAIT RN, fB
EZERETYERESMEINNBUERS], BRGNS ER1E N T A
IR AIAEM. EELZH=1PEKRF, B+ “UFRAEAARE NAER
BER TEBE R T R,

€333

https://www.forbes.com/sites/nikitamalik/2020/11/16/we-must--protect-

our-privacy-even-during-times-of-crisis/

36. ILEHEEHX “Malmoke” ZloaderX Ay & IEMLEITAR

[#1A]
EEMEBENIL ERIERIavaEFHKLIr LN TEZNloaderE RN
o MEFFILMIRAL A NLLIA0)E, BiEbravoporn.comfxhamster.comZ X

W& 2£AR /202012



NSFOCUS

ReTH

uh, HTERRG, $REEEERIEHEEEREBEEM L,

(&% HEE)
https://threatpost.com/attackers-porn-malsmoke-zloader-attack/161277/

37. Capcom#EERHFWE : HRIFMESHME, REZGES

(#1A]

BAMZ I AT CapcomTEfMERRAIER, ©EMALIIAFIERRHE
WHNZESE, MEEERagnar Locker Gangfh 31 7 XX Fth, ZABIEHIA, H
FWEHEALUARIZRIMAMFIE RN ASIE, NEBHERSUREZEFANY
Z=8, RILEsTIRETS A M AEEZIEM.

[&E k]
https://www.hackread.com/capcom-ransomware-attack-no-ransom-paid/

38. # #7201 FMB R TN -RERFK

(#E5R]

B— MR T 2020FRIEMSE. BME: BRUT. Wb siARm
=, RBERNEN, SENT2020FMNEIFILMES, ERAIRENERZE.
XA - T EENRE. $REEMNFER. WBILFEDFEESIEXLERE
BAM. BEFERTRRLUSSAKITM, I AEXELEFN T AIETERE
BBEHMARNETT . REFNVFIFFTARNTUNEEZ | IHXERNM, BEllHE
SRR R EHEINS BHI 7 AR BRI,

L33
https://symantec-enterprise-blogs.security.com/blogs/feature-stories/

symantec-2021-cyber-security-predictions-looking-toward-future

39. AndroidiiFirefox5| 2t piERE 9 17

€i73%)Y)

EWIEEFMR AL S AN M es BRI t, GitLabsHZ 2R AR
T EBH - 2875 (Chris Moberly) RE T LU U NBRAN HBEPEFEEN TS
TR
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https://www.anquanke.com/post/id/222389

40. ERWEBEARRLARMA: rootPRFVIREY, FFMacBook.
iPhone 124455 & !

(#7iA]

11B18HER, ¥RH®ET, TE&RAERT, BHZ2ZHEBRENIH
N T DEREZIN— N ERNL2RE. B%, XTNRENMERRHNE
FMUEA B MacBook Air. MacBook Pro, tH&in< F##EHBI iPhone 12,
iPhone 12 Pro &%/ M. FRXBRE—TRFFAVEER ISR Apple Silicon
FigENZ R,

(B 551%]
https://www.freebuf.com/vuls/255362.html

41. B 18 ET — 1 IRCEFWE., XEEITAIMH

735

CyberNews.comiB&/NATTXTIRCES MEHI1T T 215%1F, HREKRSEA
CERTHIE LAFS BRI EMIBR. 7T WEB XIRCEFSFMEENNENENER,
MMIANTE “ESiESEG” B8, ARERINEI T ARSITRRRAKNEN
M L&HIbotmaster, FATIEFIAXAEFEN =K F Sbot EIE RAVEHHIFIRCES
LEHI BT REE AV

(&£ 5]
https://securityaffairs.co/wordpress/111170/malware/irc-botnet-hack.html

42 REBEREERRBELER
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FEBMRHNIDEER, FHzZEBEREBHIERKN. AIHRTHE
IE, FERHERERPELER (Huawe) Fs N HEEIE ST A BT
WS B, REEEMELT A5 (Boris Johnson) B FH#E L T (BlE%e
7EZ) (Telecommunications Security Bill) BERERBEIZE BT HMWEFAR
EFETEERN. RENREER—X—ERRIEFRFET ZRIDEMLIF
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AR EIEEALI0S R (13.455%7T)HNTN, AN ETREMENTISE
IESEFWANINBITI. B, BERHEETE T B2HREeik.

)
https://www.inforisktoday.com/uk-telecommunications-security-bill-

would-ban-huawei-a-15445

43. BEAndroid i AIZF IR EIER P IFAER

(iR ]

RERE EXBEE TR EMENSEERE, ERAMRESBRIE
B, BTI0ARMATREE T3 XM AR F RANE/REME AT
RO, ZABMER—FHETF 88 S (ML) B BRER N R F0 TR H st
BRBHONBRFEHTIRG. XM ABRFEEMI1L WA & 2 483600
AN THE, SUERERIDEEEERESOKREEN, AT ERM MLANK
SR IEA

€333
https://securityaffairs.co/wordpress/111402/mobile-2/baidu-android-

removed-play-store.html

44. Instagram S EE T RELEABIPII

(#EiR]

AEL—PANKNEER, REREZBERIFEZERSHEFacebookE@EAREE
FRIP) LB AEURBY, Instagram B8 T KA A BB T HIFHIIE, FacebookE
ZRRR T XNE), X EFacebooksE ZIkEE Instagram RV EIR, X5k
T MTHZATRIP N ASIRINZERENREE. HBER/REIM, InstagramBRaL
F AR B FHEBA MR BT 7 B TN B 88 -~ 2app X BdInstagram ™ A
RIIHTMURMCIS R, X LE S F BRI HEE T AR LER D AT B R 9 i L #5819
RAF Ao BTEE/RINN, XEBFHMHF RS 2RI E.

[(&E %]
https://www.inforisktoday.com/instagram-leaked-minors-pii-again-but-

now-its-fixed-a-15444
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E2020F10B RIS, FEEZRZITREIEM A Sopra SterialEsk, E&
S0 BRBMERRGIE, SEMBTHETHTRE. XFEEATERN
ITABERMEHBFAAIN, RyukB B IEBI— N Z 4 A kK
THTERS. HRANEYIESIREINFIAFacebook HEIFREEZ AT R
™ BRI T8RN S XRIABRR: ‘RIS HEsI e
ERRSEHEEAEMIGHENERE D, HRIFEZESMSENHERRNTT
o T BREIEIN, BRMUGBENEEWFERER T ABESMm, EE
TEEARFFE400075 £5000 5B T2 18], MK SRR E F 51930005
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