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FC-level RRINPRE R, WRZENSHRZINERRENLEPRZIIAK, A
MR R EMSRBBEEL ESARRBRNEE —TMXRES R, BETI, Wl
Nz I TR A G C-level B R BT ERI NS A E R HER
NEESRLEENRERNEER), EREEERREFHNTREFNEDT
A RYRIRE & SR R IERRRY D AT FIRTAL R ER AL B

REME2: NAMENTEEX AL ERNEMEM AT FESE
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ARBEREATBEELBENIIEE]. CIBMERENENR T AHE R FPIEE
ZEICIERAR. TIFER. TENMRIFENINIFES M. RItELETE
&, BERAEAREEREFHOIBIEREDFARANLE NI EE,

Strong Optimal arousal
Optimal performance
'ué"' Impaired performance
E because of strong anxiety
.49
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Increasing attention
Weak and interest
Low High
Arousal

B TEEAMITFRIMBXRLE]]

— PN EREEREFNERENOERANASESERINBERSEMABLED
FEFRRNXRIMEZETR2AEE, AETRNZeN2EGFIET—HET
EZNEDNERRINBIE N R WEXMENE FHEES. »—HEER
ReEEKENREINESEARNEERIN, WRARSE5NIMWNAIAR
B IEMRATTHIA LA TIZRIE fEo

REWT4L: B “WHA" HHENEINEXRFRRENNEE

EEMNL2EMHMVAERET, REFHNRIANVERSEEEEE
ERBIFE. R MERBIRIENGIAZREE, BRORINMFEEBHEIFEXLL
NETEREINERMSRZ W MAIRMEERNER, BAZRElGImEIES
HReSHBNLERORKEANIIIK. RIMEEL2NRBN/ NBE S
BONNBEFR AR T, AERENMNESL2EEERTD, EEL2M
F/NBRR ARG T EERENTENENTERERNABRN L, XEWRE
BB —METRER LIRVSIEE, ERRERNNRRADITESERZ LE
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B DB EHRITEEAR R ERRERSAEITHBILE,
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EAEERZ2FHN, MBI RER I REIAX, B
RS RS WARFERBR. WENEEFIBE, BREXImpELE, BRE
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TAREREEERACLFBIES. BEABEEEER. RAKER
LHEME. VSEREMEET. WHHEELEME. BRI T HLE
REUHTEE;

AR BRI BIE PR EBIAMRTETE ;
HNARREHNE L MEFN T2

BEENERAMINER, ZMREULGIENEEN;
NEFPBEARRE TR BN EES RRTF

Z5E IMAZBMEEITEREEN. T/ SHEFA. 7ESHR.
NERAMNUARERATNSE, I, MREADERLTR, BAR
WHEERANRARZAHITEL —ANRINELR, WMERAXEHBHT
—%Ko

® 6 & o o

FEIRMRR, PEHTR2EREEEAER Rityas
HNEEREEIEE, TIBECEOXZECIO. CTO. CSOEERR2E]
KLIPRER IV EER P REA LT 2 IR, 201798 7THEEEEEX
Equifaxt# i B A EARMRHIEEES (M, MEHRER I 143124
F, SEREIRNEER30%, ABRFHERKSNZET. AT
ZH9BISHEREERELZ2B(CSO)7AM - B/RE, BFEEE(CIO)
ARE FHEEZMNAER{, FFUberRBRENERMEREETHSH
UbernBlEER2ETT WX AERESHEFREHRER
N IR, M EXEEFLLFESHFBICEO/CIO/CSOfTE B
TUENRE, ERETIWEBREE ML REMEBHNE
2, IFTABHANBELE, RAENENESR2EEENRTEIN
BEEFNEANENR 2R, NREERLEENRIR. EAXF
RINZENZAESEEWMESEENRERIRAE. Lk
LA B TAERURIZANEL T TEER RN M. L
BITREEE, UERTH, BR—HNESXINEXNRARKAIEH
B R 2 EHM LT 2B
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[1] https://examinedexistence.com/the-correlation-between-stress-and-

performance/
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1. PID# & =i

LinuxMZNFTBBIPIDEN &
TR T — MRV ER S,
RINE B AFAVIB T QM root
namespace (IR&n&Z=(E]) , XTR
BB R T SRR, Falblud
TESEHANF I RPIHE~ 4
e RIIR, FHSFREEIRT
KRETEIFTHERAS, HFEE
kill8iptraceMMAL T A AT =8
FREYIHIZ,

fEDocker B —MBERIZRBO
E—PidN189#HE, XtEDock-
@i Dockerfiled By

e
o

erfyEHIZ,
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ENTRYPOINTECMDIESIEE, HEHIZREAINE, BEPTHAERIPIDEZ
TEM SRR, BN EonEIth SR
DockerR FELBEWNHNZE— 1B — 1 Service, HARHEIER—
— N2, BRRS, SEEEZNTFHE, thilApache,
Pid=1HIEZEEXNH DOIBMNFHIZN R, AT HIBLHE I, TEEM
L FHIERY, MREHRLZRA, LSIEERSE, WRLIBHIEN
LB MR Y, TIEREMEIRER.

=

2. DockerZ2ty

TEZDockere 544 HHZEME, DockerfEFAClient-Serverd2i,
Docker Client5Docker DaemoniftiTiE{S., Docker Daemon (dockerd) %077

B EEZ.

o oo

Docker APHESRITEIEDockerfIN R, Bk, Bis.

DOCKER_HOST}

docker build -- -;-,'-,,4

Docw dasmon |

- \>
doske i Containers I— W

| [Images ]—

docker run  —7 ‘\,\
I\‘\ Mf
L
i ’
w |9

Bl DockerZ2ty
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TEfELinux (Ubuntu 16.04.6 LTS) _Ef#EMAapt-get install docker-ceZ4E

Docker (19.034) , B#MAEEN T,

root@test:~# docker version

Client: Docker Engine - Community
Version: 19.03.4
APl version:  1.40
Goversion:  gol.12.10
Gitcommit:  9013bf583a
Built: Fri Oct 18 15:53:51 2019
OS/Arch: linux/amd64

Experimental: false

Server: Docker Engine - Community
Engine:
Version: 19.03.4
APl version: 1.40 (minimum version 1.12)
Go version: gol.12.10
Git commit: 9013bf583a

Built: Fri Oct 18 15:52:23 2019

OS/Arch: linux/amd64

Experimental: false
containerd:

Version: 1.2.10

GitCommit: b34a5c8af56e510852¢35414db4c1f4fa6172339
runc:

Version: 1.0.0-rc8+dev

GitCommit: 3e425f80a8¢931f88e6d94a8c831b9d5aa481657
docker-init:

Version: 0.18.0

GitCommit: fec3683

ZERTHE, BRINE—TEMT
U

(1) &13ls Jusr/bin | grep
docker, RIVTEBIHATX AN
T docker. dockerd. docker-init.
docker-proxyPU MNEJH14T 4

(2) 1B17ls fust/bin | grep con-
tainer, ¥&f07 containerd. contain-
erd-shim@A M AT

(3) &13ls Jusr/bin | grep
runc, EINruncRI AT

(4) iB17ls axuw | grep dock-
er, RIMEN LIB1TRVHEFIEIMN T
TEXM#EHIZ: /usr/bin/dockerd -H
fd:// --containerd=/run/containerd/
containerd.socke

TEBMNEDXN ERAEFHIT
B R AVAER

2.1 docker

izfTdocker --help, BILIRA
SR, XptZDockerZRHH R
Cliento

2.2 dockerd
@iddockerd --help, HEERTI

ERREDNETTDaemons

2.3 docker-init

FELinux&R4H, Pid=1S#HZE
init#E (systemd) , BFEHN LB
FIENHE, TERIIE—S
SR —T--init3#, EE=EMTA
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FERIHI: 2.4 docker-proxy

root@test:~# docker run -it
busybox sh

/ # pstree -p

sh(1)---pstree(7)

root@test:~# docker run -it —-init
busybox sh

/ # pstree -p
docker-init(1)---sh(7)---pstree(8)

M EENEHR LI, MR
AIMN--initZ#, BEFNISHIER
FBFTABENTRYPOINT (SEI8h R
sh) , WRN E--inittiE, 15HE
s==Einit (LEHFBdocker-init)
MFATZARIENTRYPOINTI A%9 7 initAy
FiHiz,
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MNEF EE, proxyRZ2MisRETH), TEHMLSRIIE—T. BTN
T e S HIE— &85 docker run -d -p 10010:10010 busybox sleep 10000,
B ps axuw | grep docker&F— NHERZWIE R, HIVLIMR T HIGHY
BAR#HRRZHN, EH LS T XEFE—1#HIZ, /usr/bin/docker-proxy -proto
tcp -host-ip 0.0.0.0 -host-port 10010 -container-ip 172.17.0.3 -container-port
10010, MIHIZECOMMANDTILIEH!, EMLERU 7 AEmO5 TNz
BIAVIREY, EARIEXEMAEFANAT

2.5 containerd

containerd”’2— B EEN B ERITITH, SEILEERSEMDaemon,
EEEBEFNRANENBREnEH, NE&RER. FEIISSFHITMNE
=, BIRRGFHE WESETFS,

GRPC Metrics
Content | | Snapshot Diff Images Containers |:| Tasks Events
! i Y
| Storage £ | Metadata 8 i
) K

Y

[ T T T T T T - —— 1
I
I
I
1

1

1 a

1 | Runtimes
1

1

&2 containerdZE9E

2.6 containerd-shim

shimBREZRA, AR LNIES 2 B8NS, #EFRTITE
ML THENE: —MNERREE, 7] UAREEAPITER. BREAN
28, REETAENVIRFERIRFLRE T AT,

DockerfE Bshimf R EEFEAcontainerdE A R2RIIAHE, TEH
A (D aFruncfEplB@MiziTas s EBE;  (2) AT Hcontainerd
HEEHIE, shim®EE, FJURIESSBITHANXHBARFT AW X, X



., containerd i MBS R8s BRHIZSSI T RFE, SN HENBSRE=E—
MNRIZWIshimTIAEIENERHE;,  3) KEShimRWENIRSE A SE=ME LR
A, TEEcontainerd ¥EF AR FiHIE,

2.7 runc

runc, REsBNETTH, SURRZIEM T, TiTrunc —-help, HBH—TER
BEN: runce— P17 E A, BT IETIRIEOpen Container Initiative (OCI)
BT ENARER, BRE0pen Container InitiativelSEHI AL

2.8 NG

HXERNTEL R, RKIJLE—T LEXEDockerA 2 BINX R, REHIE
fTdocker daemonjg, T EE1T 7 LN MR containerdMdockerd, i@id it
EHITES, A&l dockerd@i@id @A containerd SEELYSF IR 42,

root@test:~# pstree

sys temd—Eaccounts —d:aemon—E{gdbus}
{gmain}

acpid
agetty
atd
17*[{containerd}]
]
dbus -daemon
F—docFerd———lS [{dockerd}]

7% [{I1xcfs}]

aam
poLkitd—I:{gdbUH}

rsyslogd

sudo—bash—pstree
sftp-server

systemd- 10g1nd
{sd-resolve}

attended-upgr—-{gmain}

root@test:~# ps axuw | grep container
root 5361 0.3 1.3834648544247?  Ss| Nov09 12:09 /usr/bin/containerd
root 5475 0.5 2.5838300 1040167  Ssl Nov09 23:29 /usr/bin/dockerd -H

fd:// —-containerd=/run/containerd/containerd.sock

BRK, inf1docker run -d -it -name test busybox sleep 1000008 E—

=1=]
o]

i
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accounts-daemon——1{gdbus}
_I:{gmain}

acpid

agetty

atd

containerd —cont:ainerd—zahim—lzca] eep ) )
—L 9% [{containerd-shim}]
17*[{containerds]

aemon
—18*[{dockerd}]

7*[{lxcfs}]
mdadm
polkitd——{gdbus}
—E{gmain}
rsyslogd—E{in rimklog}
fnii

rimuxsock

sudo—bash—pstree

unattended-upgr—1{gmain}

BAVEI, MeE—RE|2GE, containerd#E T shimT iz, HEME
AEENIETHsleepl N T X PshimByF#HIZ, WRLEW, SME—1 828,
RXEFEFE— P shimFHIZREES B HIZ,

B psEEHZFAGEE, BRITATURI TN EZ TR MHE:

sleep 100000/1containerd-shim -namespace moby -workdir /var/lib/
containerd/io.containerd.runtime.vl.linux/moby/ee999590ae46438a55afa-
7c719a09b7ffa8ce244facbl65b5albfbarc2aab42e -address /run/containerd/
containerd.sock -containerd-binary /usr/bin/containerd -runtime-root /var/run/
docker/runtime-runce

A, EAREBHFERAPUERELEN TE,

docker-ctl ———{ dockerd

lgm(;

containerd
exec exec exec
containerd-shim containerd-shim containerd-shim
] I [
runc runc runc
] I ]
container container container

E3 Docker daemonZ2ty
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3. #izmiE

TEHAXMN VAR, BIRBRAN, E— NIREI LA ERH

MG,

3.1 IFiEWE
EEId W N DockerfileMeps, WE—IAER,

FROM ubuntu:latest
EXPOSE 8888
CMD[ “/bin/bash” , “ec” , “while:;doecho .’ ;sleep 120000 ; done” ]

docker build -t ubuntu:test -f Dockerfile .

docker run -d --name test ubuntu:test

3.2 MfAIR B — I HIZR ENHIE, EERA[HIZE?

RIBAISOT AR HIZFIBNEIR, FJURBZNEEX N E—,

BERAGHIZ IR B BRANEITIEFIHE, HEHE—F P LUIESIshim
HIZ, HFLRIN, WRQEHZEEEEIShimEtiz, BAXMHERR— 1Bk
HiZo

MAIEFRMHZFAOHE, XPRELINXERIIRET, tbiln] UES
pstree -pp=<, BERFAFTEBIHZEN,

HEALURIEBHIES, T/proc/<pid>/BFR T, BEEZAENIFHAR. FI
mn, eI FEB AR, PILUBEIRFALET — M PidRN20117Hsleepiig, B
2 F A Icat /proc/20117/status, REAILUGRENIN PXAFRIFHIZEEE, BIHHES
Esleep, PidE20117, PPidZE20076, ABALLEEH20TT6HERLNHERSZE
shim, WR—BEZWEOHIZRPIA=1Msystemd#HIZ T, HAARBIHEIshimiF
EHE, FRAXMHETER R,

it

root@test:/proc/20117# cat status

Name: sleep
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State: S (sleeping)
Tgid: 20117
Ngid: 0

Pid: 20117
PPid: 20076

3.3 WfAEREIEE R EERHIZER?
NRFNFIE T E2EMId (5a9e71efe880) , WRLZWEE — AT B S
(test) , BABBZBERNEITIT 7 HILHIZNR?

root@test: # docker ps

CONTAINER 1D IMAGE COMMAND CREATED STATUS
PORTS NAMES
5a9e71efe880 ubuntu:test “/bin/bash -ec  ‘whil---” 4 hours ago

Up 4 hours 8888/tcp test

(1) AIL B Adocker daemoniZtitop757%: docker top <container_
id>,

root@test: # docker top 5a

uiD PID PPID C STIME TTY
TIME CMD

root 20076 20058 0 11:44 ?
00:00:00 /bin/bash -ec while :; do echo ".'; sleep 120000 ; done

root 20117 20076 0 11:44 ?

00:00:00 sleep 120000

TR XERNTEBZNPIAELZTNRERR L HIZMNEAESPId, MITIFS
g¥namespace #IPid,

(2) PILAEAdocker inspectsp, BERBANpid=100#E, XEFEFBET
IRENX D HIZHIPAE THIZ, R LUAIERBAEIZTT 7 MLEHE,
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root@test:~# docker inspect -f  “{{.State.Pid}} {.Id}}’ 5a

20076 5a9%e71efe8807fab8ddd8ecf646ea49265b646da27f4cdcld31ledc56097e
0b59

root@test:~# pstree -p 20076

bash(20076) sleep(20117)

BRI, EARWMAGEZMRBMENERZE —FH, BRBRBEF
5a9e71efe8807RI=1T 17 20076M1201 17/ MiEti2, 200762 pid=1RV#H1E,

3.4 WAIIRIEH#FZPID, MLHE T 28?

MBFNVFE T —PDHENPI, LLNETXMNHEERE, HBAEA
MEXMEERE T AEE?

(1) fEMdocker inspectdn,

docker inspectgp LRI LU HRTIEITRSENERS, HPEEBSINIETH
ENEER, Bdformat flagn] IEER VI, BIHAIRNE. TEAJUBIES
25 B BN State PIdIRENA BRI ZNIPId. AEBRBHZPIAM—IIE,
B LUREREIST A A 2RId T o

FRE, XEMPIARBEEARRAPIA=1N#HIE, EARRBRARMNGTRE, —

PMNREIEERBIT—Servicedy, HWRREEIBE R TRE—"Pid=11#HiE,

f

root@test:~# docker inspect -f  ‘{{.State.Pid}} {{.Id}}’ S(docker ps -q) | grep
20076
20076 5a9e71efe8807fab8dddBecf646ea49265b646da2 7f4cdcld3ledc56097e
0b59

(2) MRBARBAIBEET T —MHBHIZ, \Yﬁ\%ﬁdockermspect%%
FEEIIXMHIEYN, MBET XM EEHENPI, EABMEARSRIdE?

AIUFEAI2AX AR HELZ ENHEZEN G E, @I pstree -p, sFE
/proc/<pid>/status, EEBNHERXHEZENPIA, —EEIshimFEZNPId, &/
proc/<shim-pid>/cmdline, TEHNITEHH, FAILERIESRIAT .

20205 /) 24281k @



root@test:~# ps axuw | grep watch
root 21019 0.2 0.0 12112 3384 pts/0 S+ 1545 0:01 watch -n 10 cat /proc/

loadavg

root@test:~# cat /proc/21019/status| grep Name
Name: watch

root@test:~# cat /proc/21019/status| grep PPid
PPid: 20808

root@test:~# cat /proc/20808/status| grep Name
Name: bash

root@test:~# cat /proc/20808/status| grep PPid
PPid: 20058

root@test:~# cat /proc/20058/status| grep Name

Name: containerd-shim

root@test:~# cat /proc/20058/cmdline

containerd-shim-namespacemoby-workdir/var/lib/containerd/io.containerd.
runtime.v1.linux/moby/5a9e71efe8807fab8ddd8ecf646ea49265b646da2 7f4c
dcld3ledc56097e0b59-address/run/containerd/containerd.sock-containerd-

binary/usr/bin/containerd-runtime-root/var/run/docker/runtime-runc

4, B4

A DockerfE# 2 EVSEMRIE, MEREI T AEE T E#ITHEX
AFIEEIRNIT. XHFMENEMEITNERNTE, REREF—ME LAstl,

R B E TR .

[1] Docker overview, https://docs.docker.com/engine/docker-overview/
[2] containerd, https://github.com/containerd/containerd
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XM “CS” Rbhir

TRFAER FEIE

|

1.5

W& “CS” 2FRCobalt Strike, BB X Cobalt Strike@—REAAELLETS
ENrREs, W FRAMIRICSHER, Cobalt StrikeX 3] FHEtMetasploitF& T
A, MBI LUEARRNTEER. EQNEFRHESRSH, — MRS HE L
W MNEFE (Windows. Linux. Mac MEREILIETT) , AJIBRHEIFEEE
2, BULZITHEERMNMERIIAERS S L, HERGHRRS BRE RS Mses-
sions, [BEIBY “CS” NEMTHOK L. REEME, Borbad, ZEAMOK
0, SEBHRF. BARESHEEREDRE, BETMARZAPTARE ENLRIHITE
THE,

2. T{FRE

£ 7 ##Cobalt Strike TIFRIER], AR/ L MAEBEEX:

a) Team Server: Cobalt Strike®JARZS5281Ho Team Server(TS) @A EFN /BN
Listenerf# 756

b) Listener: E1T7ETSARSS 28 EAVARSS, BILUAITBeaconBIiE=K,

c) Beacon: BAEIRREERFZRERRT, PILUEKTSARSHBIENIR
1§18, ANAUEZRERFHHITIES,

d) Cobalt StrikeZ /U : W HEFIFECobalt StrikeZ i, HINIRS IHYIPLL
Nim. ERERRGE N\ Team Servero

JUGB TRz T
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1) & Cobalt StrikeZ= FimE F Team Server, l{FListenerfll Beacons
ListenerfETeam ServerA&#z1T, Beaconfx NEIRJ AT, AIMNEIWords
. B EE BT A A EAURAREEM S BRI EAI TN L.

[ NON | Connect

i% This is the connect dialog. You should use it to

connect to a Cobalt Strike (Aggressor) team server.

Host: ].g.l al---- —=
[

|
Port: = I
User: [ — ]
Password: ]**'**** ]

|.Connecti w

: Cobalt Strike® F i

[ NON ] New Listener

Create a listener.

Name: |

Payload: Iwindowsfbeacon_http[reverse_http 1]

Host: ;._ e 1 I

Port: - |

. tlEListener

B HTML Application L o
MS Offce Macro Imputer note pid last
Payload Generator
USB/CD AutoPlay
Vindows Dropper
JVincows Executable
vindows Executable (S)

E: flI#EBeacon
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2) BeaconTEH E F M, £k Team Server:  “I2, FREAN, HEX.”
TAFRIEBINT:

Listener

Internet . Beacon

.
i
",

B 1

@EFMER Y

@ERLIER
HTRIES

OEHISRIE

Hackerl Team Server

Hacker2

3) ServerfT SN EBERESHREEAEFRITHNES, NEEMSBE
£ T & FIBeacons

4) Beacon R BWEIIETFREN; WEIESH T,

Listener .
Internet Beacon !
Hackerl Team Server G uaiosies :
]
(O steep |
E 1148
@IUTES "woet." !
i @EBER :
Hacker2 “+— :
@“FE{I% nm“lf i
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3. §t¥IBAHR

MERETS, AJLUSSEHRRMZERR “CS” BEHRHF: O Beacon NMAIFH
1P, @ BeaconBRHARIF; GBeaconHiTHE< F L,

1) Beacon NWEIRAIF

Beacon N\ A FVIBE B LU T LI BB HATX . AIIEWordX
M. Nem G EESFBENRE RIENTAT R BRI THIT

BRI BT ARIAWAF. IPSBYRAB SRR,
=#17Cobalt

2) BeaconBREAfHI
BeaconBAHAESEHListener 83X 5185, BAXEEE
SREBEINEEW, HRFTIR

A =o

StrikeBIf0E, EREIA LA LIFIAIPSSLEDRBIAR
25 M FBIPSELEDRIATARSS B3 X IMNBERIIP+im IRV ELFS), ZBeacondMEXEB
[==X274

T ARSS 2T INBIE RV A LRI Pl TARSS 25 R B MR

3) BeaconHfTre<Hlhin
Beacon ElIListenerfVig S H I TIE R IRIE, #BE T EDRPILIHHM A LUETT

= idh A= B
T l:l%o

40 lé\gﬁ
EItE. REE. BoIAPPEIRAPAHRAIT LIS BE AN A B

5 R NMIEIEF Y. B REMIFREERIEH

R REWBIFIRET,
FENRERER, TRLUAHENXOEERNRERE.
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RIRK IR AMSERIP

—ISO/IEC 27701-2019 A G EEIR(FR (PIMS) 1RHENTE

TAGRIEA. e
B, FRFAHEELIR “X
HIERA FHERENR
BEMRRES

2019F &, “MEXRREIGH
BAUEER" BNEHSIAT KMWA
xiE, BEIEREE, RERH
EHEENAREML. HRISEREH
BUE. MELARE=1&ET %
MERAEER, BAMIENANMAR
(EWNENE S PN B2 S
B—"ME-. RBIERAREIR, N
FATHRT ERIBER, BREE AR
BEES DA BEEMHINR, DA
SRR EERY XL RN &,

YNEEY, RIIBRMNE
g2 7y, BAIXEE DT
A, BEREEWEHIR? 7 %
LB, HOExEE, ZrEH
JEBIE, MAESRZFHENS R
BIS? 7 AEE L RRILEBIENE

TRIFEAER  FRUtE

REIMR—ETRE, XEELEARMNE RTINS, ITFRMAER “W
+— WA WP DB, 2019F B A A EA 268412
70, BOIT T I 18MW A EIRIZ VIR R BRI ERIEMFW 2 B,
XABAMECBEBNTBHANEE. FF—FEm, MEZEAPPBYRREIAN
OF e, JENRESMELXNEHER; F—REm, ERARFINE
REE, HHINERINIE. SAESFRI3 - 8TEEIEE, BENKKRR,
BSRRERIBVIPERR, BEBBBNMERMIEEEBRPB. 2OEXRZHUN
ROF, FETLEMRATZORE EEL NEBEE, NRRMABEFTAR
B R FEELVE, HtEETFaXEARSIEEEEINER?
BRARWARNHEBRERSY, MARBERAPEEEERWERENTR,
RIS BEIF AL,

FOSHEERNTILERARNS R, KEIEHE R LREILHRIIBY
LEWMINRZRFERE, AMIENS LB TR ABICERESZ, @I AE
BN ERRTHITRE. . BESONZE, 8 PANREBGRE
MEBLREMZEBRBE T WEHRD, —BRINPIXEFEERTEDF&
BAA, BNt &%, ENEREFFRME 7", BREERE
WREMLY, IRIARSHREREA, MEELMRLEFLERECHE
ire AEINNM ERIFHEBIANERER, Kb LNR—"1REAREEREMR
BFTE REMABRREMN, FRERBIINMAEE, FHREEMIRE—T,
XFha NED FHRIN R, TEDFREBIZSMRERSRLEE, A
EMIRZILEEXR, RZFRM) . NREMBIEAEING, NEDFE
MAE, wRIEW.
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AEESET, 2XETMERYD
SMAABEREN, WHEZS
SRR X BRHT ™SR
B531F. WMBERPDABIESN
{General Data Protection Regula-
tion) (GDPR),=EH (California
Consumer Privacy Act) (CCPA)%,
REWF2017F681HIEKME (F
EARINENSZ2Z) (BEE
MRAMEBREIE) ) o« (MNBLE
=) EREEESEIEMNETE %
2EEFEPANEMEER, B8
NARAB+DFE, BEEXINZ,
(WZx) T8#E (BEPAER)
Ze5RIP L BEEZIE,
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ISO/IEC 277011 AEREIBxR (PIMS) 157

2019481, EmENARISOMEMBIEZRRIECEKEERRM T
M PAGEREEER (PIMS) EfRAR&EISO/IEC 27701 ZAREZRERAR
P EXT ISO/IEC 27001 FISO/IEC 27002899 &, HIHMRIFPIREZEI N AE R
W EMAMER BRI IR M T B ZAEXIEM. 1SO27T01RY BARE BT FSNGY
ERRILBINEEELLBIRER (ISMS) LUERIL. KHE. 4PFAYT o8
HEMWEEEERS (PIMS)  ZAnEMARTERATIIASMHER (PI) 1%
HIEMPILIEERER, BTRAERIEE, DRI D ARMNEERX
oo EEATABERENMENAR, SEAENMEAE. BUFLEAMIF
ENAR, TEELT2EEER(SMS)HELHEP,

ERFIEHEMLEENER

& REM ZFA0AE) Pl B9 ARTBITRED N

& DX HIUETRRFAXRIT G LORS! Pl AL IE X,

® 5E BANMNIIBE AT L. KU 4rMEE AR KR
ME M Ao

& 50 FLUAE PIBARBEIRMEIRE.

& NEGTAE: ARG TARRS Pl B BT RS FPESBEFIN
12, b= Ama il

& CEfR{F: 1SO 27701 EXRALNMREBPIE Pl AMBENNIER, &
& PIERNEBEXREBNAE = HES,

15E FizHIERER

& [2FLES: ALNMATIRESS Pl IRE. ERMLGEAX ARG
BHIBRFABIR,

& MEESEZR ARNMBANSELEBEERTTPESE, AR
B, LLINRIP Pl FREIMIERIEN A Pl FFERRTENA, LUK
TR Pl EEIEIR,

& A I1SO 27701 ERARNAISLILEZMANE], T AdAR.
EFIMBRE PIl, DUINRITERE] Pl AMEEN A,

& SRS EOARRAL . ARV TUREIE S I 1T BRI ERIARR
FAR I,
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RHETLREENER LERMEESEE, EORBUNTEER

& GLIRRG|: LARNA TN
RirHERLEE (BURT
EFRHBE) BREINIE
Pllo

& A ARG 1SO 27701
RV EELNFTEHEFE
MDA B R B

& KE5HE MIBEXNINT
PIl TE Bl AR X B RS B (A
AR R ERNEEE o

& 8 IS0 27701 ER4
BENIEA—RDEHR
RE P ERAFTLIE Pl

BMISO 277012 KAVALRN Y

ZE NHPILES AN PEILE, B
AT oS B WS A RLPILIER]
AT, BRI AR S Hi
Mz AEXE BRIPILIES o

¢ S, BIPRENPILIEERRMARIPENR, FILBBBREARIPEERES
MEMT, BREAREGHAABHRENEETHRSINE, 1SO2770147 &
MYRDFBAMRT, B ERMITH R B LUK EGDPRAAIZINE R, #HE
TISO2TT0 LT /EBFLEIRE B AR ECDPRAYENR, MCDPREAZ[SAA
FRIEMPERNEE, BRERERE TEPEMAHY (BRARFE)
BRFIENK,

¢ TEESHIRETLENNNRER, KRMFLTETmNIEENE
K, HMERETRELEDNARLZE2, REBENGY, BIRE
DT, ERERRAL . EREET, Rel o WIERARE
TR BRRARIPNE, BLOERERRIVEEONK, 0 FIA
KARMDITHRA (WAEES. SEEMNE) « Fes mEs
) BRARRE WEBNRR) F

¢ PIMSIVERILUEBEE. B HEFUME, THEBFHER. SRy
TERNZGERA NI, BEANERPIMEERMHEARILE (JPIAD
Mrives) , MTIEERPIAMEE R~ M fF S R ANRLEEERER,
BTSRRI E =SV PINEE HITE T E IR ERV B, BILL
AR RSB, XM NERERIRSX TAHREM S
AREXEE, AEPIMSINEBEMTAAREAERRBEE,

¢ WeeaMms, EIRERES TR LR, LUBRUSO 27001mE N E
£, 1ISO27TT0LNZL EIEM b, EHEENERZ2EFINPAER
R, 1SO 277015 ELERISO 270015581, —EH N 7t.

7

P TISO/IEC 277015h, SERMEREH LA (MARRIESRFBANT)
(JR/T 0171-2020) . (ERZEEA PAEEZLAE) (GB/T35273-2020) XA
REESIEDN (MAEERFE) , BERERRERIFEIAESRPHF
B!
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¥£§E§: (&R F 53 itk ¥ it Z 285 Pk SC e
I

BE: o, WS LRI T —MHERIFRETIL, SRIDANEIUEI T,

K T (MFHED. ZHEER. NENLE) , XARRA (X2
=M .

RNE: ENEMEEDEDIMI R K, SARZURAGETRRLR
R, BRILEIR 2 AR PR BTCHINE AR 4 5 — 48T,

LN EFR

Your Bitcoin QR Code(s) for the address

AT ITERR, B—EMIET M T PR, ] LUBI A ABTCHAE, AR
BEhAE R LR E .
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Bitcoin Address To QR Code

Bitcoin QR Code Generator

ARKROULETTE com

PHARAOH('?DICE .eom

¢ WIN BIG!

==

The Brand New =

Crypto Game! —

SAM, PE LEX PR, Kb EXE— DL JRRMIFRIVNLSE, £
BB R IRANZ AR, MREVEREMIL, XiF, SRAPREMER
TR RAEMA, BARMARSEREEBERRI, BETHT T —RBTCH
HEED o

## Decode Succeeded

QR code actually contains

Raw text |b1:c:15:1Gif?fKCqumlx:EEMDCLEtC‘EDLTF:JQT?‘V'J ,
: the scammer's BTC address

Raw bytes 42 a6 26 97 46 36 £6 96 e3 a3 13 64 e3 76 €4 b4
35 aé b7 16 d3 17 B3 13 B4 54 d4 44 a6 94 57 44
33 23 56 £5 53 54 a6 75 43 97 67 60 ec 11

Barcode format QR_CODE
Parsed Result Type URI
06| =)
T
Parsed Result | bitcoin:16N7fRCZkgmlx18EMDJiEtC250U5JgTavv |

TEXLEE2 BT AR TR S, XU AHEBTC
qr codeBIFER#HITIHE, INEBEEMMH, dash, etcEEEA,

bitcoin-barcode-generator.com

bitcoinaddresstogrcode.com

bitcoins-gr-code.com

btc-to-gr.com

Create-bitcoin-gr-code.com

20205 | Z2BR @
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free-bitcoin-gr-codes.com
freebitcoingrcodes.com
gr-code-bitcoin.com

grcodebtc.com

134 2 2 4 1

Resolutions ‘Whais Certificates Trackers Components

RESOLUTIONS @

O« 1-250f134 » »  Sort:LlastSeen Descending v 25/ P:
Resolve

(] winning-roulette-strategy.com
=l mecafee-account-login.com
™| bitcoin-cash-mining.com

] digitalpoint-com.com

(] costco-fr.com

=l qr-code-bitcoin.com

™| freebitcoingrcodes.com

=l COSLCO-COM.COM

(] cryptogamesindex.com

=l games-bItcoln-com.com

™| chase-banking.com

=l mcafee-live-safe.com

=] bitcoinaddresstogrcode.com
=l online-betting-n-china.com

= bitcoin-cash-bbc.com

[} roulette-casinos-near-me.com

5y, XEEE D FFEENERIE— MR =P
207.244.100.245./241/ 244
MXLIPIE NAE SEBRXES, B F12FRE LS iS5,
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(i) 5 detected URLs under this IP address

207.244.100.245 (207.244.64.0/18)

AS 30633 ( Leaseweb USA Inc. )

Community
Score

DETECTION DETAILS RELATIONS COMMUNITY

Passive DNS Replication

Date resolved Domain

2020-03-28 mail.costco-online-grocery.com
2020-03-28 www.costco-online-grocery. com
2020-03-28 costco-onling-grocery.com
2020-03-28 bic-to-gr.com

2020-03-28 transaction-accelerator.com
2020-03-28 bitcoin-barcode-generator.com
2020-03-26 www.coronavid19.net
2020-03-26 mail.coronavid19.net
2020-03-24 COSICO-Com. com

2020-03-22 gr-code-hitcoin.com

B E BRI E 4258 T 181d45,0005 7T,

General info

Address 3NYKHbX3zRbcZeASxiZmb4bpF 8kZytnuvi (B
Balance 0 19361 BTC / 27.72 USD
- @ T-o:alircccw.cd - ; . _— e : Total safnl . [3
___g @ Fur'st I/ Ia%t seen rc:c.iv.ing. ‘ First / last seen sp‘cnding 2_:@
Address type scripthash
Transaction count 915
Qutput count / Unspent output count 685/138

EEXRIE:
https://mp.weixin.qg.com/s/LmkCPx2YoyMg_Ogipm9lig
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/ 1a
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BE:. ATFHLERESTLIKEERANIELR, 2KERT ERBATTHI]
NEFMKHITIRE , SRTFZINAREELENEL, RETEWYER
NERZRAFNEmL, B2, METLEBRN TG, BENEMILH T
AR BT ERARSHIEETRHETIRRIE,

XgiE: R (BB, BEIRE. GAF) , BRA (Z2FH) .

RNE: EFEINREEMILLEREAE A A REIEIE = RIBEECovid-19
B2z ARt EEXNTE LB T BTN, Fli0, TEGBEIRXENTEY)
SR ENRITHEREIE—, SRESNBELHNELZHRHIET +
BEM, XL, WL NEIRIskIQMEFNAR T2 AYonathan Klijnsmaz=ix,
ZABIRIEIA ML ENEIT NN R ELL2 B M0 T 20%, XFitKlijnsma
xr, REAFANTELXRZSHLINEE, BFESILEMSLE. B, BT
RERFHRBCRETIRE, TEBLERERE, XMALED FLEITE
MEEETHR,

IthET, RisklQ 225 HFIPAEEE T 2EXINUtriBullet ABIE MG B RER
DT, ZABREEIRTREBENHFHEEZTHSAMagecart, B,
Riskl QB FIFA 2 T2 AR B M E 2| NutriBulletirdy, B4ET0% 5 NutriBullet
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REEMF

TAER R

NEEIGE R, AL, ARARSEMBERMNEENHT T &7, 1381
BRIHERR T %S R RE R, BFNutriBullet AR BRIEREERE
BN ML, RFit, E385HMagecart BRALEZNIE EET T —
TR AV BN 12 1Fo

RENEREEXBEMNZEEET T BXTLER RABUSE, Xt
WM& L 2~ FEIMalw arebytesBIAFT A R EEAE 7B XM ITHRANGFHELE
TupperwareiE AR IIARGI, B, WEBEHNAZIERFNRE
ANTHATIITHVERER, ARMHEBREERS IRREUTRMEEE, Z
BEERMEARE T AR IERRIKSMEMSZ R,

SFIAR T, REEF—ERAJLFE ALY Z AT ER
Pkdik, 1EMalwarebytesEMEIR AR A JéromeSeguratgtt, BRHREZAMN
TOIRELEE SR T, XaEABEMUTNZL LS, Segura®
T, Malwarebytest 7 EIA B =18 T3 20 H @M Tupperware’ 28], BE%
REMAFZETE3IF25H, BIMalwarebytes & &L R —K A METE =2
ISRy =¥ ft

baj=, Tupperware RBITE—MAEBRRETL: “RERIEAIN 75 RIA]

EEMMERBFBHSM EREFENABHBEREN M, fHE, RITE
EREFTES, FEREGEREREGR T AREFENBINE, RS T AR
ZEEUERBRMENAEE" « MA, AFRRELSHEREKR, HITR
NBE, ZE=RHEEZAT,

B|E, SRiskIQRENAR, EFfEBSRKESE LK,

MalwarebytesH FAZRHAA N 2 28
BERIRSTHEE BEEN. BSegura
XIths8IE, RFWEHEBREAST]
RERA NI AW HR ALK TR
ZBE7T, HEFARMS, S0
& REXFFL E T2 A E B,

BZ, FELENENTARA
mE AT E2MIRZEIBERERIFE
o, ENBMER A RRE T I T ]
RIEERISNIAI T AT =B AN,
AL, HRAREN, BFEHEAE R
Wis SR EIF RAE TS, RRNTEL
FHITH R REARER ZMEIT R
HrRVEMA4ER, XL R B =
KRR S,

T Y RIERRE AMITHIFIE
T, BT NESEFNEMABES
FREEZ I SERNTELRILVS, 7
ItEBY, Malwarebyteshff 5t BRI A
FREEAGoFundMeX IR EF
B BiPaypalXAFHIE =75 (TR IEE
KEMRZ S, MAEERMNLAT
RESRGRIEE I RERE, Xk
W EH, HRARINRAKBIEIEE
BRBILAZEBEE ML, Fla
MRENAEBEZM2017TEF R,
FrIeRREB NEREEE T ZE
R, BRARLTSETT 2 ERRN S,

ERFKIE:
https://www.easyag.com/
news/2147307734.shtml
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Fleeceware: 1P BEIE BB PSSR

BXVF

WE: B, RENSESL2
AB]SophoslLabs&#m T HE =1
Fleecewarei 2 BIMMIR S, PR
BEMELRVFIREMERFleeceware
RN AR EILE T iPhonefiPad i A
5, BEB350KI0SHEFRZET
Fleecewaref FHTZ[F .

Ki#iE: 5% (Fleeceware. [Y
AEE. TRIRE) , AR (%
2EMH) o

€ 2281R / 20205

)

Terrible!!

1 got this and | thought it would be good and
all but | went on and 1 saw that you have to
pay for everything (DO NOT GET)111

RUBBISHI!

This is rubbish don't fall for it you have to pay
money | was so excited to play it then | saw
you had to pay money | am so sad @ thisis
ridiculous

The ad looked good but it's TERRIBLE Ugh
| openad the app and scanned my hand, that
was fine and worked normally. | typed in my
birthday and gender, That was still OK with
me. “Analyze”. Then it gave me a price . more

I loved the look of this app until | tried it out. It
took my info like nickname birthday and
gender and it took a photo of my palm and to
get my results | had to start a free trial.

NE: WMESRIFIRITAEI—rFleeceware

“Fleeceware” —IaZMBEL 2 ARBHIFNIEAR, ZIARESophosT=
FIFMAIPlayBEAEF S,

BRIENE, HANAREHANG, fafArRHeREiEA, 871
REfgERG, MNEMBANERT, BENNEINTIREANNARER,.

FREE | Trial

Unlock All Features

Subscribe Now

~

PICSIOY &

Discover secrets of
your destiny!

Experience all the advanced features
New filter update every week

SOPHOS lé%s
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Itb7%, SophosTEIOSK B /S HAZSLHIA 7321 Fleeceware NI T2 %, %
NEGRIER. EREH. B, E L% OQRB. £EEEBNEIAL
Mo WIANSEEBMUNE, BX=1%"Fleecewarel/AH FEEZE50-10052
&), BEEB—HERN +TEEKRMPlus "HINAE, BEEFESNARESRARS
7o

E’ E"E ;. r._.’
|||m%ﬁ'\i B (6D

r e * | I r -
i3 o) . e c Y. 9
fn' L@_J @ Iﬂ“ A}

Fleeceware apps, like these ones SophosLabs discovered in the Apple App Store, overcharge
users for functionality widely available in other free or low-cost applications. SOPHOS 10 bS

BT ZE £, Fleecewarel R B =1A305%T/AE9%ET//E, L2
W, SFENZRASITE30E4685% T8, MEMART, KLBF25007TEERk
A=A 2E Ao

E#l, Sophos#iEE REB3507I0SHFLE T Fleeceware N A2 Fo

RE+EE S KE5IBIRAR

—MNNTEWE, EART Fleeceware, FheE1E350FI0SH A RIE?

RE—: REZERERX

FleecewareN i EELL “RE” NEKIRSIBF TE. MKfrRES,
N = EREMIT A REEAR. ZPRAREE, NEFleccewarefIAH3-TRBIREE
B

Seer App:Face, Horoscope, Palm (=)
face age,plam reader,astrology
Xue Pang

kkkk* 4.3 75 Ratings

SOPHOS lg%s

B2, HiBHE—, FleecewareNERSTERSHNIE R T, BoiWEs

20205 /) 2281k @
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BTHZE, BEERAEREHHNA, taEENHE,

Zodiac Master Plus - Palm Scan [+
Palm Scanner & Aging Face
Fishmobi Co., Ltd.

#73 in Lifestyle

=
SOPHOS lé%s

[REAE=:
REENIEL 2 IN, FleecewareNI FAREBATEAPp Storefz 7 THN FHEHE
B, DUKZAF T E,

BIRAPPIZEEIE

Top Grossing iPhone Apps  Pid | Fre

1. Tinder 2. Bumnble - Meet 7. OPixels -
Lifestyle Mew Pecple Cartoon Photo... 11. Zodiac
Get |w Lifestyle Lifestyle Master Plus -..
oA chas . Get | o g e Lifestyle
In-App Purchases In-App Purchases Get | w

-

PURE

e

13. PURE 14. Live 19. Astroline
aNoNYMous... Wallpapers 4K astrology.... 23. MoreDates -
Lifestyle Lifestyle Lifestyle Find true love
Get | w Get |~ w Lifestyle
In-App Purchases In-App Purchases In-App Purchases * Get | w (:,__e,k-.
7  rsoproslabs

Itb7%, Sophos& MEYFleecewarefZ A, — % gZo0diac Master Plusiz
A, SBTIEILABIURN A,

€Y 2281R /20205

RRE=: [ &E# Hi

Fleecewarez A A A AU,
SYouTube. Instagram. TikTok&tt
AT G, TFEEEMYAETRDN
[T, FBRIAEFleecewaref A

ERA S,

- ASTRO TIME. "
& Daily Horoscope

sopHoslabs

TS RaE e,

FAFleecewarely ARV IR SR E, 1B
AREBREFF, LURZZER .

App Store
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TAER R

RITCEFIFA
FleecewareZ

E£F EARREA, FleecewarefZ A
HESEMTETES, BX KRR
K, RESTRUHHTEBNH
BRI #FleecewarefZ B, ABELTHB
EIREWERFER. B &, &
B ZENEBIEENG, Fleeceware
NAFAZGHINAER, Bha8
L, HETEKR, ERBhRA
N AEERANS, FESEITHE
2%, AT HAEZ2EMINAER,.

—EeHEMN

RRTEAR, NEEENEE Lk, EBAREYIFleecewareflfE,
MEEANARFNITCIHRER, BLERBHAA, TMBTITEINZ
DEBHAERITHENE R, TEREE HApp StoretHilFleecewarery

BE1Ls

X

SOPHOS lctﬁ)s
07/06/2019

Massive scam

| watched an advert portraying some cool features of this app such as its time travel filter

and gender switcher, labelling it as 'free’ It may be free to download but you have to
subscribe and pay a lot of money to actually access these features. Absolutely disgusting.

Lt

22/04/2019

MOT A SINGLE FEATURE IS FREE.

an an advert for this am_i}md thought it was cool so | downloaded it. Don't make the
same mistake as | did. EVERY SINGLE FEATURE OF THIS APP COSTS MOMEY. Not a single
feature is free. | didn't buy anything and you shouldn't either. The concept of this app is

*

SOPHOS lg%s

We've just had the displeasure of finding out our daughter (who is 12 years old} has had this
App on her phone 'unknowingly' for 5 months at a cost of £148!!!

The only reason we found out was we were checking for a ‘subscription’ on our sons phone
and | thought I'd better check all our phones just to make sure none of us had unknowingly
signed up for anything we were unaware off and this is when | noticed this subscription (of
£7.99 a week!!) On our daughters phone.

(B EIFERUEN 1485 51T 7 28)

FleecewareZEZi0S/AndroidWES

R, EHWXRE2019F98ES, SophosE= " k7Fleecewareiy
BUANIR S, MLETUIR L R EIOSH B EHBIFleeceware BI15)%, BIF
RIRES FENE T Android iy B IEBIE o

20205 /) 2428 @



ZeEM

Fleeceware Apps List

App Name

Seer App:Face, Horoscope,
Palm

Selfie Art - Photo Editor
Palmistry Decoder
Lucky Life - Future Sear

Life Paimistry - Al Palm &
Tag

Picsjoy-Cartoon Effect
Editar

Aging seer -
Faceapp Horoscope

Face Aging Scan-Al Age
Camara

Face Reader - Horoscope
Secrat

Horoscope Secret
C1A0 = Live Video Chat

Astro Tirme & Daily
Horoscope

Video Recorder / Reaction

Crazy Helium Funny Face
Editar

Banuba: Face Filters &
Effects

QR Cooe Reader — Scanner

QR Code Reader & Barcoda
PRO

Max Volume Booster

[Face Reading - Horoscope
2020

Forecast Master 2019

mSpy Lite Phone Family
Tracker

Fortunescope: Palm
Reader 2019

Zodiac Master Plus - Palm
Scan

‘WonderKey-Cartoon
Awstar Maker

Avatar Croator - Cartoon
Emoji

iMaji - Cartoon Avatar
Emojis

Life Insight-Palm & Animal
Face

Curiosity Lab-Fun
Encyclopedia

Quick Art: 1-Tap Photo
Editor

Astroking astrology,
horoscope

Celeb Twin - Who you look
like

My Replica - Celebrity Like
Me

TOTAL (estimated in USA)

Weekly Monthly

§789

£849
5899

$899

$799

$6.99

$299

$9.89

5788

5299

$489

£993

5489

£899

5899

$899

£788

58393

£733

£789

S$889

£799

529.99

£24.49

$24.99

524.99

§$8.99

$9.99

$29.99

$19.99

51999

$9.99

$9.99

524,99

£893

949

E1943

51599

£19.99

549.99/quarter

S22.99

518.93

£1948

52288

E254H3

£2s49

51993

51939

£19.09

Yearly

$79.99

£89.39
$69.99

$69.99

$79.99

$70.99

§74.99

$74.99

549.98

549.99

$u9.89

$79.99

£12.49

$47.99

£4893

$99.99

$83.99

$79.99

$67.99

£87.98

$69.99

£87.39

£87.99

Su9.89

$59.99

£q999

Rank*®

#153

#3a4

Ay

w103

w134

#134

#3

HEIE

#52

#26

#1157

#20

#6082

Download**

20k

500k
300k

200k

100k

<6k

<Sk

<5k

B0k

20k

<5k

TOk

70k

<5k

B0k

20k

<5k

<5k

il

80k

200k

30k

200k

10k

400k

10k

20k

200k

<5k

90k

3.5 Million

[approx.
3,680,000)

Hevenua**

$20K

$700k
SE00k

$200x

$200x

380k

330%

$7k

$100k

S0k

590K

<$5K

$10k

$700k

S200K

$5004

560k

$100k

S20k

5600k

59k

S8k

35300k

$70k

S4.5 Million
[4,644,000)

€ 2281R / 20205

(IOSK A & Fleeceware f 7S &)

MNZERBFRE, Androidi BEERITEIZEF H13,
EEFURIOSH ABEIEM3500AF. BLakE, HHABEIN
FleecewarelV i B4 —H T N T RFNIRIFRFDIFIR R

BGHITRIPA 02
MEBEBEBPA~=ZREFlecceware N A, BEFEN AR
%, OIS ETECHETITE. IOSTFNAAEERZI NE:

9:4

< Settings Apple ID

oud.Eom
Name, Phone Numbers, Email

Password & Security

Payment & Shipping

Subscriptions

& iCloud
iTunes & App Store

& Find My

Wegee—BER PERNNE, IATARTHRESHNEIEE
EubY, HthMsste] sEIRAFRIRE. U< FleecewareNV BRI
I, siEXIRERN], BMERBERENRERERE, BHATRREE
HIFNRZ, B2BMNZ2REHN.

https://mp.weixin.qg.com/s/Wgqov-hxV8YY5PaVrqy46UA
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92 I AT AR S RIZNE
EZRENELKEAFER

WE: \IMETechCrunchifig, —MEEEHE HKERFXZERSHNE
REIEE, EANRBEEERN BI=F, 2BEERETPaayrs, XE—XR
TANNERFZMLER. SHMZMMEF—F, ZRAEAKREERSF
PEFIE ML) IOIESZ Y, LABILEERYEMRZ S,

X mE (Paay. HIEERERE. ERFER) , BARA (k&
=M .

RA: T|IMNETechCrunchikiE, —NMrEERBHKERFRXZERNE
REHEE, EARARBEEERNLI=AE, EERFEPER. ZBEERT
Paaynd], XR—FRMUTAHANNWERFHLER SEMTLET—F, %
RNERRHEED S WNEMEM L) LA, URHERFEERS

12 16 -
15 " _irsdan” Filabsor-2920, 83,2717 163 " _imaden” ilebacor - 2800, 03 .21
16 *_type”™: “log’ 164 "_type”: “log"
1 g moidT "AEDTTR_NISGIARdkk ¥l ™ 165 Toid: "AXDTEIMEISGIAdkkfTa"™
15 " _REare " : B.2BGE3 166 " _REBrE e &
19 - " _AGuiree m 167 E 5
- "Efielas” 168 -
21 “chornel™: “3ds 169
22 “Ctat @ orkh-request” 1M
23 "etwt_1%: "RECUEST" 171
Fi ] "cRat_2" 172
% 5 -] 173
% 174
o 175
i 176
n
Fa ) “ctwt_merchont_id : 07 1 180 1- ‘etnt_marchant id™: "5 AEE4"
k"] "cint _marchot_nome” '_ 178 "rext_merchont_nome” '_
3 "Tewel™: T98 1™ "Tevel”: 198
iz 188 }
13 “Enessoge” oy B Ty = 3T LOO0E 187 B 181 “EmeLsoge” orray{B=sgrray( “nerchant_id "= " SEIES6
. 'merchart_nome ' e ] o3 1= {1 pan . "merchant_nome ' e L 3 R ™ " e
5 TTRRERS | 134" 5 card,_ sxp _monkh cord_exp,_year | ]
T L ned Sdge. idh " 1 DR 2B T LS B TR pos
tr chion i TS24 messoge. id " ATESMY AR S S @ 77 "L I
- "fsource”: “SE3F536datin” 182 "Ssource™: “S63F5058063b"
5~ “#ogs” 183 - “#togs”
k" *Bds* 184 *ds*
ir 183
k- TEtinestonp SOIR-08-Z1TE D 35 K8 ST 185 "EBtimestomp [ira SULEFANL. . TAN L R v
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REEMF

BHTRSRE DEEEND, HRAD LR EANEE.

Z2IRFTA RAnurag Sen &I T XM IRE. MEIFkTechCrunch, ftifh
HEHRESRRANE 20 FRIT R ZIER 1T TechCrunchURMEXAR T A
gE, BEER T, " 4838, BT —1PRS LEE T —DHRISEH),
BRI ETE IEX MRS, 7 PaayBkaeliaAYitz Mendlowitziite ™ 24T
—PNER, SEZIUEFETRERENE L THRE ., 7

ZHEEFEEST —LCHFANEHERBRIER, HIEREME2019F95
1Ho TechCrunch&E T B n#IE. BERXZEHEE T wBHNAXER RS
. FHEHANEEST. XEERTBE T8 NMEARSBNENEER
Ko XEFIEBAOER RANGEZSN-~RFRIEE, XEEERAREERAR
TR

MendlowitzW X —IEEERIEE T, ~ WV TEERS, FAEA]
BB, 7 TechCrunchmfth &= T 880 B R SRAXAIEERE, BizA[C
) SESESER

XEBSFLURE=RENL WAL MIET. SFLR, SenkIH
—RX N IEESIEEER, HREFEE610HFICTR. A RLNR,
FH—EBMR AR KM (EBE TR KB R 2 AU E 7 /LA
NEFEIERRE.

Mendlowitz& /R, ZABIEEEANLISFRE,, HRRNZABEAE
BT TR TRZERFEE.

EEXKIE:

http://hackernews.cc/archives/30059

Q) 22F1R /20205
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WEX B EEHEZES T EEHFIA 0-day
mAREEE

KBl 20204 A 15 H

Rk

LHIRE4AF14H, HAREMHAEANT BERMPEE 711322,
Hpe3E3 1 BT HFBR0-dayimE. X=""KAn 7L Windows Adobe
Type Manager Library AWindows PI#ZH,

5, #BZ0I 8, A4S ZEAFHRFMECVE-2020-0968 1L &4
EEFANRAE, BRERENT AL, BHEHRZEIF A,

CVE-2020-1020. CVE-2020-0938

RN EMWindows Adobe Type Manager Library BIZAZ AR TR
B, WARBTE=R NMIAMmBESEM THNNEREER, ~RBEEMRE
HTHT,

@) 22 F1R / 20205



= =

‘-'(:*

NSFOCUS

i 7 B8 AR

EZ T Windows Adobe Type Manager LibraryfE2MEmulti-master ¥4
(Adobe Type 1 PostScripti& =) BY7Z/ETRE

Xt FERWindows 10LASMNPRE R4, RIHA AZIR R I & & B LUT
EHRITRE. XFIzTWindows 1009&R L%, INFIBZ BN T E A T
AppContainer/b & £ N R LB RHIA R THD,

SRR ANELFBEEEUTERIBES,

ERrEEEE:

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2020-1020

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2020-0938

CVE-2020-1027

XE—PWindowsPIZFFREEFH R

RAEETWindows RIZ M BAF RN RALIIZFR, AIHF B LHRERY
W& B0 LURF IR RURURE 1T A0

SRR ANELFEEEUTERIBES,

EREEEE:

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2020-1027

CVE-2020-0968

£ Internet Explorer B, A | ZEEMERERNIRINIIZFEFE— T
RARHIT RS

ZRRR AT, EREETLSAAAN L TXFRRITERRE. &
AR REN B G E ]RGS SR A A ERRNR. WRIRIAF UEE
RPNRER, A RN EE P U2t Z MmN AR,

SRR ANELIFIEEE LU TERIBES,

[EPapii=sizi

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2020-0968

BREE

BAEHNEZRHRIERAR
HEET ULRRANRZE4T, 27U
BINZFMAR RIRZEAT B

RENNZEBHHAAIFE
BB R IBEXEUEN &R

= B
o )

ERENEXAREARAIEEFE
NRemd, ZEMEAEZ2N
HREEFRRIER AR, BFERE.
MALkReNEFRHNESMER
BREMEEZENEEENERKIRX,
HHRERAERANS, SFEBKUK
LERNEFETNIABEARE,
FHEERAEN LT 2N EHE A
BREN. MHEAREELR2R
=, BARIELZ2AENTTEN,
BERNEREFLEANT. REEFH
B, MEEREAREL L
ZENHEAR, MEUEFHLRARKHE
RFEi e,

/
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smmnzeas . 1A\ Adobe

K*mEdiE]l: 20204 A 29 H

Rk

SHBYe]4H28H, AdobeE B AMmEINERT, EE T Adobe LR mARY
2R, FamBiEMagento. Adobe Illustrator #Adobe Bridges

[SPapEi=paukil

https://helpx.adobe.com/security.html

e AR AR

Magento

AdobeZ #5HY Magento mINL 2 EHT, HEETI0 M KBNEZRIE,

Adobe BFIEE LN EMM IR N2%. (IRIRESIEI TR A HZEF
AdobefLFtRIHERS) o

RREHEI T
AN EEMBHRIT  Critical Yes CVE-2020-9576
AN ERMABERIT  Critical No Yes CVE-2020-9578
ngiﬁ@ ERARISHT Critical No Yes CVE-2020-9579

QW 22/1R /20205
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R ¥

Ay | ERARm | mERE ;ﬁﬁ;ﬁ? CVE 52

AR . N »
it AT Critical No Yes CVE-2020-9580
BEN  ERREBRIT Critical No Yes CVE-2020-9582
BOEN  EEMERAT Critical No Yes CVE-2020-9583
XSS (Stored) BUREEHE  Important Yes No CVE-2020-9577
XSS (Stored) BURMEEME  Important No Yes CVE-2020-9581
XSS (Stored) SR EEME  Important Yes No CVE-2020-9584
I TEMIELEY  Important No Yes CVE-2020-9588

B &R

XK RENERERREANEE SR, BEEAdobeE A REIBE !
https://helpx.adobe.com/security/products/magento/apsb20-22.html

Adobe Illustrator

Adobe% fRJAdobe lllustratorts INEHT, EE 751 FBIRIF.

Adobe BAIEE LU NEMMAR N3N, (LAREXIEN NIRRT =T
AdobefLAER T BRI

RIS T

R i ) FEEE CVE RS

CVE-2020-9570
CVE-2020-9571
IR EEABSNT Critical CVE-2020-9572
CVE-2020-9573
CVE-2020-9574

*TFRBANEGEEmMMRANEEIE R, 1B55AdobeBALLES:
https://helpx.adobe.com/security/products/illustrator/apsb20-20.html

20205 | ®2 AR @
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Adobe Bridge

Adobe&##JAdobe Bridge™/MNEHT, BE T 1T M KBREE R,

Adobe BAIEE U TFEMIMALEN3R. (RIREXIEI T XHRATS
AdobefL e BIHERL) o

ROEBTERW T
p=pEES] TR AR 2 Ml TERE CVE RS
BT HRRE PR H EERBERIT Critical CVE-2020-9555
o . = " CVE-2020-9562
Hom EERBERIT Critical
CVE-2020-9563
RIFHRER EERBERT Critical CVE-2020-9568
CVE-2020-9554
CVE-2020-9556
CVE-2020-9559
. o N CVE-2020-9560
RSN TR RAT Critical
CVE-2020-9561
CVE-2020-9564
CVE-2020-9565
CVE-2020-9569
L CVE-2020-9566
UAF TR RT Critical
CVE-2020-9567
CVE-2020-9553
EL5RIREY EEMEE Important CVE-2020-9557

CVE-2020-9558

FTRENEEEIRANREEE N, BEZAdbeELZ2BE:
https://helpx.adobe.com/security/products/bridge/apsb20-19.html

Q@ =A% / 20205
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i 7 B8 AR

BRI

AdobeB AEAHREE T ERRERHFIA, BINEFRESZE AdobelltieRiT
HES hENENEERNE], LRTHRIET,
A E BMRERI S E SRRSO E BB S .

AdobefL &RiFE RS

Adobelt e E o] BB E P I EAdobeZ 2 BRI k. B HIRTEER
FmilhEHERT, REZEE, SEmBFE L TR Bl RN E RS iE R T
Ao

R ik

KT EMBENRINREETRNTE, EREFFENRE, Jks
14 BABERBIEXERR.
Adobe BINBERRRREUEH (LIIE 72/0NEW) -

ERLEFREENEHRRIE XS mFRFR, SIIERER
24 BAATR. REUENER, ERINNFTRE LERF A
Adobe IV EE R RRLEEH ( HIFIFE 30 XA )o

TR EHTEE BRI S XA~ mTBYRIH. Adobe BINERE

3% _ o
REBEREEH.

https://helpx.adobe.com/security/severity-ratings.html

- = B ~
KEZ2NENAREARTTEFENZLPH, GRBVEANZT 2 NERMEE
AMRIEEAE, BTEE. FELZSRASEFRIREHANE BEMmSAI R EZDEEE
MERNIRE, WHREREERANS, @R UNRZEANEEER NI ABIMA SR
To FBERFIEAEN T2 NENERMBERN, IMEHNERE LT RS, NI
RIELZEANENTZEN, GERNNEREEENT. RKELEBRREF, FEEE
BB REZE2AERE, TMEUEAATVEERTELEMN, //
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Git TiE#EER (CVE-2020-5260)
REEE

K*EdiE]l: 20204 A 16 H

Rk

EH, GtRHReBELH 7T — e EEGItA -~ EIERRRA (CVE-
2020-5260) o

GitEAEIEBNF (credential helper)REBNE A FHEAQREIL, B2
H—PURLR BRI RIDAVIRITRIEY, B8R AETARBYE T A\ Blcredential
helperfI ISR, X EHE URLIIRGItE P ik £ A G E 20X T EHE.
LA Gitx B = URL 11T git clone spo R =R & 1Z IR IH.

SEWRE

https://github.com/git/git/security/advisories/GHSA-gm7j-c969-7j4q

2R MmhR s FRZEhRZS
U Git2.17.x<=2.17.3 [ Git2.174
[ Git2.18x<=2.182 ] Git2.18.3
[ Git2.19x<=2.19.3 [ Git2.194
[ Git2.20x<=2.20.2 [ Git2.20.3
[ Git221x<=2211 ] Git2.21.2
U Git222x<=222.2 [ Git2.22.3
[ Git2.23.x<=223.1 ] Git2.23.2
L Git2.24x<=224.1 [ Git2.24.2
[ Git2.25x<=2.252 ] Git2.25.3
[ Git2.26.x<=2.26.0 [ Git2.26.1
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i 7 B8 AR

git

BR7EE

BEAEAMBE T RERFIRAE, BNZEmMES NN TN EHR.
https://github.com/git/git/releases
HI, IR T Bty AR e e )

¢ ZFHcredential helper

git config --unset credential.helper
git config --global --unset credential.helper

git config --system --unset credential.helper

* EHHEURL
1. git clonel I BURL N ZHAFR ZB D RS FERBIOIITR
(%0a) SHEBMIBCENBIIER (fl@host=github.com)

2. BRERFERRASAREENCE—LEMER (FEMA clone --recurse-
submodules; RBETKE gitmodulesH#Elurlz /@, A fEAgit submodule
update) o

30 BRI MEEBIURLIAAT git clones

- = B ~
KT NENAFERFTREFENZ 2N, FBEREAAEZ e AEREARIE
EE, ATEE. BT ANEFMRENE BEMSHN IR EZES & EENE R KXIR
&K, WHEBEARANS, R UNZENEFEERNIABEA ST, FERFIR
BT NSRBI REN, IMEHAEELLENE, HNTNRIEIMZESANENT
%, BIERINERS 2N D. REFBRE 2F, FMEEREBRIEEE LT ASE
AR, MEUERARBEBTE LB, //
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Oracle Coherence iZiE X3 1TEH
(CVE-2020-2915) &£id%

KBl 20204 A 15 H

Rk

LiBYE]4 8 14H, Oracle&752020948 x4 T 851 (Critical Patch
Update, fE#FCPU) , HAEIE—"5XT0racle Coherence , 4 9.889/ &
JROE (CVE-2020-2915) o

REAFREZESMRIENBEEBLTIMIUNE R HBRZZHEDN
Oracle Coherence, I8V EFIAR 2 Oracle CoherenceIEHEREE, M
S RLEAE RS To

57 Oracle CoherenceFEMY ™ mE bR M, 7EWeblogic Server 11g
Release (10.3.4) KLA EhRAMZ R B ERIAER T Oracle CoherencelZ,

SEHE.

https://www.oracle.com/security-alerts/cpuapr2020.html

2R aahRds

[ Oracle Coherence 3.7.1.0

[0 Oracle Coherence 12.1.3.0.0
[J Oracle Coherence 12.2.1.3.0
[J Oracle Coherence 12.2.1.4.0
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ORACLE
WebLogic Server

RRF

OracleBAAMAINTEE T LRFE, BERASEE ARG N T HZEM
FEREFAT, HERIT 2EGFWreadmeX HHITREEH, LUIRIEKEE
MBI

T OracleBAAT RERFAFHE ERRGENTOIKS, ©£RAZKSEM
https://support.oracle.com/d, AJLLNEEHTHNT o

RSN
ERFENTRERESN T, ENEBIZATIMN, WRAHTIRITERE,
BBE:

https://www.oracle.com/security-alerts/cpuapr2020.html

/’ EEHH ‘\
ERENENARERAUEFENZ 2R, FEREAIALEASREERRIE
k. BT EE. AR ASPEHNESMERBTHERRE BIZRNERMIR
K, HEEREAANS, FAMKURR2AEFEETNILABEFRE, FEMNXA
B AEEIMERN WA GEERE2AE, CARELR2AERNT
B, BERNERSE2BAT. REZBREAT, TRERERIELRLRENE
NE, AMEUEASIEERTE LR, D
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Weblogic iziZ S5 1T

mPREEE

KBl 20204 A 15 H

Rk

b= BY18]2020%F4 5 15H, Oracle& #2020
F48 KT EH (Critical Patch Update, &
MRCPU) , WWREFHHEEE T M EERENE
Nz 2R,

H =T WebLogic Server, 45
N 9.8M™&E KA (CVE-2020-2801. CVE-2020-
2883, CVE-2020-2884) »

U ERRBATFRESHIRIENTEE BT
T3 LE 13 B H e F 7 = Wi ByWebLogic
Server, FNINRYREFA RIS WeblLogic Server
WREEZEE, NMERITEAENIT.

SEWRE:

https://www.oracle.com/security-alerts/
cpuapr2020.html#AppendixFMW

2R aahRds

[0 Oracle Weblogic Server 10.3.6.0.0
[0 Oracle Weblogic Server 12.1.3.0.0
[0 Oracle Weblogic Server 12.2.1.3.0
[0 Oracle Weblogic Server 12.2.1.4.0
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ORACLE
WebLogic Server

BREE

OracleB&AHBITIRET FIXFE, BRFEEEHES
R TNEZEM~@ENT, SR T ZEBRHreadme
SHEHITRESRH, URIEKBPERHIE,

A OracleER# T FZERFFA ERTENTFRIKS,
EEZK S & FEhttps://support.oracle.comia, B LU TNEEH
T

ERPERARRERNNT, PIEIRATINN, XFHE

https://www.oracle.com/security-alerts/cpuapr2020.html

- 7= B ~
KL L NENARERTIEEFEENZ 2R, FBREAALZ S
NERBEMIRIERAE, BTEE. AR AEMEENEREM
ST EENEENERRGL, WREREARANS, ZBH
B URZENEEEN AL EBAEATRE, EER/FREN LTSRS
AECRFIRRREN, WA EH I ERE T2 E, WINRIEILZE2AEH
TEM, AEMNERSLIENS. RELEGEHRBE IF, TEEEBN

FEZRBRRLAETRNE, MEUEAFIREATELERN,
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BEBXMR 2RSS
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1. FERRES: (TA
RIEKBHIEEDZE (IERER
1)) AFEKRER

(#Fi]

NEIRENARRKLZEE
HIE, AR SITHN, RIPRE
A WIRBEA. RmAGEN@, 1]
' (PEARAMERFRKZE) (i
ARENEBEENmRIFE) (F
EAREMEREHE) FER 17
BUEAL, PEBRRESEET (b
ANROEZHIERE ERER
) ) (LUREIR (vE) ), A
HERFHERE .

(SE 5]
http://www.cbirc.gov.
cn/cn/view/pages/ItemDetail.
html?docld=899570&itemId=915

@ 22/1R /20205

2. 2019Mf5 B £ eIFTIARIRS) [EXNAT

(#EiR]

202048198, HAPEXEBEEEMISTERACFMKBAERREEHN
Qo19ME B EeIFEHHRE) (LUTEF (kE) ) Bl L FaERR
o (IRE) DENERERNTLE, WENUSE IR HLE R 2 PREHET
ToORMRE, NA—& BRAALE T HUEL2RM “BHA” o N
fFAa” M Ban” B

(&F4ER]

https://www.secrss.com/articles/18779

3. REEREITEREARTAGENBEREFZIEFEKIN
HHIRY 3L

(#Fid]

NFERFNRIELARDAGBLENSETITEE, NREXAEA
RMAGEBEE. RIAKRIENZ2RE, ed. BsTEIX. BF
BANRRDMANEENBIER2RIPES, BHRKNEE. S50, &
gURENIIFER, ZRRASHE, ALWSPRMEMEX, BIiIFTH
BEARMANEEMBEREEFCFRBNG (LUTERGE) o HHIR
RBAUEE: ARE. FARMED. REARER. E8ARLER. Tl
MEBKE. ERTIREERESES.

(&E 4]

https://www.secrss.com/articles/18670
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ReTH

4. ENEHRZEER2ERT. 2EFRRZEERERN

€735

USRI HmE S, T2AFEIEM, WA RN URE
WoEERRANRRER, ~itE. KEE. WEN. BohEREHHITRAR
NETEWHERTFHES S, BRNDEA R MEEMIZHER T IRANE
Mo UM Z2BRETENERE, FHNETARINEST2MAER RS E
SE LU R I AT Al O£ ELAt % o

(&5 1Ez]

https://www.secrss.com/articles/18624

[#Fid]

AR1ITHRFEHENFZED, CCAtENZ2TIERE. FEBKE
FA1360 £HAEDK B+ EEEXRESRTILRERERSAARIITZR” ,
UBLARAR” RIE-R, #I57T 18T TR, HRENE. #E5F RSAC Y
EREAMPR. ZBRRN=TIE, ERNANPENZ T IBIRENERE. #3¢
SEFTV XML OIF A RVERR, UEMNE2EERFIRKEZSEE. Xt
2 TFERESNENES,

[&EHEE]
http://blog.nsfocus.net/rsac-share-0421/

6. FHEBKTE W SHREIREHK
€735
FNRE P LR, BUERBE—LBRRAMZ2EMBE, EEERN
IS P AR BT RS ER, RBEMK L2 INE WSEXIFHE

SNMARTE—F, Ae—RRx&Y 78, &EafTBRaNEZ M ML SR
12, AT RERNEIZEN—E.
[&E %]

https://mp.weixin.qgg.com/s/IvUJU8TwuKm4gafNvWHT3g
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7. BN BEFIARSIRSSL VPN#1TIRE
(#54)

IEINBEZAL “DarkHotel” BT AEETFERITHIER R EARSSL VPN,
FIBZE P BFAERE (F/ORFASSL VPNIZEWIndowsE P i FH RS 25
IENEIRGRIE) TRESXHIERE, NTHTAPTREGER . SBEDER
0 B TR E AR,

(SE 5]
https://mp.weixin.qq.com/s/FyZGfe2 TLibru3CRgcjFiw

8. MEEERI M WannaRen
(#152)

TH, WM ERI—MIESHETRS “WannaRen” HEPC EHIAEHE,
ZHMERHERIIBEWindowsRG R LFAER M, FELL “WannaRen” 54560
Zo WHEB MM EBEHRE0.05t M. BRIZERNHEMWindows 7
S5Windows 1054t

(BEHEE]

http://blog.nsfocus.net/

9. ZEFIANnCoV-19& 155 BE1EAIIF i SmokeLoader
(#EiR]

Bcovid-1I9MARBEEFTCENEL LR, FRMEATLRERT)FE
ZEEIEATRE T ERNAE . T, RELRERI THNEEE
ERERENEBAEAD, REEETHREOAEETRECRIUMNERNERAME T
FEEEBEFEESER, DRBEFBHANMRERERNS T &M

(& %]

http://blog.nsfocus.net/smokeloader-0407/

10. Vollgarizzh-£134i54T7MS-SQLARSS BIWindows &4

(#E5R]
ITH R M— N KERETTR M & shVollgar, ZIAE)EERRIZITMS-SOLAR
SaWindowsit B, EAZEERIMESEETEN, HBEZNENHRT
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ReTH

ZPERER, XEEN)HETE. HE. HE. tHENXEFER, ¥
ITIWREET. 1=, IT. BE. #EFS I

[&E5%E]
https://www.guardicore.com/2020/04/vollgar-ms-sql-servers-under-attack/

11. WEEFBAZoomMIA= IR A E RS RIRGF
[#5iR]

EAR B EHE SR NER S EZoomIM N, TEHYHT
BIRASBAMER LENAF. SERERMISDEGCoogle Play £, HEXITE
Droids EINENBIEFIAF . ERARLNEZ s HRER P Zoom APK, 1%
CRNERTERBI80)BIE. UEMNBAENE,

[ 551E]
https://labs.bitdefender.com/2020/03/infected-zoom-apps-for-android-

target-work-from-home-users/

12. Raccoon{E E G A AR =RS

[#5iR]

RaccoonBEMETF2019F48 B AT, BEHREEGEINGE, BEBEIAL
BREIE. EHEFEEE. NMEEMEEINNEEE. IEHATRaccoon® AR
TR B E B FalloutFRigH B AN, B iihE A AR =S FERaccoonHLEH G
M, TEMERBSEIE. HA&. SHMetil. MEANEES,

(B 551%]
https://blog.trendmicro.com/trendlabs-security-intelligence/raccoon-

stealers-abuse-of-google-cloud-services-and-multiple-delivery-techniques/

13. Holy water:$+33 I M B97K R & /& Th

[#FiA]
IR R I — D N REAVEFNA R BRI EER), ZoashEDE2019
FORLR—EERK, WhEFABRERAdobe FlashEBH L) 2 BRI

[&E%E]

https://securelist.com/holy-water-ongoing-targeted-water-holing-attack-in-
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14. polarisf@F MR E L EKNetlink & B 28
(18R]
ITHRR BRI ARSI = L INE XY Netlink GPONES FRESRCESRRBIFI AT
No £2020F 35 18H Netlink GPONES FE S HVILIZ I TR 20 A, polaris
EFPMEEEIZRBEEREER, SHRHRHE. WHABUHREIRE
T REENZ EFHBS,

(S 5]
https://mp.weixin.qg.com/s/9xEVrC5UzyuCF56Es1ppGA

15. xHelper kSt 3FAndroid FH# 1T AT T
(#752]
xHelperKS7E2019F 10 A & M A 485 XS Android FANFHITAMR K &, B
BMEIIE, ZASMABUB —EERK, xHelper2IRARHZTHENATIRE, ©
KBS EN—RFIEERINRN AR, REZEETFRENEFZ2E0E
B, BEREIHPBREEEMEH RBEHLLH, TNHRRBERE, mMBATLL
ZEE IHEMERRERER IR,

(&EEE]

https://securelist.com/unkillable-xhelper-and-a-trojan-matryoshka/96487/

16. APT41F)FZoho ManageEngine s iR 3T & EBX LK
(48]

MTHBAPT414B4RF A Zoho ManageEnginefI = HIRIRICVE-2020-10189 % &
EE. RUNMXBYEREXE . APTALZ— N S5FEEXNEMALR, EDM
02 ES, F2USBAFERFIBMES BRGNS FEFEHBIN
RIEE,

(S5 5]
https://www.darktrace.com/en/blog/catching-apt-41-exploiting-a-zero-day-
vulnerability/
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17. Kinsing &R s B | IF R T

[#1A]

TSN B R BN ERE T M. XEEBENAFNZRIFBOFTF R
Docker APlI%RIZIT— M B KinsingG RN UbuntuEss, ZHEIHF
ET—MEEE, AERERERR R A SR Lo

(&3]
https://blog.aquasec.com/threat-alert-kinsing-malware-container-

vulnerability

18. WINDSHIFTAHLR 3 R AR ALK BlKEBD

[(#Fi]

WINDSHIFTZ— MM EBHXERIN A EIRESINALR, ST NHRAR
XAV BRI A R A IS LIRS E DA, BarEsihWindTail 2% A
LEBNE—HMEmMacOSIEENIZR, BidimAmacOSH BE X URLG RIS

BRI R macOSH T

(&% HEiE)
https://www.virusbulletin.com/virusbulletin/2020/04/vb2019-paper-

cyber-espionage-middle-east-unravelling-osxwindtail/

19. FINGAAREW T IEBIH 53 &K AnchorflPowerTrick/51]
[18E3R ]

ERER, BARNMEILREERAZ BNEEE@mMNE. FINGZ—
BHRHNLILTFERAN, B2015FLR—ERERR, TE2F X EEMKUM
L EEEBNEETTIAIPOSH.. EHRE S TrickBotaEfEAANchorAl
PowerTrickXJ fe Ml L HITE I EBI K THo FIh, FINGRIBIREIEERET
FRASHENSRDT,

[&E k]
https://securityintelligence.com/posts/itg08-aka-fin6-partners-with-

trickbot-gang-uses-anchor-framework/
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20. HoaxcallsfE P M4&FI B Grandstream#1DrayTeki& &A% &
(#75R]

Hoaxcalls@—M#BIDDoSIEF W48, FAGrandstreamA1DrayTeki& & ikH
ALICCEN Z2EHE, BEIIRCSCARSEREE, BHWEIC26m<E, RILIEA
CVE-2020-8515F1CVE-2020-5722 / BiEid HIE R S S B H L EHITEE. B
BIE B %Grandstream UCM6200F1Draytek Vigori& & # R EGL 8 K o

(&E k]

https://unit42.paloaltonetworks.com/new-hoaxcalls-ddos-botnet/

21. BB EEMEE L EEFIA0-dayiwiF
(#EiR]

LI B]4 B 14H, MAEMNWAEWNT BHPEE 7113 M <2m#A, H
FREEINEREFMANO-dayRiFA. X="RESHEWIndows Adobe Type
Manager LibraryRIWindowsPI4Z

(BEHkE]
http://blog.nsfocus.net/msrc-security-updates-0415/

22. Oracle2 A= f2020F48 X BT EH

(#8%3A)

ZHIATIBI2020F4 8 14H, OracleB A AT 720200485 X4 T BAS
CPU (Critical Patch Update) , ReBEUNE=FLERNEEFLAENE, BET
39T N EIREERNRIE.

(&E 5]

http://blog.nsfocus.net/oracle-0415/

23. Adobed B LR L EH

(#15A]
LBt el4814H, AdobeEA AL T4BLEEH, BE TAdobeZ ™ mAY
% NRA, BFEAdobe ColdFusion. Adobe After EffectsflAdobe Digital Editionss

[(BE %]
http://blog.nsfocus.net/adobe-0415/
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