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ITHZ2ITR, FREDTFEAGVREX VB HERBRNLEHE RIR,
AN ARBRHRTRSTANNE, Bt EREEYEREIA
NHEZKENZ XK. BT IFNER, EEHR, FBEhdlE A
ERTARZ2HIPRN TN, REEWEENZ 2K,

=, P

Elevate® & EERRMH LTI PN IIAERIR, ReflexiBH MWL 59 BB 2
BRIAAEKEERITAL; VisionB—MUERE, RFPamamaRIER el
APIEERBIEMR T ANRREX R MRS —BE Mo, BEHIILEMNDH
AR T EEANE; PulselerIECER). BTFHEMAVR TIFRRERS, U
MRS RNE R TRHEBEEN USRS IABRIRN L 21T, Hacker s
Mindie I EEMARNZ 2B, DEMHEA B sXRRTHR
2EIRMEBIFEE .
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——THE ELEVATE PLATFORM——M—

Measure, motivate and reward employee security behavier change while giving Security
teams insights into security readiness.

Elevate Reflex

Phighing simulation
suite 1o nun baseling
phishingtestsand ®=* ==
conduct metrics
assessmeant,

Hackers Mind

Support high-risk

groups with targeted,
gamilved training,

il
P
Reinforce

ET U EMAPINEER, BAHANANEBARE

1T, Bli@

‘D

AN

i ReflexSeA I BB EIEIL, BT ReELITL;

Elavate Vision

Company dashboard
1o understand your

=+ =8 grganization's security

behaviors and culture

Elevita Pulse

An emall scorecand
with personalized
feadback. Rewards 1o
help employees

* = =% improve their security
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@ Home =
@ vision v
Explore
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‘ Reflex ™
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2 Daw b g ™
(= Behaviors ™

All Departments

Security Score
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Firarew
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Behavior Map

DEFARTMIENT # OVERALL
Administrative - W... (]
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Customes Success
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Elevatelgth 7T FEEARE B, fFDemoH, REEHLANIAE BMBH L XAFGIImA ¢, BIETEFRT
FThee, TBEENR, ZEsI D= GEME, U—@1TRA “Sturdy” BRIBEBHING], 959 9Phishing
DemoFEBIEVisionFIPulse®EF & Reporting. Password Manager. Training. Malware. Clean DeskiXH &
7o PILAEE|Vision Dashboardig 79, XM VisionfFREFREMNEIMNG . 8—INESEEXN N EAERNS, 6l
HOMEEREY. MEIIESIE,  OxFFPhishing & Reporting, S&HGEMEREHEMKNE. 8T MAIEHE
BERRTeNmE. XNanm. SRUNSAESTEMITHRAENEER. S, NRE—TOTGLIAR,
I D AT RS TS HERSBERXUTHEVRENNG, USMRITETFREZEHE, TR

(Behavior Map) 2B TREM,  WATEITHNE.
XTI ER 2 21T N HIENE ST
&, EMRMEIIETSEE £, B5F

Bk SEEER. TEHE. HEe s
2. WBWER. BIISEEHR )
L. MAFIEES, ZElevate ﬁf
DemoF S A FIR T HA 2149 R TR Getting There!
BEETIHWAPIEN, TARHD You'e Sturdy. Keep improving on the behaviors below and you willba an &
152 41 B T Reflex0 0 B AT 140 gl
BT, NS—
Vision¥l/E T 42 (4 51 P95 R e
8 R TR, 12T How your score i calculated
5. EMHEL RGE.
@ Fulin 3 CHTggng
oo - Campaigns
& - ===
l Pk e ﬂ Sehaduled () Deaft {2 Completad(l)
Campaigns Sales Team (Berkeley) oon 16 2 f
e i -
g Fscker's Mind ] Sales Team (Mew York) oeas 1,449 2 f
e il

TPulseim&E T, IEMH
CampaignsIhgE. 1ZINEER PIIRH ]
BRER, ETmMHENZ2ITRRIRR
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CARER" , UARETRINZL, KEARRARENET B Z2PHKE
EFE, MAR. R AR FRENFAEFLEEE. KTt TNk, #HMmEt
S RAMR RIS, BRRZE2XEK, BRAMNELZEHHHNXE—If. EA
TEARBPINLZ2BIERE WA ASEERIZ2EI. 22HMEREEERT,
Elevate SecurityE FFARMHNPI B TEIA. IO, BHERIRASRL
SXNZ 2B, BUFREERT MU ReXUEENTANTEE, EBAE
KRARN D AN R 2T ANEBNEIA A ERHE HER. B8, LEAANZS
THRREMEZ 2ZE THRKERINR A TR, R T — B HETTHEERR
RAIFRE, FIEFIh, Elevate SecurityfR AR IEZ BEEAMNEINCIH. ZATE
FTEETE, REARSEFAKNEFCRASLSE, BEMERN. Z2MEER
ENERMENE, XLEFERARZINMIEITHTEFRIZATNIZOTESE o

MIMBHERIRE, Elevate T BIRMBITHEED] LURELIM A B 2K E, Elevate
TEFFRINIIE—BE TR, WEBE2MERIMIE, TAEEMEANEATZER
ZI0FESEI].  “Let's target security behavior change, not awareness.” Elevatef91%
DIIRERRLLIREMT, URTZ2ITANNEENE, RIESSTESHHNEIRNE.
Bl . kIR 1750 0B BORIERRACAIEIS, DUNRFFEER. SHBIXIT(E
MNESFE, EABEENEIEFIRTNANZEXKEREN. WEEE
BE7le UEBHNHNAAXFANZLITHNEMMEE TEBAN L2, Elevate
Security 2 IR EA L2 RINFIFRESEB BB TE. HEFRKElevate A
RARHBLZNFAWAN, HRSIRUALTAIARNGIS. FE BENNRS
TANGENTHEERSTHREAER, LENESENKIHHS. BFERAEE
MER,

SE R

[1] https://elevatesecurity.com/

[2] https://www.crunchbase.com/organization/elevate-security

[3] (Understanding Security of the Cloud: from Adoption Benefits to Threats and
Concerns)

[4] https://www.gartner.com/doc/3950454

[5] Top Cybersecurity Trends for 2016-2017, Gartner Security & Risk Management Summit

2016

@ 22A1R /20203



x

NSFOCUS

gl E

ForAllSecure: R\ DevSecOps

202059 2H248-28H, W
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ForAllSecures

ForAllSecure@ B2k B -RMTEHE
R AR FBIForAllSecureZ 25T HIBA
F2012F QI HAE), TIFMRE
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MFeE BRI MN KSR, 6l ADavid
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Alex Rebertt3k B it £ 15[ K F
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BHEFZEEHESTHIEMRF (DARPA) F20165F F NS BRI T

(CGC) H—z5=5t, ForAllSecurelA 2017947 [FREIETRETIC ) %A
“PIRIBARSOR AT BB (fiI55$E358)

nEEHEMayhemBHINNRARR S 2, KEDUFEMER2NIHEA
DevOpsitiz, NREFMRINFEE. BERE, LIESRHc2M. 5F4%
BRI AMEL, & TR BENAEASEEA “FSHT &R
M SRR £oR, BBHITIRLINNZ2REE s EES
MEIRIE (PoC) MANT, E—ERE LE#REHARNANZRRME 2N
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Controllar
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MayhemBY TERIZU0 T :
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Send Monitor Collect, triage, & | :
Input target store results
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% Test Case 244 raem s |
Shegs b3 Repraduce

1. Dowminad tha e cana fiar [ & |

1. e 2 file i pour wo iy dieectony.

3. In your termiral, ren the following command

Fuie/Basisoinle =i test-244 =1

=]

Related Defecs Trage bdanced rage

L] AR Jul 19 200 | ELR -

e . FUTIE S T I3 02 WA,
m———— B BB FAIM4 Apr 13 AN | 4] ETFR
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BabiS L Tled }Ti were willl, qeord pui [eip + SulaBaEl)
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2IUHAITRLREIPA, ForAllSecure M
10437 BAMR AR B FR T BN
ABE. FRERE, XERBEENN
(LSYN
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FREFFBIRFIRIFFNE, IR ERNSHAENHEN RS
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[1] Mayhem, the Machine That Finds Software Vulnerabilities, Then Patches Them

[2] MIT Technology Review Reveals 50 Smartest Companies List in Annual Business
Issue

3] ForAllSecure

4] ForAllSecure: About us

5] DARPARIZSEBIR PR BN R IB M BE

6] FTSHITRAEL (A Brief Summary of Symbol Execution) -wcventure

A E3T5IA T REVDA LabsBIZE Kl Using-Next-Generation-Fuzzing-Tools.pdf; 25
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[From: from@example.com, External)

Brand Impersonation Site
This message links to a site that appears ta be impersanating LIPS but is not hosted

on one of its domains.

Feoort This Email FAG Protection by Inky

UPS Biling Center

Your package has been scheduled for delivery. Track-By-Email

HEHEHON: NamERFEEEEBRERE. INKYXTULEIRY BT R+
BENENERHTENRE, FREEXNNNIEEENEREMEREAERH
FHE, 28 BEMNIGEEN B T G2Enc S EHREE.

RN : HTMLYBRFHHREET ESRsINPEEEY, BHEEHTE
BT HEPTRNERAIMITRIBMA AT, BINERT, INKYBEBEATIRHFFE L
TS UL SABIAT E  (XSS) « JavaScriptflCSSH I LA,

BIEER M AR INKYBINLEE 5 > 5 1 EEP] LUBT 1T 0 FHE AN A I 25 =13 3
RAIPTEBIT RSN, BT R ERRRBURENE S, INKYR]LUAPRED
ABIBITHIEER, HINKYE R —H B FEMER A G AL S ¥ S B B94HE AT
B, EaXEEE, NEFT.
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Payment required 1/23/19

Jonas
jonas@mail.com
Unusual Message (External, ipad@kemail.me)

# First-Time Sender, Potential Sender Forgery Details

Report This Email FAQ Protection by Inky

Can you make a payment for the latest order here?
We cannot ship the next order and make deliver without it.

Thanks,
Jonas

SEREWR: INKYF@mB—MRENIIER A U ESH B FaE P d
“Report this Email” . XERERF P UENEERERFENFHE R T
IRERBEERIRE (web. FH. EEBFHAESR) BRI, MK
LB FEA RPN REE SR ERERMNARS L TIE. XiF, INKYRILIFE
BRI PSR R IR, i — ST & EA NIRRT,

A3 IE\gE

FEEHBRMFHREAR R, FANETINNGNS EEEEEEY
BOEITION. INKYABIBIFEG@INKY Phish Fences M 28T SR AT BB #175
REDAT, PILLEINBROIRGI P EH M, MIBT R NRAES AL EE
EINTE. B, %50 LL5SExchange, Office 365F1G SuiteS AR T4
B, BB AN AARHEE NS EAIBEF,

SEHE:

[1] Gartner 2019+AZ£INE . https://www.gartner.com/smarterwithgartner/gartner-
top-10-security-projects-for-2019/

[2] https://www.crunchbase.com/search/funding_rounds/field/organizations/num_
funding_rounds/arcode

[3] https://www.inky.com/

[4] Gartner Security & Risk Management Summit 2019
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Obsidian: #

2020%2H248H-28H, W
K2 217 BR=RSA Conference
REBZWHHES. 5K, &
BERBRERNARNANESF
RSACRIFT V& +BIFI A
Obsidiane

Obsidan Security A8 AL T
20174, F2017F7HFTAARO50H
FEooRiR, IERREENEIA2950 5%
7T IEEEGreylock Partners. Wing
MGV o

Obsidian A B E—R N 1R
HEMSMNBYAE], SERIF
Mg MR . BIInHEIBAR
BT Cylance. Carbon BlackFINSA,
CylancegifECTOM = - (T E
B HHEECEO, CylanceriTEE
HIERFRBNSAITENHFERE
- K /R#@384ECTO, Carbon Black

L
IRiE

€73 Saa$S BBzt .*QID‘J'?F'
=N SmEE S

TCTOFRER G I8 A LURNSATH RN F R - 98yl N8 £ &5 B HER

A

S

&1}

o

BEN JOHNSON

Co-Founder
CEO CTO Chief Scientist

MATT WOLFF

Co-Founder

ObsidianfgH 7 — MY IEZ-CDR(Cloud Detection and Response)gE/d
SaaSN ARFIREZ 2R, HeeEBr 2 EE R NN FEL N2 A ER
B EXRRAW. BAEMIMN SaaSh BiZFHeURAMRNEBEM, T
FMRL SRS PSRRIt 5 D,

—. Fmih4s

® ThmER

I EN+HEF, SaaSHIARTRENERIE T EANE K, AR
BEFEERE VSRS (BEBTHE, WE, HR, HE, THEHENE
g) TBI=H. E2019FESCHRAEEH, =H2= (67%) HNE5ER
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£, DEBIT20% N AZREE T SaasS, MiBig58%MAHLF2019FIREEF
AT 1aaSe

2011

20013 2015 07 2019

2011-2019F e ERZRHDRNARSS (IaaS) AL B

® =NSmELE (CDR)

=M S ZObsidianiZ H— MRS, BRI aRERRF
AL —E 7o

SIFRRERE (CASB) ZEMMRSERANEINHZRS, CASBHE
&1 FEREIFIRNEAGE, FRARBMENS SRS ZENFN, TEZ
BT PR LT A1 R LR R LAV B LIS B B = 5R

B2, EMNGartnert BENZ2MIBEHFIENR, Ff% (Prevention)
EHHATBURFsIERZ T, BMEE T RIFNTFEZ2MAFE,
WHE TP U T B EGT HERET = H = REBNR. T=F, Z2E
EEZRRIEN (Detection) , EEHMMLER (Response) , XFLFEERI
WHEENBA L TXEE, LUERBIHKRMFIEL AJE#1T 8. mals, X
[F2SaaSHM = RS PR/ D BIThAE,

SEDRAELE, BIMEFRHEIMWRIRERIARE, HEERNER, HNA
FEI AR BRFEFRBINEE, RittSaaSK AEFEEETFANHTE
WEE, LN ERRBEERF I Salesforce I RIBIARHMTEG
Suite P HIIEME, MEBRMNASCREMERN AR RAITHES, HTHRE MRS
WENERRTHESEN, RAEEREREXEEEMERSRE RN
KB, RENHPIERMTHEEEREMLNTESEES, BEHE
KB E T XERERFATBREIE, XEEEENREMSI GRS
TARENEIERF,

X ARINE SR, BT =AML (COR) AR5, COREI A
BTU S, FTEUHDITRBSaaSHI RSN AERSITHHIE, heeT
W ARRETHEN, BAEMBNFEMRNEENAIER.

Eitb, CORFBEARMLA N ZOTHAE:

WO ©2A1R /20203

1. 2710

CORFERH— 2B
ERETRARBERRSHILBIANITH
BR. XM AERE TR
SHMBRITREE, HERT EMNE
TAEX ETIXER (I8, EE.
FEEEE) o EFXMoIMHINE,
EeaealEi [ INEIIYESEVE SN E )
LR, FIRIERSS IS EE
MR

2. Bt

CORFIZE DA HMIE R E LH IR
K, At HEI=IFERNRIRZEM
HNEWHITHIBE SREZTAREN
RS EHEPR, AlLth, CORFIENLS
S SFAN A7 5] LIEEBHSOC M A E
BN S SR FRIREVE M ERVE Bo

3¢ BTN

CORER T EBX ELEMA B
B9t MBE /19N, 1 B] LTI 15 AR
NP Rl RENEEREMIT N
Xz BRERRATNERE
BB T A RIS

¢ Obsidian*&

Obsidianz=# WA MLz A SaasS
RMT TENZ DM, FB—FhE
B SRR OBFEMYEEFE S,
FEIE =P EAR T, FaiENSaasS
WARRFRE 2R, HeEEhR
LIEERIPAME T M \ZF AR
. SERRELI. HEMMLZSaas
R FRFEF R 8RAMMAERE D, £
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I SHIE R T LRI RIE S D,

Obsidian@ @I APISE R ENSaaShRSSHY, BT AHEEHNEEMAA, AR
REFLUELAHNES, E/VNWRA LU ESER.

ObsidianBEIBWEF I EN T BREXYIE, FETEIMERM LT
REEXLELIE, Obsidian=&E T 885 SIRAN T X EAA PR EIN T34 AL
5L, FAHPIN D AMEHEITHRINRF SRR R SRR

BEFAANRMITANSE—MRE, ObsidianFap] ASSIMEHMRL., JEEH
EBMSTE. FaRBEIHRINIKSHEEEREENMERRL2NA
M= e,

Morsiored Clovd Sendioes

ObsidianF & IhkE

1. B0l

ObsidianBRIBH=FHAF . BIBMNAEFNSE—E, HoJLUiFss
BB FARSKAITA, NEWHZERBAHEE, oI EEZENINEE
W

a) F MRS BB RN RSO E £
b) B P ATH
c) BSaaSh AR AT Al
d)ALETAPI N EBIALE L E R R AL

2. HE

[

IRIEET AN A ZBMNEEF S, PILEREXTEM. BT uMmRgsE
MBPE S, ObsidianFa B IR IMSaaSHAM . OAuth< AN EMAXFE
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BB ZMREIRREIE!

a) NERNSLIRT FRBE PR F BTN LK HERBIAENN
b) M AN F S KIREIT RN

c) LA ER, LU D EBARNZ 2B ERES

)

d) SSOARMIARSS &

[} [] Reset account password. John User likely has a compromised password due to authentication from United Arab Emirates. This indicates that the password Is compromised but the account wasn't fully
taken over due to being blocked by multi-factor authentication

i l] Valldate Impossible travel activity. John User performed activity in distant locations (Argentina, Brazil) In short time frame from IP-addresses (131.255.7.85, 1B5.153.176.5) not normally abserved for
organization or user.

il 22 validate impossible travel activity. John User performed activity in distant locations (United States, Metherlands) in short time frame from IP-addresses (13.57.233.212, 89.39.107.193) not normally
observed for organization or user.

Il G  Review insider activity. Matt Walff downloaded 544 files which is unusually high across all G Suite accounts

3WIRE Recommended actions
ALUIRBEBFREAG, REXT Step 1: Suspend User Account [CONTAINMENT)
R AR E A IR FIRK S Visit the Office 345 Admin Center to immediately block a user from signing in. If the user is

B already authenticated, they will be signed out of all Microsoft services automatically within 60
T RRIREF I AR IR 5 o tt, Fa minutes. See: Admin Center -> Users -> Active users

BB TNIHEE: https: Jadmin.microsoft.com/AdminPortal/Home# /users
a) RIEEARFIEAEHNE Step 2: Invalidate Sessions (CONTAINMENT)
EE IR RN S Invalidates all browser session cookies and application refresh tokens. The user will be required to
[==]

sign in again on all devices and for all applications where the user has previously consented,

IR KT LRI AETE
Step 3: Force Password Reset (RECOVERY)

4 MBNZATH Visit the Office 365 Admin Center to reset a user's password, See: Admin Center -> Users ->
FHETAAMET LG — | Activeusers
. https: f'docs.microsoft.com/en-us/office 365/admin/add-users/reset-passwords Tview=0365-
, S ol
ME, KIVRRE MY FERNFA s
HBJ—EHB‘L\M #ﬁ EH'IJHK% ?*D
Step 4: Enable MFA (RECOVERY)
XM EZ5RRH T ARIREIA Updates the password profile associated with a user. At next sign-in. the user must perform a
FREAER, e T EEaNED multi-factor authentication (MFA) before being forced to change their password,
a0 DR AR BRI MK https: #'docs. microsoft.com/fen-us/office3465//admin/security-and-compliance fset-up-multi-

factor-authentication?view=0365-worldwide

A, FEFEIMNTIEE
Step 5: Notify User [NOTIFICATION)
a ) EFBExEB AT AN Contact user by phone, text message, or chat regarding suspicious activity or account changes.

R

b) IREIEFTHLUIESAE,

W@ ©2A1R /20203
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1. KSERIP

a) fR1FSaaSik A R I A AL S

SIE THXBENATAREBEESEZAPARRNE L MRIEEZE TS,
BB/ 0%, Obsidian®] LURRMBLE A~ 0] LAiin)SaaSi g, LUIfIR]
RG] FEE 0] LUFLRIs A P X R ARF M T A, HFRAERR
WA, AR S AR AN,

FERIUERS MRS DIERE AN, ENRSLTEIRES, UKE
a0 eI AR X EE R A

b) LA R BIE R

REVE MRS EB BRI B S,

Privileged accounts by service

] Othece 355 Alexander JEobsidian-o0385.c..

] Office385  Ben @obsidian-0365.com [ I |
& GSuite Ben . @obsidiansecurity.com I'HEE B ml
G G Suite Ben @hyenacapital net |

2 Dropbox Ben . @hyenacapitalnet

] Offce345  Ben @hyenacapital o |

& GSuite Eddic " i@tyenacapitalnet

G G Suite Frodo Baggin fhaggins@absidiansecurity. com | ] 11
G G Suite John User johnuser@nenacapital net

'Er G Suite Justin : < I@absidiansecurity.com

20203 /) 228K @
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C) JAERMK SRR S

Obsidiangei@id fRSSIRIS/ANIK A AR a0k~ BUAEBRALE, EhE&7anh
BRNhEZN. FEETXERKFRESIER, BELIRKS, URES
7 B Ea MR,

Service usage - Jul 31, 2019 Insctivity thrmbolkd: #den = Alsrvom - A it
Active accounts Inactive sccounts Totsl accounts
Murnber of sccounty st wome sctivity inithe Lt 50 Mamber of sccouity with o actidty inthe Lt %0 dep AN st

dime

3490 2370 5860

—— s
_ 'r = 1._'_"Hll .~ 1

d) B Z M AR mas
—PRFPRE SN, PIRERNARIE SN,

Users with multiple privileged roles

¥ Eddie eddie iEhyenacapital net clclclc)
¥ Mancy Admin nancy.admin@hyenacapital net s0 2oG0
* Frodo Baggins fbaggins@obsidiansecurity.com clciclc)
F Ban @obsidiansecuritycom  CTO oG

k¥ Ben . @hyenacapitsl net 250

*  John User phnuser@hvenacapitalnet Go

e) AR BIFRIH A P 63T
Obsidian Pl R ITIK P BVERRIB R, UEERFRESEYRAGBHEH

NI

Inactive* & Duo George Harrison

Inactive G GSuite George Harrison
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2. BEITIE

a) U IE MM ELANIR S

SaaSH IR B EM K NIFERME, SaaSNEREFAR FEBE =R,
Salesforce. G Suite. SlackfE M BRRFEHBIRFH S HDINIDIRT, HE
BFRNRRESHNE BREFEsilosH. Obsidianig it T BN, HL9EEME
LMENFZE—B M, B LUIRRIONEEE R, SaaSHAM. #IELIRE. EEE
& OAuth<hl B EME M BIIEAR, FHIURAU IESM. IRBIER.

o

& &

e

H
Prarih
A

B
F e

= P . - L S s - O S S - s e
[RFSTTEE L T N o m R e - - e
P T [ W vatenfes Sl Ciomns = petlriom e sl sl . 8 T - S
. M & r Ot - e -
¢ REEEEAT O e . e et e e g e i o s E R —
[ [a— - 2=
P EEEDRAT [ Sk [ = [T ——
2 sl - e =
TP LTI TRy e Ll - = - -
b) =

ObsidianEAHBEHITEMEENE R T, EBERESMENHNEE,
ObidianBEERE T ARFTAMPEER S, FRUT EETEEHF.

Jul 30, 2009 18:58: 14 UTC RE Sk & Wpier Jeohn Liner lesgpod] oo Acrsss using 4 Ter gy P addres

Pol 21, 20109 15:30:15 UTE 0 Obaidian - ] Wher Pappy Wan Winkle has anomalous country logins

Bl 14, 204 9 00U00:00 UITC ) Obaidian £ | Uerr fuk Reabbsbt waurs flaggpec] o, srwsmushion,

Jal 10, 2019 222424 UTE BE M5Grch - Wher Samsed Acdaime logpid (nbo Winckows Anure ALt hve Diredtony u
Apr 26, 2018 193055 UTC 5 Ghue il | Ak M hyamato Marashd does rod hae med -l ion st hevbscation
Feb02. 2019 02:03:11 UTC G Ghute - | Wherr Sty Bhors s, prulvicly wfv red e Lame sl Dhorald Bron Scay

User John User logged in using an anomymizer (such as Tor)

Alery Dwtalls  MITRE ATTECK™ Uear  Ertity  Activity Recommended sctiand

Alprt Date  Aug 0F, 2019 000143 LUITC
Event Date  dug 01, 2019 165534 UTC
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o UEIRF
Obsidian™ LU A ML E R, RNIREEFNENTRF.

Swccatstul loging (et 7 doyi]

d) EUAMTIERYEEHLE
Obsidiani®I (I E. HHEE. ISP. &&. FHN. HRHEEFENS
. SRR ETIXBIg—E, RIRECHHINSaaST IR FBIRI B

O o By v B bt e me v m —

tt:!I-E
—_—

ettt v
- &

[ ™ — e ———————— W e S
- — - —— . I . R e i A
5 b T — A e - — e S Sy

L —— - - - e ————— [ Rt

| o
R i s 1 i SR
R S w el ——— - [ ep—— kel

3. SR

a) T 2R I LRI ERERPE R,

EWNNERBEAEMARISTRE ETRIN, IRBIREFRE G
F M. Obsidiani@id e, MSEWAFER B SaaSh A2 R RIS M I
1, MMSEIPRER = FE IR,
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ep——— - S ——— z- ———
- g - P —— z- R

" o —— S s Pommtare fenies vl irdiminl Hates ze [e——
S - - I —— E- —
. ganm b " e - ——

L T - o R — E= (R —

e

B ERAXTRA. SINAEEIRIAR—49E, Obsidiange B MHIHITEBR
RIMF. FABM/. PRNBNSEmERREK, HEduE, BHEE. P
MM EFE 7 X8R

b) i IPIEER

BREANERIPHZAEBAIPHINE, UERSZMUARXEMED.

A AP call was. pariorred by applcation Obsidan Secunty i user Nancy Adimis 5255, E B, Oregon
An AP £ail van pertormed by spplitatisn Obmidian Securty ot used Mandy Admis 44 4% & poerdrar. Oregen
An AP ol veas performed by spphostion Obsldian Securily a user Mancy Admis 5460, ... E Bosrcken, Oregon
The soplcation Obsidien Secwity wes suthorived o make delegabed AP calls a5

S5, B Doardeur, Oreper

whr Marcy Admin by CO26wpph

o) IRIER P SR EEEI A
BREFERFPEXIMEEE, WERXXEHET LTI E AR,

[ Last 7 davs a Mancy Admin A Event tvpe (use l<event_type> to exchud
250 =
200 -
150=
e >
: i
0- -"'“"Fd . ' |
1rx2 17X 134 1725 128 § B 1728
Tiene in 2 buaar nbervah G-l Gl Event courts vi e
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=. tlFr =k

mipRL 22 (CASB) Z#
HIARR 75 =R R AL HREE, B
FRURIFEHIERZ W T, BIfE
BTRENMBtLZ2BAAE,
W E Ty P] LLE 3 5 58T B 1 2R BY
WA FWIF RN R, =M 5
[ Z0bsidianig A — M HTRIER,
RxDRIVIBEGN AT =R, sX2H
PARZ IR, JAE FH ML Lo
B EAIWMFEENHEF ETX
E8, LUELETAV A NERY o] 2847
HNo M5, XIEZSaaSH=ARSPT
R DBIhEE. =HMAMEA, (CDR)
RS EE T IEE, FUB A
R B SaaSH ARSI A RS
TREIE, NIRRT U ARRETH
M, BAEMMLN =R EM TR 2
WAL EBe ObsidianBIgl#, =+
EEERIMENA M. BRI
Mz 2N 5T, #ESaaSHiziE
K, BRT mZ2HER.

URBFEEINEBLLER
KEIPREL, xDRF™ @BV IR A2
ARZeBfERENELEERE
711, BNEERIFERENERNIER. W
R ERBNEA FRIZFN ) &
BEXMIEZERT], BUEZBEES
FF=ImMN FHBIMDRARSS, BlaNASF
RSAZI7IN, GoogletBLRHNAESE =
B E—XBlueVoyant’AB], BEIEIRE

@ 22A1R /20203

HEMAAETHIMDRIRS, B LAERHEE BaipyTier IRSME T IR
BEMTier 256k, FUNAENTEFRERT BHNZ2EERS,

- lé\éﬁ

ObsidianB9eli#a Ak B CylanceRCarbon Black, 723318 =inZEEML
IREDRIANING %, MBIEREB R mEEBIRM ~imSaaSi AR E S X,
BEF MM MmN AR RE S EsfES, BIFCORERE “[GCASB” BIFHL
Fim, FEBIE P MBS R AR

SEHEE

[1]CLOUD DETECTION AND RESPONSE IS THE MISSING ELEMENT OF CLOUD
SECURITY, https://www.obsidiansecurity.com/cloud-detection-and-response-
missing-element/

[2] ObsidianB A ML, https://www.obsidiansecurity.com/
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Sqreen: WAF #1 RASP Z&RR5E

2020E2824H-28H, WE=
217\ BE2RSA Conference§7EIH%
LRI FER. BIAA, RSACERE
MTRANESENOF D E T2
BT AppOmni. BluBracket.
Elevate Security. ForAllSecure.
INKY. Obsidian. SECURITIAI
Sqgreen. Tala Security. Vulcans

SEERBIEENA. 7w
BR. R¥0mE, AR THAE
B+ . SR, HINENERE
["E2: Sqreens

Sqreen ABIB—SFCREEXEENNE R 2YC AR, 2DEAEELIX, A
BRI F2015F, BRITEM=HRE, REEAKRE, RIRETMI800H%E
7T EHAIEHIBAFRCEOPIerre Betouin, CTOZyJean-Baptiste Aviat, #Z3K
BEalAppleBIBBAER. SqreenBRETFTE M AR RN BZF T 2HIFME
ABHE, BENEENAFLZUAZRSEZENIZSE TN AERFEHITRN EiT
FHITE . BRiSqreenV= @ 1002 REFPARA, HIT2019F 4
Gartnerffit 2N EE S EHICool Vendor, 20205 NIEERSAK =637

P
ThERE,

— e =8 AL7
B =TT

—

WHN AR —ERMBREHN—MEIUNRITH, BEBTHERMNAY
RE, NSERELHNBROIBRINZF G, SWNAEFRHTRIPERS
PP ALEEANNEZRH GartnerFTUMEI20224F, #IT50%BYF XY
R EFAE I AW ES P AR A In-Appfg R 75 =T 0. WERA
2 (In-App) RIFENE R IHNBEFERBRFEIPERAR, BIERASPER
A, RIFEARREAWAFSR AKX FIETHBEERS SR L, MIFMLE
W, PrUEBEEFRIRAE (Visibility) ML, SqreenyIVAR HA A
BRFzelRs, B —MAE (Microagent) , DUEHALEIS TR HIn-App
WAF. RASP. EEIMNT Fr2fiFee), He#Tamitalr, FeEdwe
BETSEENNVARFZ 2,
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=, Fmnd

Sqreen ¥ A FEBRENFBEF BT BRMRIF (RASP) LIIn-App
WebR7FBBRIF &L (In-App WAF) o

Sqreen RASP

SqreenBIRASPIAIFEIR B BHHPOWASP Top 100818 (B1Z0SQLFEN, XSS
Wik, MRIZENSE) , MR ERSIERFE RN, ZRASPEM R LITEES
BWHTTPERIFIN, BEARNNAIMEMAIFEE ). BARASPRESR, LI
AnodejsiBERIARS NG, PILUSITIA T 680 25X N AYsqreenffiRIE: npm
install sgreen

SAETERBSFF A INE LU TS, HEBRSEIA: require('sqreen”)

HTFRASPRERARS T ENLDY, PTLLA] LINIRERERFIEITIE LT3,
IMERME, TENERSER, #MELHABERNTZENT ETXEERIR
ATEETTR SRR ARERS S, (2R R B S EIE = 4 1R R,

S

M

© Bt o Fomarra

2l Runtime Application Self-Protection (RASP)
s ==

G bewiomenitos B8 prputions

| &
5, gt
B Py " e e T e LI P T e S QO SOL injection g
— Proaction s mprions |
e
s S S . -
P ) e

Protecton i e bt
- - B s

A — L o e . g i v i 3 . sy b g

-
0 i— ) oo e inchasien
o W e e R b Sk LS 4 I Sl Ll P o hrhitrs et 5 SRBORET 4
- PG n
& v s R PNP—— | 8 Bcinerinsingi
< Chal gecicen sasbien s siacke I o
EreTe NNS
D e e i o s Ry -
N @) eSO imjecsen r
o Broaciaon pgaernd e ppchon, ¢
T ey W e o L TS EELLT T
[ T
e [ ——— e —

B pcken

PAIRRAMRIZ A AR IULECHKAE, AANERNENLESZIEMEI R
DWERLEERERE, B ETXOHREERT, FrUEREIRETR]
LAB#R0-day B i A A 1= 4R
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Sqreen In-App WAF

SqreenHiIn-App WAFFAIF IR IR BRTARIR SN BIEFHNTE E T, 46
RHRWAFRIERES, REEM T MM SHTREWAF, HEWAFIIENER, iR
IR, BETFEEMERNEERR. SEAWAFELL, In-App WAFEERFE (I
b)), TREEARE, L TXFE, TYUTREEHNE, HFRIEMIFNR
M,

SqreenBIR IR A BRI MINLBISRE SR E B, FRETRIRIEZ
HWebky FFZF ARG EERE, THRELAE, XMERER BT X WAFL G
1S/ N e AR B m Rk 5B E R

[r——
s 1y g
; In-App WAF e
L
] [Freep——
P ——
[ ™ Bttt . w Carigas
B Pgte
[y Se—
- T dres # — O] Gl
-
L e S— Lo P Wi
L P ———— BE [r———
B ey gt
F—
. « v —
o R "
a Cardg
[ —
P o
B e s o i i as [
LTS ’
= Rt — o ‘ Conbrn. +
]
N memoes
0 s oot L it SAp— e Cantger
Aivars

M, =miFa

1. SqreentVF= @R AMARIENGM, I AP IBFRER.

AP REZRESqreenIMAIE, TARSEE FREBAURIT, TEMLEFRD
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