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ERITRIEBNZ 2B, &% &kAdobe Flash Player. Internet Explorer,
Microsoft Edge. Microsoft Exchange Server. Microsoft Graphics Component.
Microsoft Malware Protection Engine. Microsoft Office. Microsoft Office
SharePoint. Microsoft Scripting Engine. Microsoft Windows. Microsoft
Windows Search Component. Remote Desktop Client. Secure Boot.
SQL Server. Windows Authentication Methods. Windows COM. Windows
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Adobe Flash Player ADV200003 February 2020 Adobe Flash %257 Important
Internet Explorer CVE-2020-0673  Scripting Engine NTZHE IR /IR Critical
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Microsoft Edge

Microsoft Edge

Microsoft Exchange Server
Microsoft Exchange Server
Microsoft Exchange Server
Microsoft Graphics Component
Microsoft Graphics Component
Microsoft Graphics Component
Microsoft Graphics Component
Microsoft Graphics Component
Microsoft Graphics Component
Microsoft Graphics Component

Microsoft Malware Protection

Engine

Microsoft Office

Microsoft Office

Microsoft Office

Microsoft Office SharePoint
Microsoft Office SharePoint
Microsoft Scripting Engine
Microsoft Scripting Engine

Microsoft Scripting Engine
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CVE-2020-0663

CVE-2020-0706

CVE-2020-0688

CVE-2020-0696

CVE-2020-0692

CVE-2020-0745

CVE-2020-0746

CVE-2020-0792

CVE-2020-0709

CVE-2020-0714

CVE-2020-0715
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CVE-2020-0733
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CVE-2020-0697

CVE-2020-0759

CVE-2020-0693

CVE-2020-0694

CVE-2020-0767

CVE-2020-0710

CVE-2020-0711

Microsoft Edge %R FH R

Microsoft Browser 15 Bt & iRmH

Microsoft Exchange IR RIA

Microsoft Outlook Z2IhEELT RIA
Microsoft Exchange Server RIGEFHRH
Windows Graphics Component Fitiz 7
Microsoft Graphics Components 15 Bt 58 iF5H
Windows Graphics Component HSUZ 7R
DirectX R F R

DirectX & Rt EBIRTH

Windows Graphics Component 542 7R

Windows GDI 15 Bt & RE

Windows Malicious Software Removal Tool 51X 2

TR

Microsoft Office Online Server #X3mRA
Microsoft Office Tampering Vulnerability
Microsoft Excel IEF2AIHITIRE

Microsoft Office SharePoint XSS Vulnerability
Microsoft Office SharePoint XSS Vulnerability
Scripting Engine RTEBHIFRE

Scripting Engine RTEBIFRE

Scripting Engine F IR T A

Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important

Important

Important

Important
Important
Important
Important
Important
Critical

Critical

Critical
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Microsoft Windows

Microsoft Windows

Microsoft Windows
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Scripting Engine R7EHIT IR

Windows Search Indexer FUEFHRE

Windows Search Indexer R FHIRE

Windows Kernel R R

Windows Kernel it R

Windows Kernel it R

Windows Kernel R8T RH

Windows Kernel F51542 7118

Windows Key Isolation Service {5 Bt & RH
Windows Key Isolation Service {5 Bt & iRmH
Windows Key Isolation Service g Mt EE R
Windows Error Reporting Manager RS FHR7H
Windows Function Discovery Service Rl FHIR7E
Windows Function Discovery Service A% 5
Remote Desktop Client IiZ2 IS HITRE
Windows Function Discovery Service R FHIR7E
Windows COM Server IR F R

Windows Client License Service FiAIRFH IR

Connected User Experiences and Telemetry Service

ST AN Ve

Windows X2 IR TR

Critical

Critical

Important
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Important
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Important
Important
Important
Important
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Important
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Important
Critical

Important
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Important

Important

Important
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Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows Search

Component

€ 2281R / 20202

CVE-2020-0739

CVE-2020-0740

CVE-2020-0741

CVE-2020-0742

CVE-2020-0743

CVE-2020-0747

CVE-2020-0748

CVE-2020-0753

CVE-2020-0754

CVE-2020-0755

CVE-2020-0756

CVE-2020-0757

CVE-2020-0657

CVE-2020-0658

CVE-2020-0659

CVE-2020-0698

CVE-2020-0703

CVE-2020-0704

CVE-2020-0732

CVE-2020-0735

Windows iR R

Connected Devices Platform Service St R H
Connected Devices Platform Service 53 RIA
Connected Devices Platform Service S FHRE
Connected Devices Platform Service St F R H
Windows Data Sharing Service RiURFRE
Windows Key Isolation Service {5 Bt 82 w5
Windows Error Reporting RiAXIE 1/ H

Windows Error Reporting iU F R

Windows Key Isolation Service {5 Bt Z R
Windows Key Isolation Service 15 St B8R
Windows SSH £ R

Windows Common Log File System Driver FiG3eF
sy

Windows Common Log File System Driver {5 St 5E
sy

Windows Data Sharing Service 52 R
Windows 15 Rt EE R

Windows Backup Service FFUETHFE

Windows Wireless Network Manager SR FRE

DirectX &SRR

Windows Search Indexer A2 FFH

Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important

Important

Important

Important

Important
Important
Important
Important

Important

Important
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Remote Desktop Client

Secure Boot

SQL Server

Windows Authentication Methods
Windows COM
Windows COM
Windows COM
Windows Hyper-V
Windows Hyper-V
Windows Hyper-V
Windows Installer
Windows Installer
Windows Installer
Windows Kernel
Windows Kernel
Windows Kernel
Windows Kernel
Windows Kernel
Windows Kernel
Windows Kernel

Windows Kernel

CVE-2020-0734

CVE-2020-0689

CVE-2020-0618

CVE-2020-0665

CVE-2020-0749

CVE-2020-0750

CVE-2020-0752

CVE-2020-0661

CVE-2020-0662

CVE-2020-0751

CVE-2020-0683

CVE-2020-0686

CVE-2020-0728

CVE-2020-0736

CVE-2020-0716

CVE-2020-0717

CVE-2020-0719

CVE-2020-0720

CVE-2020-0721

CVE-2020-0722

CVE-2020-0723

Remote Desktop Client A2 A3 HI TR
Microsoft Secure Boot Z4eIhEESET IRIA

Microsoft SQL Server Reporting Services 1t 12 %55
HITRTE

Active Directory FiiR i

Connected Devices Platform Service R FHRE
Connected Devices Platform Service FitizFIRE
Windows Search Indexer FFURFHRE

Windows Hyper-V {487 55 IR F

Windows A2 (S HUITIRE

Windows Hyper-V B£8R 55 TR

Windows Installer fFAX 2 R T8

Windows Installer FAGRF R

Windows Modules Installer Service {5 Bt E R
Windows Kernel {5 it &R

Win32k 5 R E R

Win32k {5 B EE R

Win32k AR TR TR

Win32k 55X R TR

Win32k FiX R R TR

Win32k AR FH R TF)

Win32k FAIRFH R

Critical

Important

Important

Important
Important
Important
Important
Important
Critical

Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important

Important
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Windows Kernel
Windows Kernel
Windows Kernel
Windows Kernel
Windows Kernel-Mode Drivers

Windows Media

Windows NDIS

Windows RDP

Windows Shell
Windows Shell
Windows Shell
Windows Shell
Windows Shell

Windows Update Stack

BEEY

WMREREERMEMIMT,
BB TANT B,

Q) 22F1R /20202

CVE-2020-0724

CVE-2020-0725

CVE-2020-0726

CVE-2020-0731

CVE-2020-0691

CVE-2020-0738

CVE-2020-0705

CVE-2020-0660

CVE-2020-0655

CVE-2020-0702

CVE-2020-0729

CVE-2020-0730

CVE-2020-0707

CVE-2020-0708

Win32k 4514 A Important
Win32k SRR Important
Win32k 45 4= A Important
Win32k iz FH R Important
Win32k R T Important
Media Foundation R7ERIT IR Critical

Windows Network Driver Interface Specification

-

N Important
(NDIS) B EME TP
Windows Remote Desktop Protocol (RDP) ¥4/ 55
. Important
R
Remote Desktop Services A2 TIRE Important
Surface Hub Z&IheESHS A Important
LNK IZAE RS TR Critical
Windows User Profile Service RAGR TR Important
Windows IME iR R Important
Windows Imaging Library A2 X ESHI TR Important
=
7= BA ™

ERENFENARBAFEFEINGR 2, FRBRTANZ2AEREE
IfRIEE RIS, BT L. MALREAEFMEHEE R MEMNEMERSE B
BEREIGREL, HREREFANS, FRARKURTRERAEFETHIARBEMAR
Fo ZBRREMENEZ2RAENERIMBEN INEHRERLZT2RE, B
R Z2RNENTEN, SERNERS2ENE. REGBRRAT, THER
ERHEL R L2 AERE, TMEUERSIEEBRTELEN.

/
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I\VAdobe " iiias

K*#BdE]: 20202 A 12 H

Rk

SiBYe)2311H, AdobeER A T2EBREEH, BE TAdobe M
FERBEZANRE, E83EAdobe Experience Manager. Adobe Digital Editions.
Adobe Flash Playe. Adobe Acrobat and Reader A SzAdobe Framemakers,

[EPapir=p:uk:l

https://helpx.adobe.com/security.html

iR

Adobe Experience Manager
AdobeB & frAdobe Experience Manager L2 &#, BET 11 L2

R
RSN
RZER IR mERE CVE /S
TRIFFINZREFE  ELRS Important CVE-2020-3741

KT RENEEEmMREMMEERR, 1B5EAdobeBE AR EBE:
https://helpx.adobe.com/security/products/experience-manager/

apsb20-08.html

Adobe Digital Editions
AdobeB & #5Adobe Digital EditionsZ2&E#1, BE 72122 RE.

20202 /| 24285k @



iSRG ¥

IREREE T
E X IR EEMEE Important CVE-2020-3759
YA ERAREIHNIT Critical CVE-2020-3760

KT RENERERREANREE SR, BEEAdobeEFR2EE:
https://helpx.adobe.com/security/products/Digital-Editions/apsb20-07.
html

Adobe Flash Player
AdobeBE & #5Adobe Flash Player2 e &3, BET 1ML RE,
RORBHEN T

FKAEE

ERARERNIT Critical CVE-2020-3757

FTRENEEREIRANEEE N, BEZAdbeELZ2BE:
https://helpx.adobe.com/security/products/flash-player/apsb20-06.html

Adobe Acrobat and Reader
AdobeB & fmAdobe Acrobat and ReaderZ £ %4, EE 71T ML LK.
SRR R

CVE-2020-3744
L FIEEY BRI Important CVE-2020-3747
CVE-2020-3755

M a R HIT Critical CVE-2020-3742
8 CVE-2020-3752
22 X 5E1R EEAENT Critical

CVE-2020-3754

@) 22 F1R /20202
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R ¥

ppEES] R R mERE CVE /S

CVE-2020-3743
CVE-2020-3745
CVE-2020-3746
UAF ERARERIT Critical CVE-2020-3748
CVE-2020-3749
CVE-2020-3750
CVE-2020-3751

CVE-2020-3753
CVE-2020-3756

HERRFER FAREDiiid Moderate

CVE-2020-3762
CVE-2020-3763

LS as EEXHREAE N Critical

I T RBNEEEMMANEEIE R, 1B55AdobeBALLES:
https://helpx.adobe.com/security/products/acrobat/apsb20-05.html

Adobe Framemaker
AdobetB & fmAdobe Framemaker Z2 8B4, EE 721 ML 2.
SRR R

2 X IR R HIT Critical CVE-2020-3734

o N CVE-2020-3731
g ERIEHIT Critical

CVE-2020-3735

. o N CVE-2020-3739
REFHIR ERIEHIT Critical

CVE-2020-3740

CVE-2020-3720

CVE-2020-3721

\ o N CVE-2020-3722
HRE N TR HAT Critical

CVE-2020-3723
CVE-2020-3724
CVE-2020-3725

20202 | Z2AKR @
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p el R mEiEE CVE RS

CVE-2020-3726
CVE-2020-3727
CVE-2020-3728
CVE-2020-3729
CVE-2020-3730
CVE-2020-3732
CVE-2020-3733
CVE-2020-3736
CVE-2020-3737
CVE-2020-3738

BB N ERAHATT Critical

*TFRBNEGEEmERANEEIE R, 1B25AdobeBHL2EE:
https://helpx.adobe.com/security/products/framemaker/apsb20-04.

html

RIRFR

AdobeB HBEELMMRAEZ 7T LR RE, AP NNIFHR AT
747,

WAE B MR SE & RN BRI E T B S,

- = B ~
KZ2NENERERCVTEFENZ2NE, FRBVEANNNT 2 NERMHT
AMRIESAE, BTEE. MBELZe R AEFMRHAE EMmSA R EZED & EE
MER&IRE, WHREREERANSE, SRR URLZ S NEEER NI AIBAEMR SR
T, FBRRAEHERT T NENERMERN, OMEHEELZ2 S, B
FRIELZENENTEY, GEMNERS2TNES. REFBRE AT, FMEE

BRHEL R ZE2AERE, TMEUEAAREERTELEN, //
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%% SQL Server Reporting Services
ini2fCig1THR (CVE-2020-0618)

23

T LERARZBHNMRAEFERN
f, B&—1PEEZTFSQL Server
Reporting Services (SSRS) HHYIT
A TRIEICVE-2020-0618, B
A EFEE X IZREN PoC, EEX
AP RIRGEEA T #1704

SQL Server Reporting Services
(SSRS) B E T AR5 BBV HR R AL AL
B, BE=ZMicrosoft SQL Serverfi
SFSEHN—HD, BIWebFREHIT
12, AR EENZMEMIZER
T Eo

SSRSHAHHINE RITE
T ERBIENHEERAZEMN
Reporting ServicesSSFIRAAE LTS
BHTTPIEXR, FANAHFNRFT
IR ARSS 28 LA TS,

RERBENAF A 8EIIRIZ
WAERF, BRRMEMNERE CN5EEA
B) BUFNALRE.

HMF5ERE . https://portal.msrc.

microsoft.com/en-US/security-

guidance/advisory/CVE-2020-0618

REFMES

K*BdE]: 20202 A 17 H

MR anhiR s

O Microsoft SQL Server 2012 Service Pack 4 (QFE)
[0 Microsoft SQL Server 2014 Service Pack 3 (CU)
O Microsoft SOL Server 2014 Service Pack 3 (GDR)
O Microsoft SQL Server 2016 Service Pack 2 (CU)
O Microsoft SQL Server 2016 Service Pack 2 (GDR)

BREE

AT W& E B IE R EIEE B 5II Web N B FH A BRI, 582U
BINARZENTHITEE,

WHEHENRZFRALT M ZREINZE2 T, BERMNE
FmE TR,

SQL Server 2016 Service Pack 2

13.0.5026.0 - 13.0.5101.9 KB4532097
(GDR) =& &
SQL Server 2016 Service Pack 2

13.0.5149.0-13.0.5598.27 KB4535706
CULl =& &
SQL Server 2014 Service Pack 3

12.0.6024.0 - 12.0.6108.1 KB4532095

(GDR) Z& &3t
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SQL Server Reporting Services

12.0.6205.1-12.0.6329.1 KB4535288

SQL Server 2014 Service Pack 2 CU4
ReEH

SQL Server 2012 Service Pack 4

N 111.0.7001.0-11.0.7462.6  KB4532098
(QFE) &2 &7

BN, BWNZEIFEZIAN, BMRIRELITSMIIENAF A 8EIAEX
WA MNRMEERSBELZ BN, BRLEABNANT I, BRITELRS
B O, BRI EERA,

[EVapEI=N

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2020-0618

3o

=
4 F N
FRENENERBAFTREFEENGZ2ME, BRBRTIZ2NEREE
ERIESAIE, ATEE. FALZ2ASAMRHNESMEMNEAEZESNEEE
BERKER, HREMAEFAANS, FRARKURTE2RAEFETHIABEMAE
Fo FBEBMBEN L2 AERENBREN. INREHNFRITERENE, L0
RIEZ2RENTENE, GERMERS2ENE. REFBRZAN, THRER
ERHEL R R AEAE, TMEUEASEEBRTELEN. D
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Cisco (BFl) £MimiNiER (CDP)
ZERMES

K*mEdiE: 20202 A 7H

ik
st fien),
c I S c o JeRBYEIRE6H, BRl (Cisco) BEABE THEETFTCOPHINARSTE
ERE, ZhINE AIF BRI EERNNIFEEY ZEEEEEDZHEE, £
FMmIPRIENIRG K I%E.
R AFFRS N RESETAT R RE, SSRFMEMER, ERES
HENIEREERENT. BEERPASHEY: CiscofMMNESE2ZE
Mi¥e BFBIRE, WMEEBLINESZEMANEEUTE—T #BEF (£22
LR o
JREICVE:
[0 CVE-2020-3110
[0 CVE-2020-3111
[0 CVE-2020-3118
[0 CVE-2020-3119
[0 CVE-2020-3120

RE ML E

Cisco FXOS Software, Cisco IP Camera Firmware, Cisco IP Phone
Firmware, Cisco NX-OS Software, Cisco I0S-XR, and Cisco UCS Fabric

Interconnects
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FEEWNIZE

Cisco 10S and Cisco I0S-XE Software, and firewalls such as the Cisco
ASA, Cisco Firepower 1000 Series, and Cisco Firepower 2100 Series. (Though
CVE-2020-3120 affects the Firepower 4100 Series and Firepower 9300 Security
Appliances)

4

BREAEERBMRAMEE T XLRE, EAPRRALHTHI.

FESEBRE R BSISM:

https://community.cisco.com/t5/security-blogs/insights-about-
multiple-vulnerabilities-in-cisco-discovery/ba-p/4023505

https://www.helpnetsecurity.com/2020/02/05/cdpwn-vulnerabilities/

https://www.armis.com/cdpwn/#devices

https://community.cisco.com/t5/security-blogs/insights-about-multiple-
vulnerabilities-in-cisco-discovery/ba-p/4023505

- 7= B ~
KLE2NENRARERTEFENZL0H, ZRBVEAN T2 NEREE
RIS AE. BTEE. BT NSERIREHANE BMmSAIEREZED &
MERNRE, WHREREERANST, @R UNRZEANEEER NI ABIMA SR
T. FBRRFIEAN T2 NENERMERN, IMEHNERE LT RS, NI
R T2 NENTEMY, SEMNERSEENE. AEFBRE AT, FEEE

EHHELRILEZEAEAR, FMEUMENABEERTELEN, //
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A A e

1. 1557 ik
(#EA]

T H, BESNRZEHRRIEEER (HiSilicon) SHAFMBE], EE%H
MARARUKEEREHEEEHERNZE TRT LIRS, HIFsE L.
B JEZAMAW®E9530/tcp MR FRen<, WhE B Itin T Etelnet RS,
FHBRINNOLER, MMTHhisE,

(ZZ3EE]
https://mp.weixin.qg.com/s/yMJWxJvtgeuzSFYTN6vN7Q

2. BRMEECDP thiliRA
(#E1R]

JrmediEl2 56 H, BR (Cisco) EREE THEETFCOP MNFHNS5 Mafe
R, ZMNPI AITFREISETEANTRBY S ER RN ZHEE, T28Mm
IP BIEAEGKEE. WWRAFRS NREYETARE LR, K AEE
R, EREFG NRIERTEAEHIT,

(&)
http://blog.nsfocus.net/cisco20200207/

3. REBFANSRIFER

(B K]

EH, aAM BREcer T, HREET -1 eelNEF LR

(CVE-2020-0022) o ZWBLFRAFRIERIE, IS FEFHEIT
WL, WHEMRDAAIZRBRRIE B RS ETEE R, BNRAR
W HIZOR TR P BEAR L Th B AR I F o] LB EE FERVIR REUR R,

20202 /| 228K G



(ZE 1]
http://blog.nsfocus.net/cve-2020-0022/

4. MyCERT EHAPT40 FBAIML a3 EDh

(#5A]

MyCERT(S3R AT T EN KR MM/ NE) S MR 51X SR AT BN E L8
Wian), WEHEEBIRABNERMNEaNYANENEHE, ExfmEicE. A
ZERPI DT ANSEXESTAHR, BESTEERIEENT G, NBIFRSEHS
BANZ X Mo HRB aEshER ARG HLNAPT40 Ko

(=& 4]

https://www.mycert.org.my/portal/advisory?id=MA-770.022020

5. Gamaredon AR NGRS =K &
(BER]

FENAWTLESR, EHARGamaredon FETEFE T EEHINEXN B =
BFAIHASE I EE D). Gamaredon 2—1E2013 FLUR—E E WA E
AR, TEHNER=BRHITEREE), EFEENETNEN, EFEAR
FEHE Bo

(=& 1]
https://labs.sentinelone.com/pro-russian-cyberspy-gamaredon-intensifies-

ukrainian-security-targeting/

6. Charming Kitten A4R 37t R KM QA R ARV T IETD
(BER]

WEAZ M Charming Kitten AR —RFIMEN B ER), HIRTEINER
EONZEENB AR, EEHEHE X MIINERN/MNENER, 2EE
BIEI8E. BUBMARUEBIR, Charming Kitten (X&Group 83. Newsbeef,
iKittens. Parastoo. Newscaster) EFEAMLSEIEELR, H2014 FEGFIHE
EKo

(& 5]

https://blog.certfa.com/posts/fake-interview-the-new-activity-of-char

ming-kitten/
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7. Metamorfo T ZEFH XS S E R E R
(#1A]
Metamorfo B@—MNEERGRE, FHXNELSRNMENEF. 2020 F1 A
K IMMetamorfo X EHXT EBFAERNDNE S, 1rHAMMetamorfo £ -1
M, INEINER/MXELERINES, WESEETENEEHSHa<S
AEHIRRS B HITIBIE.
(ZZ 4]
https://www.fortinet.com/blog/threat-research/another-metamorfo-

variant-targeting-customers-of-financial-institutions.html

8.2020 FEEMHRAIRSE . Mac R E RiEWindows
(#1A]
Malwarebytes Labs FEZFRT, HEMHADITARSEE T XMac MWindows
PC, Android A0S BYELA, AR —LEFN KT, o, ZEMRHRE
TIHBREM A eI E KA T AL T E IR B BV M. 5T 72019 FHY%L
RO, BFEINFNERHIE, UA—ERBIRE A B IRMAEN S HAnF6E
MR,
(ZZ4HE]
https://www.oschina.net/news/113352/2020-state-of-malware-report-mac-

windows-threats

9.2020 £IKMEEMERIRE
(BEA]

RIBRFTNIBM 2IKEMIBEIRE (X-Force EIINMBEIRIES2020) , W T
LS HR60% B9 1 IRIER 2 FB AT S BB AR S E MIBYAR (4 R0R, MM &
& B DR ERGR IR EY 17 ) AY PR

(=]
https://www.agniu.com/industry/63124.html

10. 2019 FFEAPT BH &R
(8F]
2019 FRAFHIN—F, MBZEXNMSEHF. EXRESWAPT EthEE
FINRENNESFES, 2MMSERFENEREREBZHRLIBIAPT I

20202 /| 228K @



o, FHEENEERBUANESHEARIRZFR, WE= B E R AEE BRI
A ZEZ 7oA R HIEIRIREN I BRI RN EEF R Y —o IRIMPT AR
YR ETBN AN R BEMISTBE G MARELE, NREMNEZ 2GRN
(ZE 1]
https://mp.weixin.qgg.com/s/fcgmWF2mZOtCuHluuYYr1A

11.2019 £ = L EN EF MK EHIRS
(#5A]
2019 FHEME0 MR KSHN, URMEREE ARG EIX
Eo MEEEINBNRIERFREINALNUX BIERT, 31%AWindows R1E
24, Topl0 FREN REREKBY K & B EEZRLnuIRER S,
(=& 1]
https://www.freebuf.com/articles/paper/226605.html

12. 2019 $HEFFSLTARS
(BER]

HERSFNEHKE™BHINERZ2EMZ—, 2019 FREXN2HCEEN
NET. #HE. R WBFHEMRS G, taTEmIlEmEs. B
B, WEEEN. BEEBIRSRERE, DUEENENZL, FNE
FEIRGEL. FIRITRMRSAREND, REHRBEST2019 FREESH
HEEHARIEK, ENHRKNERLEIEIN, TNHRRSEHAS, LFITHAR
B, RETVATE R

(=& 1]
http://hackernews.cc/archives/29423

13. IBRLH “&itH” . EEREMRIEZEAHE
(8f]

WER T corp.com, EFAE T HEIH G2k NERTBRES NS,
TTHHNB I NERE, REESIRMER, WA MBS NEIAG. 2
ft4ikcorp.com fNE ERENRER? EREENRZREXD “ARIBH”
LAAER? XN 2RI NEL2BHREFA? LENBL2MZ 1B EKrebs
BSORNADTUE S,

(ZE4EE]
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https://www.agniu.com/news-views/62919.html

14. Emotet ASF A B RS X BER L HE
(#5A]

FiTEmotet RSEVESIBFTIEI, ©IETIFESAFITHEEBF W4
R, M TR N A A RS L fEn SR, WarEsh e
BABF.

(ZZ 4]

https://exchange xforce.ibmcloud.com/collection/18f373debc38779065a26f

1958dc260b

15. Konni A4 7 FICARROTBALL $134 = E B AT

(BEA]

AR I —HHT RS R CARROTBALL #A T ERWR T ESITF, SR
B B XA EMA 0 & L EE BT SFAE R AT WAL, =
A E LR FAEE EFHTRMSEUS RIA SR EEFT . AR EEsEE M EKonni
ARRE, ZARZE— I 5HEEEXNEMALR.

(=]

https://unit42.paloaltonetworks.com/the-fractured-statue-campaign-u-s-

government-targeted-in-spear-phishing-attacks/

16. Winnti AR ERASK

(BEA]

2019 11 BAIMWinnti THMAEBAFZ LMK SR, W+
K ShadowPad /&I JAVFTZRM, ©ERFEMEBEEEFBRAITEER, Winnti
B—1ME5FREBXNEMELR, £/VR2010 FLEE—BER, ZAREEHXTIF
AT, BT AR EMSEE,

(ZZ 4]

https://www.welivesecurity.com/2020/01/31/winnti-group-targeting-

universities-hong-kong/

17. xHunt J&&): R8st IR EAFRK I E /& D
¢35
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IR IME)— DR BT BT AR RIEN 7 =2 S, LUt E U EE /i,
MPENERERE, ZMILE2019 45 BE2020 F1 A8Aie], 5IA T Hisoka &5
HEXRC2 RS LHENER, WdaE BN IR RIEAELNTLM 815189
TETU EhHIEREN IR = R

(ZZ5E]
https://unit42.paloaltonetworks.com/xhunt-campaign-new-watering-

holeidentified-for-credential-harvesting/

18. Aggah i&zh: HIXBAFZEITI
(#5A]

HXWEANZSETIWNBEENLAR AN, WEETEENE=RS
T BE X Bstager NIRRT, AR LZBEERHEEAZ0rult MLokibot
ARGTH, HPAZOrult BRRHEEEHERE. PHARKSEKE UL B EHT
B, EEMNUGYI/ VEXTESE, mlLokibot ERPIAMNIEEEENER.

(ZZ 4]
https://blog.yoroi.company/research/aggah-how-to-run-a-botnet-without-

renting-a-server-for-more-than-a-year/

19. #8i320 FMWordpress WitiEZ BE R T
(7]

FFCode Snippets fRFFRFAEMENE L SIERME (CSRF)  JRACVE-
2020-8417, #8320 75 "WordPress Mih52 2| &, Code Snippets {72 1F A
HITAREE, MAEFEEEFEZBfunctions.php SXEFRINEE X o

(=& 1]
https://securityaffairs.co/wordpress/97037/hacking /code-snippets-plugin-

csrf-flaw.html
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