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ZEHRE2EETE

2REMEE: SMAHAINN ., TIH2E7EMEKT, T WEIEK

&%)
ENWIEREEN, AR A7 THSEARRE B B5. SR8
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IEREEN, £S5 UWS5REEHRES;

BHONHTH) ZRELCEZ2RBE, L TMEa%l. APEEaTa. Bk
SEERE, BNZEAMNBRE2TRNFIRSR, RAL2XOMEBS. “2FM7F

WRiBE. FIRTSThBREIRAFIEN,;

MamytE: VaRiESniEeEEMas), NWa/ N NMABFITEIR
NDEVEZ2EMN, HRNUFTRBEIEK. BUFEH. BERE. S4871HE, W
MBI EEMIE. BT SEIBRER, SKEKNTE, RAREEELIRL)
ek

B RR S — e 2EMONgE. RE2EMITTE. 22
LTRSS, BaTanE. oM. PEeNR8E), SRAFEMRKEH
M, BERET 8. MERTR, T REIKE, £EFE, HREHETE
PR EIPARLR 775

BRESEH LR MENSFESBIRANFR, FERK—EIESIFHAIK
F5ERAE, nAt. DEREE. DEHFRELABEEGE. . HHHZER
xR, *EHBE ERERS EIRME, SeER WSRO, BIRTERSR
BRI BT,

teoh, EIERBRBAEMNBLLTAZFERRBRER, E6ESNE, =
NEEMHEA. TR WRFER, ADBFIEWET), ABPETEERR, TR
PEERE], N—LHEIRMAE LR, REN N S ENERINE 2B RE,

Hliia S R
 pAFm EETH
: : -
TER = BT A

mwiethE | | RisER ETH O
T T

T N I AA
E=ZR EEE
[ ] [ ... ... ]

Sy
TR

FBrsr. BN Bkshha. WMERE, EREERNERGaD, 28
MRS RES, 2EHBAEF e ME. RENEL. Z FTEZAHE, &kfle
AT,
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Android $R1TAD Toddler $3EGHIRITHP
R EDh

[x#=] Android. ToddlerR5. RiT. BF ML

FFER

MAAREINT —MEMMNBELRENFE Android E1IT KRG
“Toddler” o ToddlerX#/ TeaBot. Anatsa, FEEXIFEYISF. BE. FHL.
EZHEHKHTH T TR ESFEIAMH Cleafy 15, B EH TRUNGOR
IR1TAF. Bitdefender AR AR FRRASFOR MR, BIFMNEAFAR
A Toddler BRRANIFEEFRE R, PRODAFT AR ARAEMIES HIE, Z&

B E DR NNSET,032 8, HEEIEL00ZE,

RAIFE

ZEERE T BB LEBIEF Android W AEFEERIENEE, AE
AREEINS Q2 BETHETNIHIFNERERFE, AR THNNERE
AEREEEGNAEFZ L, BESEERMANRTKSEN, HBEE. %%
B R R REMK,ICR, AEEEREICR. 8#DESEE. Eam
FIOE 2FA) AU65. f2EHEEL C2BfE. B SRS RIS EEZEES KW
LBHYTNRRS

EERIJE: https://www.prodaft.com/resource/detail/toddler-mobile-banking-botnet-
analysis-report
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EEHSRI SRITIR B IR M ZF

(k=] 17, UEtE

FFER

EH, FEALRDRNINEINILRITIREE2021F4826 8 E22TH 2 82 £ 8
PIRUBESM. WANEEHSERMIRBITHAR DTG XH, SnEFH
PURIIEEREEE, BN RTERIAREEEREENO R HERITE AR
fEE, YAIAEERBAERRESHHEFEES.

BERN, WEEENPDRITRRGRIRGE T 80 E - BH L 8UREE,
20099 H30H Z BRI FNEFBURE S P REEBEIMEE, XEMENER
AIREEREMEERESH. RITKS. REHPNSRIESIEEER. BINKRERT
NARDITRAR LR G EH T4 TEEXHAMK, BEERITEAEA
FNTERAIHRE], BRMRIAPI ORI _EERITHFAIRTT, LUREE ATM #1777
TR ZIRITETTRATHRREME R LSS ES BN, FRZ M
NEFRHEIDBRSNERIFRS,

BEINERTIREZ AT, BN RITAE ARTEENRE EMILEILIRAEE
FE B,

FEEFRIR: https://www.wfmynews2.com/article/news/local/bank-of-oak-ridge-
cyberattack/83-d1d540ba-c6fb-473e-99f1-417771b181e9
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EEEMARERTANERRENE,
HERIE YR

[(X7] BEERAT. Wk, et

FFER

EEBEESRABER IR (Morgan Stanley) ABF7H2H & FIEHIFF,
HTFHWEHEENEE = HHNE Guidehouse BY Accellion FTA RSS2, EEAR 717
BERYRXGEEEIERE. F=AHNETSFR MBAERLIAN QBT
BEH, MEERLIAFNABRZEMNE AL ESIEEEB, ZBITRH
TE=AHNUEEREZRE, BRLHAFZEFH A Guidehouse BRI H &
MEX 4Ol BEHEE, HENMIECRERESSEUE. ik, HEHA.
HE2ReSB. FARBEMFEE, BIF, BARBHEUNBEAFHETS
AR Guidehouse Accellion FTA Ar528 £, BREEAW G I ZEFRILRIGHER
NZEA, PIREFANEEREE. BERIANTEAEEHIERA LUARE
BLEFAFE A RIK S RIK S ZEEHRE .

EEFR: https://s3.documentcloud.org/documents/20985259/morgan-stanley-
bc-20210702.pdf
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Lt 45 iy Bitcoin.org X DDoS Xk

(e Lbism. DDOSKE. 4RSS

FFER

rH, AF&A Cobra 7 Twitter ERRMENHR, LEAFHMIL Bitcoin.org &
SR AFMIRAY DDoS WEHEHWERZ MHENFNL DR S, BEHENRRZ
B, ZNIE BR8], ZMISEZRE 12 BB AZS DDoS W B R, BES
BRI VINNAZS IR Bitcoin Core & F o

LIKMRIINZE RN AZZPT Binance MEEFH DDoS WERHZFNFAL
2y, EFZENEINEREMIAZHNA S, DDoS WHAE FEFHXINELR
AP, BLRENT Bitcoin.org MUGHY DDoS WMEHIUNFARREFE, KIIZMSL
TEEBEXATTAFNERER, REEHEX BIC KREMMEB DR
=1=1

EERR: https://twitter.com/CobraBitcoin/status/14121056661064 78595
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EEMRIEE S AJG ERIEHTIRFINE,

SRR M

[(X3F] RIAT. $hRUNMF. BUELE

FFER

R, EERMEL AJIG X T X THREMERBIEMENZ 2B,
AJG MMEEFIR I ER M E SRR B das), FERI N TRTE R4,
BN RN Y, BHUESIIRESEM, RIS, AERW, ARG
e 20206830, WdE PIRETE LB IPISEER T BB n8UREE, B
FERIANREERTEERS, BTFEEMNARPTEFEARLESE. RS, 7
R WERM. BR&. BB, £RKF. ERFER. BFER. E72H.
ZRFER, AIG ZRTREEMARHHXLEROJEERILERE, AJG FEHIEI B
/e, SRIAEEIESZAiRE 7RSS B, AJG B XEIRLEEEE
BEM, ZeBNERE S BN Er 2R mINE .

AJG (Arthur J. Gallagher) B—XRENFT2RERELLNNLERIIAT,
HBEMITEE, WH5EK 49 MEZR/MEK. AJGTE 6 B 30 HWREEMEAH
TR IR B2 MR PR RS HHIERRITIRS.

EEFR: https://www.documentcloud.org/documents/7219617-AJG-BC-8-K.html
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ATM ERBE: BrEHETFIE NFC #l

Android FZHIZF AR ATM

[(RH=F] ATM. NFCEIREAPE. AndroidBRERF. NME. TEHERNMG

FFER

ATM BN THEE FEX G EYIEID USB xBTS, M EH
FRARZILT ATM B9—FhiRBE, BILAEaE BRI B NFC B REIRERA Android
NAREFANE ATM, ABEFE2YEDRANEAREE, BRARRTIHEE
BERET AR Android ZFARFFEASR NFC ThRERE REFH—CEA, RATLUEE
MNEREERE LLEEMPRNM, AeBdEE—18 ATM &Y, XEE
LR IEEEIRFE R TR G IR  (EL) REIREIR, XMB I
TMYBI AR ATM BSpEGERA, P UNEE A B & SRR (-~ 1E
B BEEERMLULE ATM HthE, BT ARM ATM RN ESTTRE
i, AR AR ERBEEE X T IEERBERYE S5,

EERR: https://gbhackers.com/researcher-managed-to-hack-atms/
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Ursnif #1 Cerberus {31 = XFIH
EERITRARPARIEGEDh

[(X37F] RITADS. BAFELIET. E58ERM. BIFERK

FFER

IBM Trusteer 55 A RAE—INE XS ERITITU BIBAST R LI Ursnif (X4
Gozi) RITABH ZATHERAFTLBITA . BENGFEHER Ursnif
RITARG S Cerberus BERAHE SRR LMRVEMRITHEIKN BN

WHEEMMAZEETENZEEBMENNBEY, FREERARLE
Ursnif SEIRHF 25, FHZEE MR Google BIE N BTN AR, &
AT EENBINGE, FET Cerberus BRMUAMHFIZEWIRITRIZAT P BINA
ZSHIIEAE, NNEIAKFA BRI ZER.

Cerberus B— B EXENBomERMG, T 2019 FHHLI, BEH
FFSMS AAE. REBIRZIEEEEGIEE. SURTEELIRE,

AVVISO IMPORTANTE

58K https://securityintelligence.com/posts/ursnif-cerberus-android-malware-
bank-transfers-italy/
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Linux REZNPREFHETF (CVE-2021-33909)

& *BtiEl: 2021-07-22

—. iR

TH, BRI CERTINAIQualyshZTHIPIEE T Linux WX %
SGERN— N AHIRSORE (CVE-2021-33909, #AHSequoia) , 1%mE
Alinux AZBseq_file B OTFEsize_t-to-int REEEIIRR, HTfs/seq_file.
CRBIEMIRS seq AKX NEL, MMESEEBHHEL . BAE NULNRE
o EEAANBRNKEEHL UERINEERNBILRE, NMREZE
M E B root IR, ZRERFI T B 2014 FLUERARFAE Linux NiZhR

A, BHEIPoCE AT, BHEFARRIRREFERHTTH.
SEHE.

https://www.qualys.com/2021/07/20/cve-2021-33909/sequoia-local-

privilege-escalation-linux.txt

—. EWEE

SR mhR s
[ 3.16 <=Linux kernel<5.134

AEZE MRS
[0 Linux kernel>=5.13.4
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=, iERE

3.1 hRZASHEN
LinuxZRZ AP P LB BEEMARAIM URI R AR S EXFICEN, &
ERIERFRAE ST cat /proc/version

[root@rest ~]# cat /proc/version

Linux version 3.10.0-514.26.2.e17.x86_64 (builder@kbuilder.dev.centos.org) (gcc

;Er;inn 4.8.5 20150623 (rRed Hat 4.8.5-11) (GCC) ) #1 SMP Tue Jul 4 15:04:05 UTC
1

M. R

4.1 ERFAER
BB A EEERNREAPEE TI1ZFE, B AR RIRFASARAHETT
FHiP, BA TEEEE: https://www.kernel.org/

4.2 \mEY R AR

ERXBRENTTEHITHRRNE, I QualysB MR E /A AFHT
ImBY 33

(1) % /proc/sys/kernel/unprivileged_userns_clonei& &4 0, LIBHLERE
ETEAP TP EHKER,

(2) B /proc/sys/kernel/unprivileged_bpf_disabled & 1, LIBHLER®E
EReBPFIZF NIEEINZ .

- = B ~
KR NENAFERFIEFENZT 20, FBERER T2 ASREARIE
AIE, ATEE. AT AEFMEHEMNE BRMERMT M EZEINE EENER IR
&, WHEBEARANS, BRI LUNRZENEFEERNIABEA ST, FERIR
BT NERBRFIEBRN, IMEH I ERLZENE, AITRILLEZEAENT
%, BERINERSELIAND. REFBRE 2F, FMEEREBREEE LT 2ASE

AR, MEUERAREEBFELERN. //
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Oracle 2R~ 7 AXE# TEIMAS

KmBHI: 2021-07-22

—. iR —. ExiRFER

2021F7H21H, SBRHRCERT RAEF s T EAUR R E E2 M IR v IR BRT R A & IR AR,
WNAEIOracleBEARMTTAXE BHEXAPERHITRL:
T EHASCPU (Critical Patch Oracle MySQLZNREH
Update) , HEE T3P TRIEE R 22 2 EHTET N Oracle MySQLA R T 411224 T, B10NRAERE
BRI, Ltz eBHHKkOracle AR SHRIENE R FRIREEHITAA. ERafREET:
Database Server. Oracle Java SE. [ CVE-2021-22884
Oracle Fusion Middleware. Oracle [ CVE-2021-22901
MySQL. Oracle Communications%s Oracle Communications ApplicationsZ1> & :
Z B M. Oracles@ZIBINEF b 22 EHEXJ0racle Communications Applications& % 733N & 4
RRNBREBAI T EFREERR, X T, BRNRATAREEFSHRIENE R FERITRHITH A, HPS
RRHITES. fERBIN T

SEGE. ] CVE-2020-11612

CVE-2021-3177
CVE-2020-17530
CVE-2019-17195
CVE-2019-17195
CVE-2020-11612
CVE-2020-10878
CVE-2020-14195
Oracle E-Business SuiteZ 1N :
b 22 EHTE T Oracle E-Business Suite A5 71712240 T, B31H
RRTEAREAF S HMIIERNE R FRIPIZZH TR A, HRsEmEnT:

https://www.oracle.com/

security-alerts/cpujul2021.html

OO0 000aoad
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[0 CVE-2021-2355
[ CVE-2021-2436
[0 CVE-2021-2359
Oracle Fusion Middleware 2~/ :
b 22 B H 3T Oracle Fusion Middleware k75 748N &224h T, B35
RTEARZRAF S HMIIENE R FEENERHTH A, EfRsmRmEn T
0 CVE-2021-2394
CVE-2021-2397
CVE-2021-2382
CVE-2021-2456
CVE-2019-17195
CVE-2020-10683
CVE-2020-28052
Oracle Retail ApplicationsZ-MHE
b 22 B3 Oracle Retail Applications &% 72310224 T, B15D
RTEARZRAF S HMIIENE R FEENERHTH A, EfRsmREn .
[0 CVE-2021-21345
] CVE-2019-0219

OO0 00o0gao

OracleB A7TA XA T BHR B DS T :

Oracle Database Products Risk Matrices 8.3
Oracle Database Server 16 1 8.3
Oracle Big Data Graph 2 2 8.8
Oracle Essbase 9 8 10
Oracle Commerce 11 8 9.8
Oracle Communications Applications 33 22 99
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Oracle Communications 23 9.8
Oracle Construction and Engineering 10 5 9.8
Oracle E-Business Suite 17 3 9.1
Oracle Enterprise Manager 8 8 9.8
Oracle Financial Services Applications 22 17 99
Oracle Food and Beverage Applications 6 0 8.1
Oracle Fusion Middleware 48 35 9.9
Oracle Hospitality Applications 1 0 55
Oracle Hyperion 6 4 9.8
Oracle Insurance Applications 4 3 8.8
Oracle Java SE 6 5 9.8
Oracle JD Edwards 9 8 9.8
Oracle MySQL 41 10 8.8
Oracle PeopleSoft 14 8 9.8
Oracle Policy Automation 1 1 9.8
Oracle Retail Applications 23 15 99
Oracle Siebel CRM 6 4 8.1
Oracle Supply Chain 5 5 75
Oracle Support Tools 1 1 6.1
Oracle Systems 11 9 9.8
Oracle Virtualization 6 1 9.9
Oracle Database Products Risk Matrices 16 1 8.3
Oracle Database Server 16 1 8.3
Oracle Big Data Graph 2 2 8.8
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Oracle Essbase 10
Oracle Commerce 11 8 9.8
Oracle Communications Applications 33 22 99
Oracle Communications 26 23 9.8
Oracle Construction and Engineering 10 5 9.8
Oracle E-Business Suite 17 3 9.1
Oracle Enterprise Manager 8 8 9.8
Oracle Financial Services Applications 22 17 9.9
Oracle Food and Beverage Applications 6 0 8.1
Oracle Fusion Middleware 48 35 9.9
Oracle Hospitality Applications 1 0 55
Oracle Hyperion 6 4 9.8
Oracle Insurance Applications 4 3 8.8
Oracle Java SE 6 5 9.8
Oracle JD Edwards 9 8 9.8
Oracle MySQL 41 10 8.8
Oracle PeopleSoft 14 8 9.8
Oracle Policy Automation 1 1 9.8
Oracle Retail Applications 23 15 99
Oracle Siebel CRM 6 4 8.1
Oracle Supply Chain 5 5 7.5
Oracle Support Tools 1 1 6.1
Oracle Systems 11 9 9.8
Oracle Virtualization 6 1 9.9
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4.1 #TEH
BARZZAXNR “SRWT@mMANTER” M TEH

SRR mEHTAN

T, AZRANT REBFHIreadmeX I TREEHT, LURILKIIERBITIF.
A OracleERANT REBAABBEERINANFIIKS, EHRZKSEMR

https://support.oracle.comfd, BJLLFEEHTHNT o

B, R ZEWEaRETER

BRMmRhRES
Big Data Spatial and Graph, versions prior to 2.0, prior to 23.1
Enterprise Manager Base Platform, version 13.4.0.0
Essbase, version21.2
Essbase Analytic Provider Services, versions 11.1.2.4,21.2

Fujitsu  M10-1, M10-4, M10-4S, M12-1, M12-2, M12-2S Servers,
versions prior to XCP2400, prior to XCP3100

Hyperion Essbase Administration Services, versions 11.1.2 4,

212
Hyperion Financial Reporting, versions 11.1.2.4,11.2.5.0
Hyperion Infrastructure Technology, versions 11.1.2.4,11.2.5.0

Identity Manager, versions 11.1.2.2.0, 11.1.2.3.0, 12.2.1.3.0,
12.2.1.4.0

Instantis EnterpriseTrack, versions 17.1,17.2,17.3

JD Edwards EnterpriseOne Orchestrator, versions 9.2.5.3 and

prior

JD Edwards EnterpriseOne Tools, versions 9.2.5.3 and prior

) 2281R /20217
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https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2788472.1

https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2783281.1

https://support.oracle.com/rs?type=doc&id=2787996.1

https://support.oracle.com/rs?type=doc&id=2787996.1
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MICROS Compact Workstation 3, version 310 https://support.oracle.com/rs?type=doc&id=2758251.1
MICROS ES400 Series, versions 400-410 https://support.oracle.com/rs?type=doc&id=2758251.1
MICROS Kitchen Display System Hardware, version 210 https://support.oracle.com/rs?type=doc&id=2758251.1
MICROS Workstation 5A, version 5A https://support.oracle.com/rs?type=doc&id=2758251.1
MICROS Workstation 6, versions 610-655 https://support.oracle.com/rs?type=doc&id=2758251.1
MySQL Cluster, versions 8.0.25 and prior https://support.oracle.com/rs?type=doc&id=2787955.1
MySQL Connectors, versions 8.0.23 and prior https://support.oracle.com/rs?type=doc&id=2787955.1
MySQL Enterprise Monitor, versions 8.0.23 and prior https://support.oracle.com/rs?type=doc&id=2787955.1
MySQL Server, versions 5.7.34 and prior, 8.0.25 and prior https://support.oracle.com/rs?type=doc&id=2787955.1
Oracle Access Manager, version 11.1.2.3.0 https://support.oracle.com/rs?type=doc&id=2773670.1
Oracle Agile Engineering Data Management, version 6.2.1.0 https://support.oracle.com/rs?type=doc&id=2787997.1
Oracle Agile PLM, versions9.3.3,9.3.5,9.3.6 https://support.oracle.com/rs?type=doc&id=2787997.1
Oracle Application Express, versions prior to 21.1.0.0.4 https://support.oracle.com/rs?type=doc&id=2773670.1

Oracle Application Express (CKEditor), versions prior to

https://support.oracle.com/rs?type=doc&id=2773670.1
LGN ps://supp /rs?typ

Oracle Application Express Application Builder (DOMPurify), .
: _ https://support.oracle.com/rs?type=doc&id=2773670.1
versions priorto 21.1.0.0.1

Oracle Application Testing Suite, version 13.3.0.1 https://support.oracle.com/rs?type=doc&id=2773670.1

Oracle BAM  (Business Activity Monitoring), versions 11.1.1.9.0,

https://support.oracle.com/rs?type=doc&id=2773670.1
12.2.130,122.1.40 ps://supp /rstyp

Oracle Banking Enterprise Default Management, versions

https://support.oracle.com/rs?type=doc&id=2787695.1
2.10.0,2.12.0 ps://supp /rs?typ

Oracle Banking Liquidity Management, versions 14.2,14.3,14.5 https://support.oracle.com
Oracle Banking Party Management, version 2.7.0 https://support.oracle.com/rs?type=doc&id=2787695.1

Oracle Banking Platform, versions 2.4.0,2.7.1,2.9.0, 2.12.0 https://support.oracle.com/rs?type=doc&id=2787695.1
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Oracle Banking Treasury Management, version 14.4

Oracle Bl Publisher, versions 5.5.0.0.0, 11.1.1.7.0, 11.1.1.9.0,
12.2.13.0,12.2.1.4.0

Oracle
12.2.14.0

Business Intelligence Enterprise Edition, version

Oracle Coherence, versions 3.7.1.0, 12.1.3.0.0, 12.2.1.3.0,
12.2.1.4.0,14.1.1.0.0

Oracle Commerce Guided Search, version 11.3.2

Oracle Commerce Guided Search / Oracle Commerce

Experience Manager, versions 11.3.1.5,11.3.2

Oracle Commerce Merchandising, versions 11.1.0, 11.2.0,
11.3.0-11.32

Oracle Commerce Platform, versions 11.0.0, 11.1.0, 11.2.0,
11.3.0-11.3.2

Oracle Commerce Service Center, versions 11.0.0, 11.1.0,
11.2.0,11.3.0-11.3.2

Oracle Communications Application Session Controller,

version 3.9

Oracle Communications Billing and Revenue Management,
versions 7.5.0.23.0, 12.0.0.3.0

Oracle Communications BRM - Elastic Charging Engine,
versions 11.3.0.9.0, 12.0.0.3.0

Oracle Communications Cloud Native Core Console, version
14.0

Oracle Communications Cloud Native Core Network Function

Cloud Native Environment, versions 1.4.0, 1.7.0

Oracle Communications Cloud Native Core Network Slice

Selection Function, version 1.2.1

& 22/1R /20217
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https://support.oracle.com

https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2792990.1

https://support.oracle.com/rs?type=doc&id=2792990.1
https://support.oracle.com/rs?type=doc&id=2792990.1
https://support.oracle.com/rs?type=doc&id=2792990.1
https://support.oracle.com/rs?type=doc&id=2792990.1
https://support.oracle.com/rs?type=doc&id=2787241.1
https://support.oracle.com/rs?type=doc&id=2785183.1
https://support.oracle.com/rs?type=doc&id=2785183.1
https://support.oracle.com/rs?type=doc&id=2791671.1
https://support.oracle.com/rs?type=doc&id=2791656.1

https://support.oracle.com/rs?type=doc&id=2791657.1
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Oracle Communications Cloud Native Core Policy, versions
150,190

Oracle Communications Cloud Native Core Security Edge

Protection Proxy, version 1.7.0

Oracle Communications Cloud Native Core Service

Communication Proxy, version 1.5.2

Oracle Communications Cloud Native Core Unified Data

Repository, versions 1.4.0, 1.6.0

Oracle Communications Convergent Charging Controller,
version 12.0.4.0.0

Oracle Communications Design Studio, version 7.4.2

Oracle Communications Diameter Signaling Router (DSR),
versions 8.0.0-8.5.0

Oracle Communications EAGLE Software, versions 46.6.0-
46.8.2

Oracle Communications Evolved Communications Application

Server, version 7.1

Oracle Communications Instant Messaging Server, version
10.0.1.4.0

Oracle Communications Network Charging and Control,
versions 6.0.1.0, 12.0.1.0-12.0.4.0, 12.0.4.0.0

Oracle Communications Offline Mediation Controller, version
12.0.0.3.0

Oracle Communications Pricing Design Center, version
12.0.0.3.0

Oracle Communications Services Gatekeeper, versions 7.0, 8.2

Oracle Communications Unified Inventory Management,
versions 7.3.2,7.34,7.3.5, 74.0,7.4.1

https://support.oracle.com/rs?type=doc&id=2791658.1

https://support.oracle.com/rs?type=doc&id=2791680.1

https://support.oracle.com/rs?type=doc&id=2791682.1

https://support.oracle.com/rs?type=doc&id=2791683.1

https://support.oracle.com/rs?type=doc&id=2790722.1
https://support.oracle.com/rs?type=doc&id=2789906.1

https://support.oracle.com/rs?type=doc&id=2787208.1

https://support.oracle.com/rs?type=doc&id=2787243.1

https://support.oracle.com/rs?type=doc&id=2787205.1

https://support.oracle.com/rs?type=doc&id=2786444.1

https://support.oracle.com/rs?type=doc&id=2790722.1

https://support.oracle.com/rs?type=doc&id=2785182.1

https://support.oracle.com/rs?type=doc&id=2785183.1

https://support.oracle.com/rs?type=doc&id=2787242.1

https://support.oracle.com/
rs?type=doc&id=27851890.1
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Oracle Configuration Manager, version 12.1.2.0.8
Oracle Data Integrator, versions 12.2.1.3.0,12.2.1.4.0
Oracle Database Server, versions 12.1.0.2,12.2.0.1, 19¢
Oracle E-Business Suite, versions 12.1.1-12.1.3,12.2.3-12.2.10
Oracle Enterprise Data Quality, versions 12.2.1.3.0,12.2.1.4.0
Oracle

Enterprise Repository, version 11.1.1.7.0

Oracle Financial Services Analytical Applications Infrastructure,

versions 8.0.6-8.0.9,8.1.0

Oracle Financial Services Crime and Compliance Investigation
Hub, version 20.1.2

Oracle Financial Services Regulatory Reporting with

AgileREPORTER, version 8.0.9.6.3

Oracle Financial Services Revenue Management and Billing

Analytics, versions 2.7.0, 2.8.0
Oracle FLEXCUBE Private Banking, versions 12.0.0, 12.1.0

Oracle
14.4.0

FLEXCUBE Universal Banking, versions 12.0-12.4, 14.0-

Oracle Fusion Middleware MapViewer, version 12.2.1.4.0

Oracle GoldenGate Application Adapters, version 19.1.0.0.0
Oracle GraalVM Enterprise Edition, versions 20.3.2,21.1.0
Oracle Hospitality Reporting and Analytics, version 9.1.0
Oracle Hospitality Suite8, versions 8.13, 8.14
Oracle Hyperion Bl+, versions 11.1.2.4,11.2.5.0

Oracle
11.3.0

Insurance Policy Administration, versions 11.0.2, 11.1.0-

Oracle Insurance Policy Administration J2EE, version 11.0.2

€Y 2281R /20217
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https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2770321.1
https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2787723.1

https://support.oracle.com/rs?type=doc&id=2792414.1

https://support.oracle.com/rs?type=doc&id=2791194.1
https://support.oracle.com/rs?type=doc&id=
21877231

https://support.oracle.com

https://support.oracle.com

https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2787003.1
https://support.oracle.com/rs?type=doc&id=2780088.1
https://support.oracle.com/rs?type=doc&id=2785669.1

https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2784893.1

https://support.oracle.com/rs?type=doc&id=2784893.1
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Oracle Insurance Rules Palette, versions 11.0.2, 11.1.0-11.3.0
Oracle Java SE, versions 7u301, 8u291,11.0.11,16.0.1

Oracle JDeveloper, versions 12.2.1.3.0,12.2.1.4.0
Oracle JDeveloper and ADF, version 12.2.1.4.0
Oracle Managed File Transfer, versions 12.2.1.3.0, 12.2.1.4.0
Oracle Outside In Technology, version 8.5.5
Oracle Policy Automation, versions 12.2.0-12.2.22
Oracle Retail Back Office, version 14.1
Oracle Retail Central Office, version 14.1
Oracle Retail Customer Engagement, versions 16.0-19.0

Oracle Retail Customer Management and Segmentation

Foundation, versions 16.0-19.0

Oracle Retail Financial Integration, versions 14.1.3.2, 15.0.3.1,
16.0.3.0

Oracle Retail Integration Bus, versions 14.1.3.2,15.0.3.1, 16.0.3.0

Oracle Retail Merchandising System, versions 14.1.3.2,15.0.3.1,
16.0.3

Oracle Retail Order Broker, versions 15.0, 16.0

Oracle Retail Order Management System Cloud Service,

version 19.5

Oracle Retail Point-of-Service, version 14.1

Oracle Retail Price Management, versions 14.0, 14.1, 15.0, 16.0
Oracle Retail Returns Management, version 14.1

Oracle Retail Service Backbone, versions 14.1.3.2, 15.0.3.1,
16.0.3.0

https://support.oracle.com/rs?type=doc&id=2784893.1
https://support.oracle.com/rs?type=doc&id=2787003.1
https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2773670.1
https://support.oracle.com/rs?type=doc&id=2782105.1
https://support.oracle.com/rs?type=doc&id=2783353.1
https://support.oracle.com/rs?type=doc&id=2783353.1

https://support.oracle.com/rs?type=doc&id=2783353.1

https://support.oracle.com/rs?type=doc&id=2783353.1

https://support.oracle.com/rs?type=doc&id=2783353.1
https://support.oracle.com/rs?type=doc&id=2783353.1
https://support.oracle.com/rs?type=doc&id=2783353.1
https://support.oracle.com/rs?type=doc&id=2783353.1
https://support.oracle.com/rs?type=doc&id=2783353.1

https://support.oracle.com/rs?type=doc&id=2783353.1
https://support.oracle.com/rs?type=doc&id=2783353.1

https://support.oracle.com/rs?type=doc&id=2783353.1

https://support.oracle.com/rs?type=doc&id=2783353.1

20217 ) 228K @



X

e ¥

NSFOCUS

RRM RN hRES

Oracle Retail Xstore Point of Service, versions 16.0.6, 17.0.4,

18.0.3,19.0.2, 20.0.1

Oracle SD-WAN Aware, versions 8.2, 9.0
Oracle SD-WAN Edge, versions 8.2,9.0,9.1
Oracle Secure Global Desktop, version 5.6
Oracle Solaris, version 11
Oracle Solaris Cluster, version 4.4
Oracle Transportation Management, version 6.4.3
Oracle VM VirtualBox, versions prior to 6.1.24

Oracle WebCenter Portal, versions 11.1.1.9.0, 12.2.1.3.0,
122140

Oracle Weblogic Server, versions 10.3.6.0.0, 12.1.3.0.0,
12.2.1.3.0,12.2.1.4.0, 141.1.0.0

Oracle ZFS Storage Appliance Kit, version 8.8

OSS Support Tools, versions prior to 2.12.41

PeopleSoft Enterprise CS Campus Community, versions 9.0, 9.2
PeopleSoft Enterprise HCM Candidate Gateway, version 9.2
PeopleSoft Enterprise HCM Shared Components, version 9.2

PeopleSoft
8.58.8.59, 8.59

Enterprise PeopleTools, versions 8.57, 8.58,

PeopleSoft Enterprise PT PeopleTools, versions 8.57, 8.58, 8.59

Primavera Gateway, versions 17.12.0-17.12.11, 18.8.0-18.8.11,
19.12.0-19.12.10,20.12.0

Primavera P6 Enterprise Project Portfolio Management,
versions 17.12.0-17.12.20, 18.8.0-18.8.23, 19.12.0-19.12.14,
20.12.0-20.12.3

€ 22A81R /20217
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https://support.oracle.com/rs?type=doc&id=2783353.1

https://support.oracle.com/rs?type=doc&id=2787244.1
https://support.oracle.com/rs?type=doc&id=2787240.1
https://support.oracle.com/rs?type=doc&id=2788251.1
https://support.oracle.com/rs?type=doc&id=2788472.1
https://support.oracle.com/rs?type=doc&id=2788472.1
https://support.oracle.com/rs?type=doc&id=2787997.1

https://support.oracle.com/rs?type=doc&id=2788251.1

https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2773670.1

https://support.oracle.com/rs?type=doc&id=2788472.1
https://support.oracle.com/rs?type=doc&id=2787969.1
https://support.oracle.com/rs?type=doc&id=2787995.1
https://support.oracle.com/rs?type=doc&id=2787995.1

https://support.oracle.com/rs?type=doc&id=2787995.1
https://support.oracle.com/rs?type=doc&id=2787995.1
https://support.oracle.com/rs?type=doc&id=2787995.1

https://support.oracle.com/rs?type=doc&id=2783281.1

https://support.oracle.com/rs?type=doc&id=2783281.1
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Primavera Unifier, versions 17.7-17.12,18.8,19.12,20.12 https://support.oracle.com/rs?type=doc&id=2783281.1
Real-Time Decisions (RTD) Solutions, version 3.2.0.0 https://support.oracle.com/rs?type=doc&id=2773670.1
Siebel Applications, versions 21.5 and prior https://support.oracle.com/rs?type=doc&id=2787996.1
StorageTek Tape Analytics SW Tool, version 2.3 https://support.oracle.com/rs?type=doc&id=2788472.1
=
e /A H ™

RL2NENARBRAREFINLZ 20, FERZTALZ2ASRBERIRIE
FEE. ATFEE. FALREeAEFRHEYEEMERNERAERREBEHNERNIR
K, WAGAERAANR, FRRRURR2ASTFERNILEBEARE. FEMKE
Bt RENEENMERN ISR LRe s, YAREET2RNENTT
B, OERNERSE2BAR. REZBRERT, TRERERIERRLRENE
NE, MEUEASIEERTE LB, D
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WebLogic 31 &R

KmBHI: 2021-07-22

—. iR

THA21H, EBERFCERTEME|OracleB AL T2021F71B X T &
HTAECPU (Critical Patch Update) , HEE T3 M AFEEERNFRE, HF
BIFE3I N EIMWebLogicBI™ B, FIAEZEMR, BNAFRRKEEFEH,
X IR YRR E TBA .

CVE-2021-2382/CVE-2021-2394/CVE-2021-2397: KREBSHIIFNK &
RIFERMSHITIHINOPIINIER, PITE BIRARSS 88 ERATERMRES, CVSS
H9799.8

CVE-2021-2376/CVE-2021-2378: KREBMHIIERIE EEBILTIZIOPH)
WRIFERIBER, PSR EmARSSERESADR, CVSSITD TS

CVE-2015-0254: ItHiR AT T Apache Standard Taglibs/, KA
A <x:parse> 8 <x:transform> FREAMERZEENIXMLSCAEET, 1.2.3hk42
HIEY Apache Standard Taglibs PRI EEFAXSLT § EBHRITERRIE
BATXMLIMNIBSLASE N (XXE) B, CVSSIFHRT.3

CVE-2021-2403: RESHRIERNKEHE D LUBIHTTP R X ERIER,
RN 0] EATARSS 83 B LR, CVSSIT) 5.3

SEWE

https://www.oracle.com/security-alerts/cpujul2021.html#AppendixFMW
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—. IEE

A

[J Weblogic Server 10.3.6.0.0
[J Weblogic Server 12.1.3.0.0
[J Weblogic Server12.2.1.3.0
[J Weblogic Server12.2.1.4.0
[J Weblogic Server 14.1.1.0.0

=, R

3.1 ZsHG

AR T e X WebLogichk
AMF T RENERHITHE,

S ¢d /Oracle/Middleware/
wlserver_10.3/server/lib

S java -cp weblogic.jar
weblogic.version

ERTRERA, NREEAHT
ZENER, WERAEENXK, 0
ElFT7R
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[ root@@7@localhost 1ib]$ java -cp weblogic.jar weblogic.version

wWeblLogic S 10.3.6.0 Tue Nov 15 ©8:52:36 PST 2011 1441650

Use 'weblogic.version -ve

to get subs em information

'weblogic.utils.Versions
t007@Localhost 1ibl%

to get version information for all modules

_‘
a
a

3.2 T3l

Nmap TEEH T Weblogic T3MINAVIFHEMA, AIRMABTIRSH
WebLogicFHl. s30T :

nmap -n -v -Pn  —sV [EMIFTMEEHAL] -p (FRIL) 7001,7002
--script=weblogic-t3-info.nse

WTEILEPRR, BfrARa T T3 EWeblogichR A E =2 & MmsEE 2 A,
MREXRADZBELREESNZ 2T, WEERFNM,

# nmap -v 17 o B | -p7081,7682 - blogic-t3-info.n4

Starting Nmap 7.68 ( https://nmap.org )} at 2018-64-19 19:87 C5T
ripts for scanning.

16.1.128 [1 port]
RP Ping at 19:87, B8.29: ed (1 total hosts)
at 19:87
solution of 1 ho at 19:87, 6.825 elapsed
can at 19:87
8 [2 ports]
open port 768 cp on 172.16.1.128
en port 7e61/tcp on 1 16.1.128
.B855 elapsed (2 total ports)

Nmap scan report for 172.16.1.128
Host is up (©. 615 latenc

STATE SERVICE
1/tcp open af callhack
2 T3 protocol in use (webLogic version: 18.3.6.8)
prserver
Address: @08:8C:29:4C:79:FC (VMware)

ript Po:
ting NSE
Completed NSE at
Read data files 5
Nmap done: 7 1 t 0 ) anned in 7.59 seconds
3 (116B) | Rcvd: 3 (1168
= |
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4.1 $hTE#H

EriOracleBAM4NTRET ERFE, BERAFESZEERBSE NN TE
ZEME@EFNT, HERIT &G RN readmeX TR ETH, L
ENN:EESEVE i

F: OracleBEAXNNT BEZAFLFEERRHENIFAIKS, EHZKSE
Bthttps://support.oracle.ccomfa, B LU FEERHTANT o

4.2 IGESPA3FFERE
MRAFAENTEALZESHWNT, @Y NEEN SRR TR
[rtr:

4.2.1 PRI T3 tilAIaE]

FA P @ sl T30 BV 177 10) SR I BY PR AT T3 K B T3 MR R R B o
Weblogic Serverizft 7 %79 weblogic.security.net.ConnectionFilterimpl B9k
INERETRESS, WEEMESESAAERNERE, B IERMASREE
A, SIT3RT3SHITIA AT, FAHRIES BN

1. HA\Weblogictzfl&, 7Ebase_domainBEEREF, HAN ‘%
27 EIMRIIE, |d “Thkss” , HENEENkSEEE,

[T M T pep— e ——

. | @ =E Ew owes e es Y B, weblogic A5 bawe_domain
L T | 9 daman
SRR NeESs Dore | b deanSdE ]
=
e RSk T el ] mu\.-: 5

| |—I‘IIE!N Eaxine AR BN S IEpwEE

L 3

FETS, ST LS Wl S LGS

2. TEIEEGIEESI . weblogic.security.net.ConnectionFilterimpl,
ZELTEE, MEEmESRANFREERS T SKIRE RN :

@ 22F1R /20217
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127.0.0.1 * * allow t3 t3s
AP ** allow t3 t3s
AYFIHRIBIP ** allow t3 t3s
***deny t3t3s

% k- b omain - % ® - 08 =

& O @ ITRIELIE . Z 4 | i

R ACLE merlage et oo

[

ran

GBI MNAETNA0 T target localAddress localPort action protocols,
Hrh:
target 38 — Sl N ETHIERIARSS 280
localAddress AITE X RS 2B EN ML, (WIRIEEAN—NES (1), TLRE]
BIULECLE RIG 2RI A A P ik, )
localPort X RSS2 IEAERITMIR . (WRIEETES, NILALREBING
R ERSE LATE R AR C).
action IEEEZHITHIRIE, (BEXFUA “allow” 3 “deny” o )
protocols BEFHITILECHIMNE YR, (MIUEE FHIEA—MHN:
http. https. t3. t3s. giop. giops. dcom T ftp. ) WIRAKFE XX, NI
PRA TN ER R 5 — AN LA,

3. REREMNAREN, BINEFHBsIWeblLogicARss (EEWeblogic
BEaSH LSRR, BUEXARTEXKRE, BHITERE) o U
WindowsifE A6, ERRSHFZENT:

HNFHFIEER TWbInER, EWindows&ZH iz TstopWeblogic.
cmd X £ IEWeblogicARSS, LinuxRZHNIE TstopWeblogic.sh3X e
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C:\Oracle\Middleware\user_projectsidomains\bas
Name = | Ex... | Size | A
. nodemanager {folder> -
| server_migration <folder> -
| service_migration folder> =
sﬂ[lonnin!:w. emd emd 11,689 -
| setDomainEnyv. sh sh 13,246 -
[l startManagedfebLogic. emd  emd 3,366 -
__ startManagedfebLogic. sh sh 3191 -
[ starteblogic. emd emd 5,944 -
| |startfebLogic. sh sh 5,B8T -
stopManagedfeblogic. emd emd 2,554 =

ophrrrsedicbloshe. th sh 2,417

| | stepieblozic. = 1,973

RELIEBIAINITSEAE, BIBTTstartWeblogic.cmd3startWeblogic.sh

X =EWeblogic, BIPITERWebLogicARS5E S

4.2.2 2 110P Y

FA P Bn@d >k FNOP X FERTE XS HI FRIOPIH SRR B &, #RIFINT:
fEWeblLogictz®la®, 1®HF “RE™ > “AdminServer” > “Bil” ,
BUE “BAIOP” MAit, HEEWeblogiclB, EAEEHM.

ORACLE Wablogic Servar® Adninsrsson Conecie 000 o]
[y @ == o was Hee e | Q o, webiogs | NI base_domain
AP TS - EE - BN - Admiaterver
e
ERERSE, $alien T
EE, AR, o ERIFAEE, 8. Beraiays, oREERng 1 T8,
o EEREGE,
EETY
base_dwsar Adeintereeril B
i
=8 EN bk B52R Wy ¥ 5w B8 BN ¢ A
it O —sa8 W gou moe mE
-
] =
ETe, STURE L RERN 0P Gremet 068 @) £, B2 00e, UTRREEEREr SRR TR et 2T0,
[ 45 @ moe WESE MR M (¥ 53) W5 Alwan
noeEM,  ESAl
Emin pas
= MAREN or _—
» EScwRdia
- RSN FAEN
HwALD
EHEH R RER
I Faded ()
| eriscal ()
Overioaded (1)
I waprrang ()

o
FREANERAREAT]EEFE
MR2PE, FERRTALZEA
SRMERRIESRAE, BT EHE,
FALREAEPIRHERMIER
BEMERNEEENERRREK,
HHRERERANRE, KBEREUK
RERNEFET NI EBERZE.
SFRBEIAEN LR 2SR
RN MR HAEELR2A
&, AR R ENER RN,
BRERNEREFLBANE. REEE
MY, MEERERHER LT
RENERE, TRUEAAABHE
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WINDOWS #[RIEH & (CVE-2021-36934)

—. imRER

rH, SBERECERT k2R
MERMERBE, WETWindows
IRTEF R (CVE-2021-36934) o
BTFXNEINREXH (BET2MK
FEIESE (SAM) #dEZE) B inlE]
FlIER (ACL) 3 F B, HRKBHBT
RNEEERNKF (administrator) 8,
BRI LR AR RASRAEE
PRI SRILANPRIZ A, MM EARE
£ LASYSTEMA R HUITERE RS0
B RAT SR BEFEAT, &
WK AP I THS H REUER T
aEias

SGERFCERTERIIEN IE
R

EE

KfmBH: 2021-07-22

Z2E5 . https://msrc.microsoft.com/update-guide/vulnerability/CVE-
2021-36934

—. EEE

=
O
O
O
O
O
O
O

N,

AU

Windows Server, version 20H2 (Server Core Installation)
Windows Server, version 2004 (Server Core installation)
Windows Server 2019 (Server Core installation)
Windows Server 2019

Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for 32-bit Systems
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Windows 10 Version 20H2 for x64-based Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for 32-bit Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for 32-bit Systems

Ooooboboboboboobooo

=, R

3.1 AT
AFRMAEEEENAF PIEABEERNRIEIT Nl SEEVSSERIH
THE:
vssadmin list shadows

e i

ERRATRGRFAHLET ZARALRR (KT 128CHRGENEHNTT
WindowsE#Tai 3= MSIBUASIRVSSEREIA) , N IRRRb,

Q) =2B4% / 2021.7
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M. R

4.1 BAtPEETE

BRIEAERLMEEHNT, ZSRMABF PEE NPEmHE TGB!

1. BRA&IRT 9%windir%\system32\config AAHIAIA]

UEERB MBI SREIHRIT T <!

icacls %windir%\system32\config\** /inheritance:e

F LB RS M iziTPowerShelBiiT F7 <!

icacls Senv:windir\system32\config\** /inheritance:e

2. MFFEFEBIRS (VSS) BREEIA

IERBRHIIA 18] %windir%\system32\config Z BIFIEN 2T RA TR S5
7 (NFZRIEFNARERS) o

3. EAEMMERINENRIE T, IIZ2ANEEERKS .

AR U EMRSERIANERERP T MERRIE, SEERAE=S
FIPNBRREFRRBIERNGE ). BRI RIHMEREERIAA M LR ALt
VSR

- = B ~
KEZE2NENARERAEFENZ 20, FEREAANLZ e ASIREERARIE
oEIE. ATERE. FMELZSAEFRMENE BMSMIER B EEENGER &R
5%, WHERERANS, @BREUNRZENEEERNIFBEARE, FERFIA
BT NENERMBRN, IMERHNERELZENE, HATRIILZESANENT
B, EIERNERELEAND. REFBREMF, TMEEEENIEE BT NE
RNE, MEUEAARBERTFEWEN. //
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K#mBH: 2021-07-14

—. iR

7 A 14 B, BEEE CERT WEIHIER 7T BLREEMHT, BET
117 NL2/E, Ak Windows. Microsoft Office. Microsoft Edge. Visual
Studio « SharePoint Server & Z AN @, HABEZZEHITMN
[REASESERELEE,

AARMEESHEENREF, mERENXRE (Critical) BRER
131, BZ (Important) JFEH 103 N EFHE 9N 0day B, &5
SEEWATHRE:

Windows IEBERIRFE (CVE-2021-34492)

Microsoft Exchange Server A2 U3 TRMA (CVE-2021-34473)
Microsoft Exchange Server & B2 F+R/E (CVE-2021-34523) Windows ADFS
LZeTResad /A (CVE-2021-33779)

Active Directory Z2Ihsesad /A (CVE-2021-33781) & 4 MEREE
A

Windows Print Spooler A2 UaSH1T/RA (CVE-2021-34527) Windows
Script Engine RTFIRIFRE (CVE-2021-34448)  Windows Kernel I RIEFHR
J8 (CVE-2021-31979)

Windows Kernel /XfR#2FHRTE (CVE-2021-33771)

EREXAFRREITHN T #HTBP, TBREVIRESEWNR,

FRIERRZLIERLE (RSAS) BEEMMRULAAN T BHAKRLER
TERVRMEBE S (B4E CVE-2021-34448. CVE-2021-34473. CVE-2021-34494.
CVE-2021-34458. CVE-2021-34527 EFE@immE) , BEXAFR XTIZBETE
Z2HMERARGIEFAREER, RIVHARE V6. 0R02F01.2401, B

Q) 22/1R /20217

a:ﬁ
i
Y
113

§54#%: http://update.nsfocus.com/

update/listRsasDetail /v/vulsys
SEWER.
https://msrc.microsoft.

com/update-guide/en-us/

releaseNote/2021-Jul

—. ExiERER

BIEF@mRTEMNRIER N
i R ERTR B & IR AR
B, BHEXAPESR #HITXT:

Windows Print Spooler i2{t
BHiTRIE (CVE-2021-34527)

Print Spooler 72 Windows #4t
REEBTEIMEXESHRS, BAR
BTAE RN BEZRIELEL S YSTEM YR
T HlEs ERITER R, Mmik
BENERIEGIN R EXP BA
FE®RETFHAE, @B CERT 2
BREERT RE, FENRBIFERE
2% https://mp.weixin.qqg. com/s/
fq0QhojmcrnucJ7kDZPKI1A
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ERBEEE:
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34527
Windows Script Engine R7ZFRIE (CVE-2021-34448)
BIAS [ EREFERERTRE, RAENAZRER G E r@diE S AR TS 6L
7 BRI ETAIA, MMERIBAITENRS, BRREERIMEEFA.
B mEiEE:
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34448
Windows Kernel IEf2E3H4/TRE (CVE-2021-34458) :
Windows RIZFRFERZEREHRITRE, RFARMm SR-I0V BIMMLARLZ, CVSS A
NERIBE TR
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34458
Exchange Server ILi2IBHITRE (CVE-2021-34473) -
Microsoft Exchange Server ZIEIRIZHITHADIRA, RESMHRIFAITEIZREE RAR
S RIXROERYIENR, BITE BARARSS 88 DA THER S,
EmEiEE:
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34473
Exchange Server 2 (LA HATIRIA (CVE-2021-31206) :
IEREA 2021 Pwn20wn ZEE_E & FIA Exchange Server iRz —, WEHEMINFE
TR PR B —E BYAR S5 2T HIA R
ERBEEE:
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-31206
Windows DNS Server Itz 541 7/FA (CVE-2021-34494) -
Windows DNS ARSS ss ZEILIZ AT RE, £35S MmRIFNKEEBIREEN

DNS
AR 5588 R X RFHIRIER, B BAREN L LL system ARBITHERRE. BEAHBES

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34494

Windows Kernel #2242 FHR7E (CVE-2021-31979/CVE-2021-33771) :

Windows FEM ML RIE A RE, 203 SRR A IS & 0] LU T HI
HHI M, NME BRI ERAZSRIKANIE, BeiE R WEEFFA.

ERBEEE:

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-31979
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-33771
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CVE-2021-34527  PRAATMMARSZHFAI Windows higZs

CVE-2021-34448  Windows Server 2012 R2
Windows 10 Version 1607 for 32-bit Systems
Windows 10 for x64-based Systems
Windows 10 for 32-bit Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for 32-bit Systems
Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows Server 2019
Windows Server 2012
Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows RT 8.1
Windows 8.1 for x64-based systems
Windows 8.1 for 32-bit systems
Windows 7 for x64-based Systems Service Pack 1
Windows 7 for 32-bit Systems Service Pack 1
Windows Server 2016
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems

@ 2281R /20217
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CVE-2021-34458  Windows Server 2016 (Server Core installation)
Windows Server 2016
Windows Server, version 20H2 (Server Core Installation)
Windows Server, version 2004 (Server Core installation)
Windows Server 2019 (Server Core installation)
Windows Server 2019

CVE-2021-34473  Microsoft Exchange Server 2019 Cumulative Update 9
Microsoft Exchange Server 2013 Cumulative Update 23
Microsoft Exchange Server 2019 Cumulative Update 8
Microsoft Exchange Server 2016 Cumulative Update 19
Microsoft Exchange Server 2016 Cumulative Update 20

CVE-2021-31206  Microsoft Exchange Server 2019 Cumulative Update 9
Microsoft Exchange Server 2019 Cumulative Update 10
Microsoft Exchange Server 2016 Cumulative Update 21
Microsoft Exchange Server 2016 Cumulative Update 20
Microsoft Exchange Server 2013 Cumulative Update 23

CVE-2021-34494  Windows Server, version 20H2 (Server Core Installation)
Windows Server, version 2004 (Server Core installation)
Windows Server 2019 (Server Core installation)
Windows Server 2019
Windows Server 2016 (Server Core installation)
Windows Server 2016
Windows Server 2012 R2 (Server Core installation)
Windows Server 2012 R2
Windows Server 2012 (Server Core installation)
Windows Server 2012
Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for 32-bit Systems Service Pack 2
Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Serv er Core installation)
Windows Server 2008 R2 for x64-based Systems Service Pack 1
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CVE-2021-31979  PRAMMARSZIFRI Windows higZs

CVE-2021-33771  Windows Server, version 20H2 (Server Core Installation)
Windows Server, version 2004 (Server Core installation)
Windows Server 2019 (Server Core installation)
Windows Server 2019
Windows Server 2016 (Server Core installation)
Windows Server 2016
Windows Server 2012 R2 (Server Core installation)
Windows Server 2012 R2
Windows RT 8.1
Windows 8.1 for x64-based systems
Windows 8.1 for 32-bit systems
Windows 10 for x64-based Systems
Windows 10 for 32-bit Systems
Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for 32-bit Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
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4.1 #TEH

BRIHIE 5 BN mR AR m T BEU ERENZ 23T, &
BN MARRREEANT HTR, 5 Mz

https://msrc.microsoft.com/update-guide/en-us/releaseNote/2021-Jul

A RTFMLRE, ITENIFERREFRE, Windows Update UM T 85T
PIRER MR, ARTEREAT &, NANKRERN T Z2EMINER.

G SE Windows ElfR, E8E GE(N)” , %8 “EHNze” -
“Windows 837" , BHZIELNRRER, WARE “EEEHMHEIE
R EBEHELEE .

X RN L LR ER, PIRoEMBMBEIRIE S THIE, BN
AP SR&ZN BLEREEE, %2 “Microsoft BRER" Wik NERIIZFEH

[l
TE,

. MiF: BRYIER

Windows CVE-2021-33740  Windows Media A2 (AT TIRIA Critical
Windows CVE-2021-34494  Windows DNS Server 231 TRA Critical
Windows CVE-2021-34497  Windows MSHTML Platform e (SAE s TR Critical
Windows CVE-2021-34448  Scripting Engine ATt EIRE Critical
Windows CVE-2021-34450  Windows Hyper-V i TR Critical
Exchange Server CVE-2021-34473  Microsoft Exchange Server A2 A3 #1417/ Critical
Microsoft Dynamics CVE-2021-34474  Dynamics Business Central Ii2 (X3 HITIRA Critical
Windows CVE-2021-34439  Microsoft Windows Media Foundation A2 A1 TR Critical
Windows CVE-2021-34503  Microsoft Windows Media Foundation A2 XA 1T R Critical
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Windows
System Center
System Center
Windows
Windows
Exchange Server
Exchange Server
Windows

Windows

Power Bl Report Server

Windows
Windows
Apps

Windows

Windows

Windows
Windows
Windows
Windows
Windows

Windows

Open Enclave SDK

Windows

@ 22/1R /20217

CVE-2021-34458

CVE-2021-34464

CVE-2021-34522

CVE-2021-34527

CVE-2021-31183

CVE-2021-31196

CVE-2021-31206

CVE-2021-31947

CVE-2021-31961

CVE-2021-31984

CVE-2021-33743

CVE-2021-33744

CVE-2021-33753

CVE-2021-33755

CVE-2021-33757

CVE-2021-33758

CVE-2021-33759

CVE-2021-33760

CVE-2021-33761

CVE-2021-33763

CVE-2021-33765

CVE-2021-33767

CVE-2021-33771

Windows Kernel IT2 IS HATRA

Microsoft Defender A2 IS TRIE
Microsoft Defender A2 BB HITIRIE
Windows Print Spooler A2 B HATIRIE
Windows TCP/IP Driver E4 R 55/
Microsoft Exchange Server i (BRI TIRIE
Microsoft Exchange Server 2 A3 1 TR
HEVC Video Extensions A2 S HITRIA
Windows InstallService FRIZF R

Power Bl B2 IS TR

Windows Projected File System X BRIEF R
Windows Secure Kernel Mode Z2IHEESHT IRIR
Microsoft Bing Search #3w%

Windows Hyper-V 48R 55 TR7TH

Windows Security Account
Manager Remote Protocol &2 IhRESHT RH

Windows Hyper-V {5428k 55IR

Windows Desktop Bridge X BRIEF R

Media Foundation {5 E# E R A

Windows Remote Access Connection Manager A R1z 1 /E
Windows Remote Access Connection Manager {5 B &R H
Windows Installer 25m R

Open Enclave SDK A [RIZF R

Windows Kernel f Rz 1A

Critical
Critical
Critical
Critical
Important
Important
Important
Important
Important
Important
Important
Important
Important

Important

Important

Important
Important
Important
Important
Important
Important
Important

Important
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Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Microsoft Office

Microsoft Office

Microsoft Office

Microsoft Office

Microsoft Office

Microsoft Office

CVE-2021-33773

CVE-2021-33774

CVE-2021-33780

CVE-2021-34441

CVE-2021-34442

CVE-2021-34491

CVE-2021-34492

CVE-2021-34493

CVE-2021-34444

CVE-2021-34445

CVE-2021-34446

CVE-2021-34496

CVE-2021-34447

CVE-2021-34498

CVE-2021-34449

CVE-2021-34499

CVE-2021-34500

CVE-2021-34501

CVE-2021-34452

CVE-2021-34467

CVE-2021-34518

CVE-2021-34468

CVE-2021-34469

Windows Remote Access Connection Manager I SRIZ 7R 1E

Windows Event Tracing A PRIEFH

Windows DNS Server iti2 B HITIRRE

Microsoft Windows Media Foundation itf2 BT /RE

Windows DNS Server 4R 5%R)E
Win32k 15 B EERE

Windows Certificate ER3R R

Windows Partition Management Driver X [RIEFHIRIE

Windows DNS Server 1848[R 55/

Windows Remote Access
Connection Manager A RIEFHRE

Windows HTML Platforms Z2£IhEESad R
Windows GDI {5 B3 & RA

Windows MSHTML Platform iZi2 (X3 H1T ™R
Windows GDI A FR1RFHRH

Win32k U RIZFHR

Windows DNS Server 3848k 55 /R

Windows Kernel Memory {5 Bi¥ B RH
Microsoft Excel iEAZ2 (B HITIRIA

Microsoft Word i A3 B TR

Microsoft SharePoint Server T2 A3 HITIRIE
Microsoft Excel IEAZ U HITIRIA

Microsoft SharePoint Server ITI2 B HITIRIF

Microsoft Office 2 IThRELLT KA

Important
Important
Important
Important
Important
Important
Important
Important

Important

Important

Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important

Important
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Microsoft Office
Windows
Exchange Server

Windows

Visual Studio Code

Visual Studio Code

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Exchange Server
Exchange Server
Windows
Windows
Windows
Windows
Windows

Windows

@ 22A81R / 20217

CVE-2021-34520

CVE-2021-34521

CVE-2021-34523

CVE-2021-34476

CVE-2021-34528

CVE-2021-34479

CVE-2021-31979

CVE-2021-33745

CVE-2021-33746

CVE-2021-33749

CVE-2021-33750

CVE-2021-33751

CVE-2021-33752

CVE-2021-33754

CVE-2021-33756

CVE-2021-33764

CVE-2021-33766

CVE-2021-33768

CVE-2021-33772

CVE-2021-33775

CVE-2021-33776

CVE-2021-33777

CVE-2021-33778

CVE-2021-33779

Microsoft SharePoint Server A2 CES I TIRIA
Raw Image Extension I HITIRIE
Microsoft Exchange Server R [BH2 7+im5H
Bowser.sys {84855 ImH

Visual Studio Code IR HITIRIE
Microsoft Visual Studio #5m [
Windows Kernel A fRIZ2F R

Windows DNS Server $42fR 55 RH
Windows DNS Server A2 A3/ TR
Windows DNS Snap-in A2 TR
Windows DNS Snap-in 2R TR
Storage Spaces Controller IR+ /RE
Windows DNS Snap-in 2R TRIE
Windows DNS Server 2 (XS T/RIH
Windows DNS Snap-in 2B H1 TR
Windows Key Distribution Center 12 B¢ &R 5
Microsoft Exchange 2 B3 ERE
Microsoft Exchange Server BRI FHRH
Windows TCP/IP Driver $E48 iR 5% IR0
HEVC Video Extensions A2 (AES ST T/RIA
HEVC Video Extensions A2 CAS ST TIRIA
HEVC Video Extensions A2 S TRIE
HEVC Video Extensions A2 R ESHA TR

Windows ADFS Z4 IheESeT A

Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important

Important
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Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Microsoft Office

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

CVE-2021-33781

CVE-2021-33782

CVE-2021-33783

CVE-2021-33784

CVE-2021-33785

CVE-2021-33786

CVE-2021-33788

CVE-2021-34438

CVE-2021-34488

CVE-2021-34489

CVE-2021-34440

CVE-2021-34490

CVE-2021-34451

CVE-2021-34454

CVE-2021-34504

CVE-2021-34455

CVE-2021-34456

CVE-2021-34457

CVE-2021-34507

CVE-2021-34508

CVE-2021-34459

CVE-2021-34509

CVE-2021-34460

CVE-2021-34510

Active Directory @2 IhEELETRE

Windows Authenticode #3R/R

Windows SMB {2 232 E& Rl

Windows Cloud Files Mini Filter Driver A [FRFEF+/:H
Windows AF_UNIX Socket Provider 42k 5% /R0H

Windows LSA R&IhsES R

Windows LSA 1E£2 AR 55 TR

Windows Font Driver Host A2 A3 T/RA

Windows Console Driver £ fRI2FRE

DirectWrite A IS TIRIE

GDI+ E R EIRTE

Windows TCP/IP Driver 248 iR <5 /7

Microsoft Office Online Server #t5m:/H

Windows Remote Access Connection Manager 5 B ERE
Windows Address Book A2 RS HATRIA

Windows File History Service 12 FHRH

Windows Remote Access Connection Manager ISRz 7R 1E
Windows Remote Access Connection Manager 15 B ERE
Windows Remote Assistance 15 238 EIRA

Windows Kernel ITi2 LS TIRE

Windows AppContainer Elevation Of Privilege Vulnerability
Storage Spaces Controller & B E R

Storage Spaces Controller I RIZFHIRTH

Storage Spaces Controller IRz 7R

Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important

Important
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Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Microsoft Office
Exchange Server
Windows

NET Education Bundle
SDK Install Tool,.
NET Install Tool for

Extension Authors
Visual Studio Code

Microsoft Office

CVE-2021-34511

CVE-2021-34461

CVE-2021-34512

CVE-2021-34462

CVE-2021-34513

CVE-2021-34514

CVE-2021-34516

CVE-2021-34466

CVE-2021-34517

CVE-2021-34470

CVE-2021-34525

CVE-2021-34477

CVE-2021-34529

CVE-2021-34519

-

= B

ALZ2NENARERUTEFTNZ 2O, FRERRTALZEAEREERIRIE
YEE. BFERE. FAZe EMEHNE R MEMNEMERNE BEANERLR
K, WACRAEAANR, FRRERURR2ATFEFTALFBEART. SFERXA
B REAENENNERI, INEHAEELREAE, YIARETEZ2RENTT
B, OERNERSE2EAT. REZBREAT, TREERERIERRLREAE
NE, MEUEAAEERTELEN.

Windows Installer A fRIgFHRIE

Windows Container Isolation FS Filter Driver A BRIZFHRE

Storage Spaces Controller f (R /RE

Windows AppX Deployment Extensions A FRIEFH

Storage Spaces Controller i RIEFRIH
Windows Kernel 1 fR4Z - /H

Win32k R F

Windows Hello &2 IhRESed KA
Microsoft SharePoint Server #X3mRA
Microsoft Exchange Server 142 7113

Windows DNS Server mi2 I TiRA

Visual Studio Code .NET Runtime tX B2 FHRA

Visual Studio Code I BBHITRIE

Microsoft SharePoint Server 15 SR &R

~

/
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Important
Important
Important
Important
Important
Important
Important
Important
Important
Important

Important

Important

Important
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1. GuesshY s muhE 4R EHZRER
B, SBARERIEEX

[18FiA ]

WHEWI T GuessiI13008& %
FEENDAMBITEHIE. 20
B 1E amh# GuessRI IR W 578
REBWEHEDarkSideD T BT
Ho GuessBEAF#AA13004 53 T
EEELEE, XLEANDNANMET
HIEAX AN EFRLE, XEH
BleepingComputer£ fBIEHNZ
EERMT —FNRRERARITNS
NARGIRIP. EBRETAERMNELES
KNAERZWNRIBRSANR, £
R AR, 8131300 ABYE
BHOUEE, SEKS. Eid-~AER
®SH8, EEEXNZ2RE. AP
IS AIRRISHE,

[&E 4]

https://ti.nsfocus.com/security-
news/4qYPQ
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2. EHFEGW T KEMHUManaZE FNEST R

G379

TREWMT —PMETEHIEE, EPE2ETEERMKMBELXHUMana& A
PSR RERREE, HESHLETERE - ARERR LS, Humana@
FIE65,0002 @EITRIKRA, ZREREE2020F108 12878 “HEEN
RATEREFENNDNAMETEFIER" o 202050128160, SHIEHESR
M —7 BB BIZABRERIFA. THI8H, FHIEXA T Humana B EIE
BT, BflERBEHEN, TERZEGEEN—(ICIRRE, %
ZEE2020FEE, MABHEEMBENN2019FNER. WRICIEHA
A BSE, MHEENSUEZENRER2020FEMIT AN —E 7. ERWIL,
MEELBIERFRINEIRALKE2019F, XAGERATS ZAINE
HEX, BJEER BHIRENHY,

(&E 4]

https://ti.nsfocus.com/security-news/4qYRM

3. "BHE” AR

(#Fi]

HY, EMETESHN, RY—HMHNREEL. BSMEREIH
PNER DER, R FEBEMESHRERAXaXEE, RELEMW
HIEIREETT. &AL, XHEHABAPTAR “E5R" BHLE
fE, BEH AR BEREABNNSR~FEAYFEXK, BT S8
HATE2021F EFFRY A H IR,
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https://ti.nsfocus.com/security-news/4qYOr

4. BERALAPTILFIAD ARBSKNEEZEAR

(#%iA]

FEEERME L 2FANSS!) NEREEBUN T BN 2 /E&E/ NMACERT-FRE
Hin, SRFARAPTIIEBEI A ENR SR B REMNAE A KB EE
EHR,

APT31, BN Zirconium, UBEGHM. EfrEf. M=AAMEFER
mE®. ZEAXKE T aiHE. BRMNIE. BE. BEMERKM AR, CERT-
FRIEH : “TEHRITMERMBETIZA, BT HEERS RN HBIEN
EEd, ” CERT-FREBEINEEZLREAEAXTIREELERENER, 8
B ARTE T g, ZAREHE T ANRIOCHIEM, UEBRIIER. “7&

HERLEESR—DIOC, HAEKREENAREHEKE, RILEFEH—F
PAR)INS

[(&E %]
https://ti.nsfocus.com/security-news/4qYRO

5. SolarWinds 2&EFIRiIOSE iR A®K&HiPhone

(#1A]

SolarWinds REF| BT X885 Z WebKit F189 i0S EHIRA UK EEH
B9 iPhone, FHi@id BE/E L IRFHREVE B 57T, 25 AR Maddie Stone
A0 Clement Lecitne 518, WHERPIEEHS BN ABNALR, ALK
A0S THRE, MERREEET RS IINEBRE L.

@ LinkedInABFTE RAXER. HIMFTARIBEE, Nobelium 1
mWindows AP &IE T SRR o

HITE SR T — 79 Constant Contact ITELLE #8 2 BIHY USAID K5
AfE, tilERLK - mETEE RBIXIMEBF A Bk B IRAR RIS
B TR,

—hE, WHENBRRZ i0S 124 2 13.7 itk, EEZFHH iPhone,

XEE A BTSSR M EFNILUEE S 9 I0IIF cookie, B13E Facebook. LinkedIn.
BIMHER, HOREHRE T WebSocket BIXLARE,

20217 ) 2285 @



T X

o ¥

NSFOCUS

RedH

[&E %]
https://ti.nsfocus.com/security-news/4qYS1

6. REEFIHAWIERKE Kubernetes& ¥

[#5R]

ArgoEIBWebHI N RIRNEIREBENRATFRES M RN HET
KubernetesBir LIz, BEMEBEZESSR. 2R ARESR,
Kubernetes&e 8% 1F 2 B|BL & fE1RAVArgoWorkflows SR B B &5,

ArgoWorkflows@—MHRIB e RELIEMRSIZE, BT EKubernetes &
WAFTE L — LU BB EE R B IERE, BXREEBTE A
IHE,

SItER, KubernetesB—ImITHIB SRS E, BTEERHE. R\
IntezerB—IN AT, BRRFZED ELBEIAgoRIEN TRAEH, XE|T
T RELGI BT AFEINBAF SMHBRIERNERRAF I A, FEib, X
RECEINRPIBE R T EIMN T HE TR EERIMRFRIEITRAE RN,

[&E5%iE]
https://ti.nsfocus.com/security-news/4qYRs

7. MosaicLoader& R g Facebook ZiEX#Z FF FIRAT

735

—& AIMosaicLoaderfWindows BRI G EEEICEENGE, mE2A
MREERREERTEES, WHERKESIZZHRAD(RAT). Facebookcookie
GEEFNEMENERZEE,

RHEBitdefenderfA AREVYLE, MMTRIMNNEIZF @I RS RPN
[TEERICEERERE, BMMEIHRERRGRIENNA. TIOEEmR#RHT
ZRIEF, BXFLE, BER—NTEER, PR EABENATEEEZ RN
EXC

BitdefenderfUFisT A RARFEIR . “MosaicLoaders /M EQIE T —
BB, AIUERS EEXRERBENEE, FEENTERSEIER
Mo 7 “BETH—NEENABEEE, MopSMITHI(C2) RS EBIRINURLYIR,
FHMERENEZE TEHE N AR, ~

RN G WRE G2 ST asig (tFacebookcookie AR, XERF
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8. WEEGMHT EANERABREESH
(#ER]
RELADNALABEBRZEETERANS M. BT —HEFLUN
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PEDFEENEFEHGRE EBHREFENZEES M. Surfsidei
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HFo
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https://ti.nsfocus.com/security-news/4qYR1
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