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Device held steadily i - \ . - .
Taps visible but no e T —:ﬂl

position change

Vishing session phone movemert ard vertical orientation on new payee page

Now :

Device moves rapidly
from ear position to i ) ,
hand position due to

dictation of destination
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Reciprocal Determinism
in the Person-Situation Interaction
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Three Dialectics in Social Interaction

The Person Engages

P in Behavior
The Person Behavior Feeds Back
Affects to Affect the Person
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The
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Person the Environment

The Environment
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Mouse movement on screen at login

Online Banking Login \

* Smooth, continuous mouse motion

* Keypod used for typing OTP \
* Behavior matches baseline for account

Mouse movement on screen post-login

Post Login
*  Abnormal behavior at payment
*  lumpy, d mouse motion

*  Numpad used for typing amount
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- Normal

Device held steadily

Taps visible but no
position change

- Now

Device moves rapidly

from ear position to

hand position due to
dictation of destination
account number
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Mouse wheel backwards & forwards

Transcript Q
Eloment + No Name * Scrol d
Eloment +No Name + Seroll
" Elome
Elerns
Elernent + No Name * Scrol up
s E W me 1% 0 W0 @0 @0 M0 1000 100 1400
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Threat Hunting

Movie Reality
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Teaching to Investigate—Investigation Stages

Add potentially Execute sandboxes,
related artifacts check intelligence,...

Initial Enrich Classified

Detection Scoping Artifacts Artifacts

. Expand)
CI{l!_s‘-"y‘ Rclducc
Artifacts Scoping

Convert Processes, files, IPs, Add/remove
detections to behavioral chain related artifacts
unified format
FEiRTINET RSAConference2021
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Simple + Composable = Arbitrary Huntflow

Find Seore
any Nginx worker suspicious processes
process with SIGMA
which accesses suspicious
fetc/shadow command line
and spawns or sensitive file
ashell read/write counts
Matched Verified
logs/alerts in threat
i structure hypothesis
erts
IBM. RSAConference2021
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Teaching to Investigate—Scoping fcont.)

Teaching to Investigate—Enrichments

Collect Example:

Mot ket spisoed
4 o 103
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Entity-Based Cyber Reasoning
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Laptop Y Server X :
eworker = GET process FROM serverk

WHERE parent.name = "node’ AND binary 1= 'node’
shell = GET process FROM serverX WHERE parent = eworker

ey senshost senshost = LOAD /fnetwarkinfo/sensitivehosts.csv A5 host

\ E / Sh'-‘“ malproc = GET process FEOM serverk
/ \ WHERE parent = shell A0 access_to semshost
E il vl

reqproc = GET process FROM laptopy
reqproc X WHERE conn.remote_ip = eworier.conn.local_ip
malprw AND conn.remote_port = eworker.conn. local_port

rootcause = GET process FROM laptoph WHERE child = regpro<
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. PO Bow 30285
Ie Salt Lake Cy, UT 34130-0285

February 26, 2021

Case No. DSE 101404

NOTICE OF DATA BREACH

Do I

We are writing to nofify you that your personal information was involved in a data security incident that we
previously announced on July 29, 2018. The incident occurred on March 22 and 23, 2019, and was
discovered by Capital One on July 19, 2019. On January 27, 2021, we discovered that your Sodal

Security number and name wer exposed in this previous dala securily incident. YWe know how unsellling
this news can be—please allow us to share more information about what took place.

WHAT HAPPENED

in the 2019 data security incident, an individual outside of Capiial One gained unauthorized access to,
and obtained certain lypes of, personal information about our credil card customers and credit card
applcants. The FBI amresied the unauthorized individual cn July 29, 2019, and recovered the stolen data.
We believe, based on the evidence, the stolen data was recovered before it was used or disseminated
The individual is curmently being prosecuted by the U.S. Department of Justice.

immediately afier the 2018 data security incident, we an y wilh the of an
extenal third-party expert to determine what i i d by the unauthorized individual. Al
that ime, we did not identify you as one of the lrlﬂNlduals whnsa Social Securlly number was part of the
accessed data,

Recently, Capital One re-examined the files that were impacted by the 2019 data security incident using
new and more advanced tools. As part of this analysis, we determined that your Social Securnity number
was among the data to which the unauthorized individual gained access.

Even though we do not believe that the individual used your inf for fraud or d ated it, we
are notifying you of this incident.

WHAT !NFORIAI‘IOH WAS INVOLVED
The personal ir by the included your name and Social Security number and
also may have included ycmr date of birth, contact information, and other customer and credit data.

WHAT ARE WE DOING

As a precaution, we're offering you two years of credit monitoring and identity protection with
TrarsUnion's myTrueldentity credit monitoring service al no cost to you. You can sign up for this service
by using the enclosed code and instructions any time before June 06, 2021. Due lo privacy laws, we
cannot register you diractly. This service will not auto-renew.

2021 Capitsl Ona. Capital One is 3 facaraly ragistorsd serice mark 64815 0;:‘;13;

ZERKJR: https://mp.weixin.qg.com/s/-qri3R1KEUy4AEBVUrhXEg
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VMware vCenter Server 2B 1T/RA (CVE-2021-21985) HvCenter
Server HEHFHN B HIIELTRE (CVE-2021-21986) ; HTFvCenter Server
FRB9HEMFVirtual SAN Health Check /DI NIOIE, 1813443 Ww 35 RlvSphere
Client(HTMLS) I EE, PILUSHHNEIREE EAREN EHITEERIE. T
R EMAVSAN, vCenter Server H=EIAB B EZFMAVEME, CVSS DN
9.8, EIEXFAF REUEHEH T

vCenter Server @VMware ABIN—TARS SR EIEAHZE, PIFEHIT B8
RIET B MTH & BB B IR R B IANA E M E Vo

SEWE

https://www.vmware.com/security/advisories/VYMSA-2021-0010.html

—. EWEE

RNk

L] vmware vcenter_server <6.5U3p

L1 vmware vcenter_server<6.7 U3n

[ vmware vcenter_server < 7.0 U2b

O Cloud Foundation (vCenter Server) <3.10.2.1
O Cloud Foundation (vCenter Server) <4.2.1
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3.1 EAAL

HEEACERMRATEE TIZFRE, BEXEMIAERRRATRRAERTT
B3R, XN AR AR T R R S T

hR7s S

vCenter Server 7.0 U2b

vCenter Server 6.7 U3n

vCenter Server 6.5 U3p

VMware vCloud
Foundation 4.2.1

VMware vCloud
Foundation 3.10.2.1

3.2 ImEpAiPHEE
EEXEPENTTEHTH
PIR1E, BAIZZBEHAHNE

iiprizil NS

https://kb.vmware.com/s/

article/83829

https://my.vmware.com/en/web/vmware/
downloads/info/slug/datacenter_cloud

infrastructure/vmware_vsphere/7_0

https://my.vmware.com/en/web/vmware/
downloads/info/slug/datacenter_cloud_

infrastructure/vmware_vsphere/6_7

https://my.vmware.com/en/web/vmware/
downloads/info/slug/datacenter_cloud_

infrastructure/vmware_vsphere/6_5

https://my.vmware.com/en/web/vmware/
downloads/details?downloadGroup=VCF421
&productld=1121&rPId=67576

TEBtht S

https://docs.vmware.com/en/VMware-
vSphere/7.0/rn/vsphere-vcenter-server-

70u2b-release-notes.html

https://docs.vmware.com/en/VMware-
vSphere/6.7/rn/vsphere-vcenter-server-

67u3n-release-notes.html

https://docs.vmware.com/en/VMware-
vSphere/6.5/rn/vsphere-vcenter-server-

65u3p-release-notes.html

https://docs.vmware.com/en/VMware-
Cloud-Foundation/4.2.1/rn/\VMware-Cloud-

Foundation-421-Release-Notes.html

https://docs.vmware.com/en/VMware-Cloud-Foundation/3.10.2/rn/VMware-Cloud-

Foundation-3102-Release-Notes.htm(#3.10.2.1

-

= B ~

FRENENFARERFTRFENZ 20, FARKAIAZEASREERRILE
WEE, BTFEE. FALZ2NERANE S MEMMNEAEENE BHERERRR
K, YHEREAANS, FRMKURR2AEFEETNILABEFIE, FERKA
B REAENENMER IMEHSAERELReNE, YIRIELZ2RENTT
B, BERNERS2EAT. REZBRRERAT, TRERERSEL RS
NE, AMEUEASIEERTE LR,

/
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& BEHEA: 2021-05-12

—. iR

5128, M¥REMS5ARZS
ERANT, BE T MR 2RE,
R Windows. Microsoft Office.
Exchange Server. Visual Studio
Code. Internet Explorer & /2 fE
B dn, HAPEEER ST
[RIEA SRR,

ABMBRAEEMEENRM
R, MEREANXE (Critical) BT
BE4D, EE (Important) KEE
501 BEMEXAFRIREFANT #H1T
BhtR. IFARIAYIRBEEN R

gERLBREZz2THAESR
(RSAS) BEERERIILXAT FH
PR EHRRNKNEES) (B4ECVE-
2021-26419. CVE-2021-31166. CVE-
2021-31194. CVE-2021-28476 &5
ERR) , MXBRXIZBRER
SO RRRFIEE R BRIER,
KBS AEEVE.0R02F01.2301, BW
#8142 http://update.nsfocus.com/
update/listRsasDetail/v/vulsyse

Q) 22A1R /20215

a:ﬁ
i
Y
13

SEHE.
https://msrc.microsoft.com/update-guide/en-us/releaseNote/2021-May

—. ExiERER

IR oAl T BRI 82 2 14 Ih % It R B3 th Bl 8 R M B K YR,
BEXARERHEITRE:

HTTP 1tk (http.sys) FEEEARBHITRE, RESHRIFNITIE
WHE B M B T RESHI SRS RA B LIRE, AMEBERRS L
PITERARIE, CVSSIHD N8, MARERTILRER A TFHRRIER,

[EVaPEI=REE s

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-
2021-31166

I BIRZFWindows Hyper-V ZIE A2 TARIDIRA, CVSS 954
9.9, IRIAEguest VM BILIGEHIHyper-V host BIAIZIREVT B n] gE T30 89
Hb, FERLER T Bz RS & & o] LTt Hyper-V BIARSS 88 LT =
HBISHEHTERE L HITHERE,

EAEEEE:

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-
2021-28476
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Microsoft SharePoint iz 2
KEBHITRIE (CVE-2021-28474/
CVE-2021-31181):

£33 5INERN R EE BT
BBl SharePoint U5 2 B L E
wR, RMABMRAS ERITHER
(AT

EREEE:

https://msrc.microsoft.com/
update-guide/en-US/vulnerability/
CVE-2021-28474

https://msrc.microsoft.com/
update-guide/en-US/vulnerability/
CVE-2021-31181

OLE Automation iZf2{{iE3#
17" (CVE-2021-31194):

bR EFEZFWindows OLE
B, REEBE—NEENNIEES
FFiRE, @dWeb %281 AOLE
Bt A B LRR, MmN
BT,

EnEEEE:

https://msrc.microsoft.com/
update-guide/en-US/vulnerability/
CVE-2021-31194

Exchange Server £ IhgESE
iZimH (CVE-2021-31207) :

IR 92021 Pwn20wn =28
% BBIExchange Server iRAZ—,
BRIBAFHE, WEHENIFAZ
R AR BN — B VAR 5 285 IR AR

B BETERE:

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-

2021-31207

=, BEE

DN RNERXEDRANZ T mhikd, HEtRERmT @ eEEEN

[Epapii=yize-N

iR S 32 RN fahR s

CVE-2021-31166:

Windows Server, version 20H2 (Server Core Installation)
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for 32-bit Systems

Windows 10 Version 20H2 for x64-based Systems
Windows Server, version 2004 (Server Core installation)
Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for 32-bit Systems

CVE-2021-28476:

Windows Server 2012 R2 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 (Server Core installation)

Windows Server 2012

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Serv

er Core installation)

Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 for x64-based Systems Service Pack 2 (Server

Coreinstallation)

Windows Server 2008 for x64-based Systems Service Pack 2

Windows 8.1 for x64-based systems

Windows 7 for x64-based Systems Service Pack 1
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Windows Server 2016 (Server Core installation)
Windows Server 2016

Windows 10 Version 1607 for x64-based Systems
Windows 10 for x64-based Systems

Windows Server, version 20H2 (Server Core Installation)
Windows 10 Version 20H2 for x64-based Systems
Windows Server, version 2004 (Server Core installation)
Windows 10 Version 2004 for x64-based Systems
Windows Server, version 1909 (Server Core installation)
Windows 10 Version 1909 for x64-based Systems
Windows Server 2019 (Server Core installation)
Windows Server 2019

Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1803 for x64-based Systems

CVE-2021-28474

CVE-2021-31181

Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server 2019

Microsoft SharePoint Enterprise Server 2016

CVE-2021-31194

Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for 32-bit Systems

Windows Server, version 1909 (Server Core installation)
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows Server, version 2004 (Server Core installation)
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems

Windows Server 2019 (Server Core installation)
Windows Server 2019
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Windows 10 Version 1809 for ARM64-based Systems

Windows 10 Version 1809 for x64-based Systems

Windows 10 Version 1809 for 32-bit Systems

Windows 10 Version 1803 for ARM64-based Systems

Windows 10 Version 1803 for x64-based Systems

Windows 10 Version 1803 for 32-bit Systems

Windows Server 2012 R2 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 (Server Core installation)

Windows Server 2012

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Serv
er Core installation)

Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows Server 2008 for x64-based Systems Service Pack 2 (Server
Core installation)

Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core
installation)

Windows Server 2008 for 32-bit Systems Service Pack 2
Windows RT 8.1

Windows 8.1 for x64-based systems

Windows 8.1 for 32-bit systems

Windows 7 for x64-based Systems Service Pack 1

Windows 7 for 32-bit Systems Service Pack 1

Windows Server 2016 (Server Core installation)

Windows Server 2016

Windows 10 Version 1607 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 for 32-bit Systems

Windows Server, version 20H2 (Server Core Installation)
Windows 10 Version 20H2 for ARM64-based Systems
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Windows 10 Version 20H2 for 32-bit Systems

CVE-2021-31207

Microsoft Exchange Server 2019 Cumulative Update 8
Microsoft Exchange Server 2016 Cumulative Update 19
Microsoft Exchange Server 2016 Cumulative Update 20
Microsoft Exchange Server 2019 Cumulative Update 9
Microsoft Exchange Server 2013 Cumulative Update 23

m. SRR

4.1 #TEM

ERIHIE 7 BN FHTmRARm TEEU ERENZ 24T, =&
JIBNZRIMAB R RREEANT HITHHIR, B MR

https://msrc.microsoft.com/update-guide/en-us/releaseNote/2021-May

T BFMERE. ITENIFRDREFRE, Windows Update BY%N T 5T
PIRER KM, AFRTEZEANT G, NANIGERT 2EMINEN.

R EWindows EIfR, ®EE GE(N)” , £ “FHfilce” -
“Windows E#1” , TEZNE FNERER, UAsdE “EEEMHLIER
BEHEEHB o

PSRN LR EHT, ARG EMAE IR E R Mo, &Y
AR REZiE AR, %E] “Microsoft EFER" Wih MR IEFBH
Lo

- = ~
KR L NENAFERFTEFENZT LM, FBRREANEZ 2 ASRETAFRIE
&G, ATEE. FALZe A NEFMEEMNE EMERNE A EZEDHE EENERE IR
&K, WHEBEBEARANS, fRRFELUNRZENEEERNIAIBIA ST FERIE
BT 2 ANENERMBRRN, IMERNERLZENE, HITRIILZESNENT
B, OERNERSELIAD. REFBRE 2F, FMIERERABERLZ2AS

RE, TMEUEEAVGERTEILEN, //
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BEBXMR 2RSS
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1. #iM9Qlocker#h RNt &
RBEHHETQNAP NASIR &

[18FiA ]

—ME AQlockertIF AL EH RN
HrIEERE, SRE=BRIHLET
BIQONAPRIZSIERETFE(NAS) &%, ©
ATHIER, BRAFPOXHEEEE
BIRIFHTZipHER, HERAR
S I550E TR,

[&E 4]

https://therecord.media/new-
glocker-ransomware-is-hitting-

hundreds-of-gnap-nas-devices-per-
day/

2. 5hEBXHIAPTHLRFI
FAPulse Secure VPN 0dayifR
NREEEEEH

[#EiR]

IR#EFireEyeMPulse Secure’k
mHEREIRE, MTREART A

@ 22/1R /20215

Pulse Secure VPNiI& & —"M0dayimiE, AT EEEASEMESIKBUGA
9L
(&EhkE]
https://www.fireeye.com/blog/threat-research/2021/04/suspected-apt-

actors-leverage-bypass-techniques-pulse-secure-zero-day.html

3. JokerBERMR A BIrEEZHIAndroidig &

(18R]

JokerBEBUHELEBIENE AN BEIEAppGallery YR BN AE
7, Wi T 2iKk50% 7 5Androidi&&E. Joker RS BE2017THEFIRVEER, §EHS
DHZRREEFNNEE. BRRNMEEER. WaEEE2TEEZ VERE
AT ZEE0

(SE 5]

https://www.inforisktoday.com/joker-malware-targets-more-android-

devices-a-16450

4, Telegram ¥ & 7EToxicEye B B E P HIE

(#E5R]
ITHAR =B R HAUS ER A MR A ToxicEyeBNIRIZ I RIARE (RAT) HR3kF|

B T8 TelegramiB B2 &N AEF. ToxicEyelE B E] LURB R4,
ZRHPRNGHMNZEENPCIIREIE,

(&E 5]

https://threatpost.com/telegram-toxiceye-malware/165543/
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5. Lazarus APTIEBMPE& 7. EEAI NI2CosoriE e SVESR
iSRS (iEEsR )
[#53R) Z2 TR LD CosorB T SVERIZIER M2 H 1T (RCE) /I
LazarusEHFEMNEIMALR 2 CosoriBET U FmE—MMEBEEIENLE, I LURAZMAEASERIT

—, ZE/BE2009FLR—EEEK, %
ALENETERER. HE. BAMNE
L TMER. ERrNREERF,
LazarusKim A & EHTAXRBIBMPL
R NEIE Loaderd, FBMLEHE
WEHE I FHE.

CE3i3)

https://blog.malwarebytes.
com/malwarebytes-news/2021/04/
lazarus-apt-conceals-malicious-
code-within-bmp-file-to-drop-its-
rat/

6. SkidMap/sEFIARedis
FEBA RIRAR &

(#53R]

ITEAAE W & EF FARedis RN
MmieRANE RS, 22T RS
ENSkidMapmE LI & E R0,
RN ANEHEINE ENARTE,
REFVERBEETEC AT V.,
TEIIEM. . EmEN K

3, BN £F, FHTEERNE
EEHE
(&%)

https://s.tencent.com/research/

report/1304.html

BY). RBEHLUBIWI-FiIEfliZ&E, FILUENELRT, SERIEER
M RIER S

[&& %]
https://blog.talosintelligence.com/2021/04 /vuln-spotlight-co.html

8. I+ F A CodecoviBRFENIR

(#15A]

MEEIT T ACodecovBREANR, ZEHAIRXME2IAEEFF, H
Bl AAREATEPHEME, B2021F18KEERE #ECodecov, F|A
CodecovRyDockerB & e B T 2R HINAIFEIR, IFEFRIE T HBash Uploader
MBI RIARIT BT TN, XEWREWREE I RHFMEECodecovia /A
R (C) MEFRRER, &ERERAET CodecovEhtZRin 2 SN

BE=RZS 8

(&% HEE)
https://about.codecov.io/security-update/

9. BEAEIERHELS TBENEFLITHEE
(#R)

TR ENERFSIENRER SR, BDE—RS WIDHH =S5
SER T MEK do TEEUE\TﬁﬁﬁﬂﬁmRajshekhar Rajaharia
M, BEIRGTIITBAVEUE, HPEFELSZMITRER, BFEHE. BiES
B, ZIEEMI00BKEMBEES.

Domino’

€333
https://www.hackread.com/dominos-india-database-hacked-13-tb-
data/
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10. WhatsApp-Pink: @3 B UEERERIRG

[18E5R]

WhatsApp A P I EI—FE MR AR F R TRAME B IR R BT NI
BNERE, XE—MBEERA, —BEFRGRERE, WEEJNEFIHF
DEMRRA. BE. BRAFER.

[&E& k]

https://www.hackread.com/whatsapp-pink-malware-spreads-group-

chats/

11. FlubotialiREXF IETE IR (T 1%

[#Fid]

Flubotle RO HAAFE /AR, LHITXZEREANdroidBF, ZFAFEWE!
—FEEEEREEREN BEFEIRRME, ERRFIUGRES
ETHMEMBBLIE, EAHERENERRALXERREERERS.

(&5 1]

https://ti.nsfocus.com/security-news/ruRM

12. Purple Lambert#iEE 4

[#EiR]

Purple LambertZ FEMEZ 2T XM AUN—NERRYE, BUESE
EFRIERECIARESEN—Z. Purple Lambert EERIRMWEEM, (0T
EREPRHENBIRE. WEBXZRERANELES, TEREEES
PAITEHMER A H.

(& 551E]
https://ti.nsfocus.com/security-news/ruRW

13. KimSuky##a9h

[#BE5A]

KimSuky @ S B3I FEHEERIAPTAL, E/D20I3ERHBEHRES. %
ART T ETSHESEF L FREZAE R E R, KimSuky? & BiEVelvet
Chollima, Black Banshee, Thallium, Operation Stolen Pencil&, JTHEA ]
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KimSukyBERZ M Tisas, HohaiE LB dER SRR,

(&5 1i#Z]

https://ti.nsfocus.com/security-news/ruRO

14. 2. 5{ZEZEANSEREICREME

(#1A]

202148228, —N&APompompurinlIBEME T —MNEEBIT2.512
FEARMBEN N AMBRRELHIBRNEREE, ZHIBEES11E263 GBHY
B8R, BIEL25NMCSVFXHE, SN FXHEE20 MR, AILUAIANETRE
MWERBEMEBILFH) FHERZFNRENIR, FAEEEELE. BES
15, EBTFHERAHIAE. HABE. BRKR. MRl BEERA. EREN. KEM
b #IREME. BUaTKA. HEERHE. HEMBRABLA. FEEFHNEYH
2. REZTAH.

(&5 1E%]

https://ti.nsfocus.com/security-news/ruSa

15. Shlayer macOS:EE 4k A E HiRA%: 3 GatekeeperIhge

(1552 ]

FREZMBATmacOSHERRA, ZRBEBE#HShlayerBE 2R A,
Sl TERIXGRE. WFMAILEZ2REH TEH T E ZMBRIERREH.
ShlayerE2 R HE BN A ARERINS A BT HE B AIEME, FApplefttf
TEHEENH, MBI UEMacOS EiE To

[(&51iE%]

https://ti.nsfocus.com/security-news/ruS7

16. Codecovit i E R M Z R E %

G735

fH, RHEITABCodecovlV mBBEHNER T, ST AT
BIMEFARNEEBIFENR. RILE2TINNBENFMCodecov, WA,
ZEHAEWINE RN SRS, SR ESolarWindsii K&, BEARSE
F, XXERHEEIHEE M CodecovE A MR Al, CodecovlIE F #liE
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=1X82.97, EFEFETFLSAERE @M, HIZ0IBM. Google. GoDaddyHIHP,
DUNARAR AT (ERUHLR) MAZHERAR (T8 $5

[&E5%E]
https://ti.nsfocus.com/security-news/ruS8

17. Apple AirDropHiREAIBEER PPN AG R

[#15A]

MRAREI, FRABNTLHEHZIMYApple AirDropF1EFEFAIR] R,
ARESRBAFANKAEERE, TBFHEAMIABIESE, AL IRERAE
MR ZZT TIN5 L FRIGENFIEE. AirDropaApple Inc.B9i0SH]
MacOSIRIERZTRHIEZ A ImBIARSS, 7EMac OS X Lion (Mac OS X 10.7) A0S 7
5N, A LUBE XA A AR LR BIMacintoshiT BN FI0S1& & 2 8% IS+
SBENELEE,

(& 551E]
https://ti.nsfocus.com/security-news/ruS9

18. Naikon APTIEH X EFHLAMNKR TGP ERANebulaeFi/Gi]

[(#R]

Naikon APTTEETXT 21N R EEL B =AM 2 ) 48 BN E sh P R A HTBI A1)
EFENebulae, Z/GITJ8EB & LogicalDrivels B BIEXHFIX . Ml
THIARSS 28 N RO USRS R R ep S I HIARSS 88, P /BIT/E E R
G E FRHIZNIEE . Naikon APTEE X TBUNRANMEERALR, HNERE
EIFEE. SRAT. MERAT. FHIFEHNEEZ.

[&E5%iE]
https://ti.nsfocus.com/security-news/ruS5
19. DDoSI& T {88 Eb 71 B B A B ik B 4%

[#Fid]

EH, R ARHEEN B ARSI HEBelnetB X AMAR D M TVELAR
55(DDoS) W, HUEZEVFZ BN M uS M fE KRS MR, 1RIEBelnethyin %, W
T T5R4E EF, BT EARABRSI00RIGHAER, SEAHE
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L REMFAFANGEE DB Te2 % LM, R MG L FIE1IBle DDoS
W& (BEABEMEERES NEFMSERBERMEBLTEEN)
BEENETPPIRSEABEEMBENT R, TIEREIEMI I, DDoS
WA EARRR I A HETUNRSE LR K.

(&5 1]

https://ti.nsfocus.com/security-news/ruSb

20. WordPress Ltk iR {445 4 7] se = 5 B2 M ik FA P 4442

(#15R])

fEWordPresstlfF R Z MBI —ME A “BIRAFRIFCleanTalkBR A"
BsqUENRE, FlEBRF BRI, 2E. A FEBNEMSRE
BREBEAFRAEHIIENETHE, 100,000% Nibs B %% CleanTalki K HE
AP, EERTBERMISICIE ERNIRERAHNILITIC, HREY%SCVE-
2021-24295, CVSSHT.56

(&E5%R]
https://ti.nsfocus.com/security-news/ruSn

21. Dark ScammersHE{k & ZEWTO# I TERVESE TN

(#152]

DarkPath ScammersE{kBl& 7T — P E134 M8 7t R D AEBLRI LAY,
oML, LLEZRWHO, EIRA A IFIDRIFEE =ML, SRiARE
EIE—LEHEnM, UEHER DEH 2 RmS2000THRE, RIEEmE
KRS IREEE. HE. SFHMNEMEZRRIZ200,0008 4,

(&51E%]

https://ti.nsfocus.com/security-news/ruSe

22. N3STWORMER R (K EIFEZR X LT

(#52])

B, —PNER “N3TWORM”  (networm, MLSIER) MEEHANE
IMER, FIRESIRDNUEN—HLUBY AT AT HE, HFEEHM (LB
Fl) 5 ¥Im/AEVeritas Logisticse N3TWORMZ> B MIXFIZK A BIFREN 7 110GB

FMOGBEE, BamE. XEBNERA

EE, TREXMER.

(&% 5EE]
https://ti.nsfocus.com/security-

news,/rusSx

23. =B aniRs o 72 IR £9
30%BYEREFHL

[18E5R]

CheckpointBNIAR A RIESE
Bohib BRI R R T — M E
A X HRORE, BERANCVE-2020-
11292, WEHEPIUNMAZREEE
REFA LR R REMITMMITER
(RVIEN

B E LA EZE(MSM) 25
BABE20E2290F R B RRIZITRY
Fr(SoC) &%, ZEX, 2R A
REABFHIZA N FHEIEREEE)
WENHAZE, BT REREE
BLGIER T B o

[&E k]

https://ti.nsfocus.com/security-

news/ruSv

24. ShinyHuntersittZED
EIEsLiT TP MitWedMeGood
AR B

[#15A]

REEENEEShinyHunters
MEE T BAnimal Jam. Mashable.
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UpstoxfWattPadFEABINEIERE, TN A E—EsENEEEEE .
ShinyHuntersE % 7 B T WedMeGood W EIEZE, WedMeGoodZENES
MBVEAL RN T &, R TFanmELNS I FE, NIHRZHEERIW,
BIRBELREE, WOHE4LSCBHNEUREUE, ERaiEL2E. 3. M
M. BIESE, BFEMEI. FE. MELR. DAERBH. KPR
HER. FacebooklkSHIAirbnbfRHAE B

(&5 k]

https://ti.nsfocus.com/security-news/ruSw

25. EXimEE 7 M EEREFRI211NRT

[#EiR]

EXmEREBIVESFRNREZ—, EERM TH21NEREBIAN T2
Fr, HRSFEIIAMFENLI0MNEERERE, HESFEEMM2004FH %A
AR E M ABIEXimBRSS2s, XA T2 AR T EARNBAEIREZH
BRI,

[&E %]
https://ti.nsfocus.com/security-news/ruSr

26. EBiF40F N AR F R R I RAWS Z £A

[#1A]

THARZ M40 AiEr (RIT THEBI1IZR) , XENARRFF
BN T B4RigEIAmazon Web Services (AWS) TR, MMmEREBMLE
MAFHIBRE IRMEBENXR, AWSESAREA—LFBWEREFRT A
I, flanAdobe Photoshop Fix, Adobe Comp, Hootsuite, IBMBgWeather
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