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Category Languages WA XHMRA SCA, BNERH4AE S (Software Composition
GA C# - Go - Java - JavaScript - JSX - JSON - PHP - Python - Ruby - Scala - Terraform - TypeScript - TSX

Beta Kotlin - Rust

Bash - C - C++ - Clojure - Dart - Dockerfile - Elixir - HTML - Jsonnet - Lisp - Lua - OCaml - R - Scheme

E tal
XPENMENtal | Solidity - Swift - YAML - XML - Generic (ERB, Jinja, etc.)

E 2 Semgrep ZIFMIBEZFIR
WTEFRR, ERA Semgrep RFWAL, AJUEIIECHE

RE R src/test.php Z1E eval(Sarg) X7, MXTHREE
EHLENTRR,

Scan Status

Scanning 1 file tracked by git with 1071 Code rules:
Language Rules Files Origin Rules

<multilang> 51 2 Commun ity 1071
php 33 1

1 Code Finding

).security.eval-use.eval-use
ating non-constant commands. This can lead to command injection.

Details: https://sg.run/J9AP

3] eval($arg);

Ran 1071 rules on 1 file: 1 finding.
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AILTEE{A# 51517 (IDE &, 453h),
W& 8 FR, =/ Terraform I T— EBS %,

resource '"aws_ebs_volume" "web_host_storage" {

# unencrypted volume

#encrypted = true
availability zone = "§{var.region}a"
size = 1

tags = merge ({
Name = "${local.rescurce_prefix.value}-ebs"
i SR
git_commit "6e62522d2ab8£63740e53752b84a6e99cd65696a"

"terraform/aws/ec2. tE"

"2021-05-02 11:16:31"

"aviram@gmail .com”

git_file
git last modified at
git_last_modified by

git_modifiers "aviram"
git org "myorg"
git_repo "terragoat"

yor_trace "c5509daf-10£0-46af-9e03-419892125214"

[ 8 {8 Terraform 8l EBS %
M KICS el HEPFEN 2 MPRERE, —1 =2 IAM

Access Analyzer KE X, MH— 2 EBS ERBAMNE ( WE 9).

MEDIOM: 2
Low: 0
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Trivy TEABEBSS[ER. XHRR. git FiEE. ENMNSE,
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RELXONRERER SHEZIWT 3NEHE, 2717 CVE-2021-
33574, CVE-2022-23218. CVE-2022-23219,

libe-bin | CVE-2021-33574 | CRITICAL | 2.31-13+cebllu3 | glibe: mq notify does not handle separately allocated thread
attributes
https://avd.aquasec. con/nvd/cva-2021-33574

cve-2022-23218 glibe: Stack-based buffer overflow in sveunix_create via

https://avd. aquasec. com/nvd/cve-2022-23218

CVE-2022-23219 glibe: Stack-based buffer overflow in sunrpc clnt create via
a long pathname
https://avd.aquasec. com/nvd/cve-2022-23219

docker run aquasec/trivy image wordpress

[ 11 Trivy 13# wordpress $#1& 4
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2023 F 4 A 24 H, MBZ2ITIEEES RSA Conference 7E
BEWLEEFE. B 1995 fFi2, RSA Conference SEHRELHE—
MEFHEBRBIFIAMITIL, LRASEL “Stronger Together” 79
T, MR T EES RIS DEUMAR. R RATHR RS,
AEETFNELTREAL. BENNEEWNSE, BRe ERE
BF, SR E, TRBHARNEREHFENSHLNERL.
BER—RNE, FRSWESIATERE - PN —aR SN WEH#TT
T FE— “Alone we can do so little;; together we can do so much.”
7E$1%4 DDoS WEH MY &H, ERITISLEMIRATE Craig
Labovitz +E LA R BRI H B EF LIS A A DDoS
WHEA T,

NS, A=ITE . AR, Al EEERSTUSEREKIR
&1, DDoS WEHSHMERMLEMME#H, 7£ 2010 F7) 2022
FX—XE, K% DDoS WEMUUEL IP IR AFRA
F, HI90 NTP AL DNS MAREFRRHR KL, MHE
2023 Fi2, X— DDoS WHESHRETRAMNEN, HbIE
FRLKERH DDoS WELL AT T B ELLER 50%, iz
RAUNKET 2021 FE_SFENLBALLEN 10%, X—E2
EIEETEIMNMNER MRS EEN.

DDoS from Botnets as Percentage of all Attack Bytes

Bontet Percentage

1B T EFMAH) DDoS Kikidifif DDoS KR EeIdLL
mmSaERY. BRPRENBE oT(WEN ) REIE

REAX—ZUNETEREZ—. RIBHHARMEEEEHIE
RIB AL IoT Analytics L2 IR loT N, HITUE
FeREMER 0T RENFRUBEZFRE, TRLA
A B, BAT loT AR BG L. T4k AP(Access Point,
BD# N 5= ). HVAC & % (Heating, Ventilation, and Air
Conditioning, EMXRBRERNKRTERALK) ML, KEH
EN 10T RERAMWEEMIIERRTEZEMMATLE, B
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May 2022 Your Global loT Market Research Partner

»fﬁ 10T ANALYTICS
Global loT Market Forecast [in billion connected loT devices]
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WHEEIXHAERZ, XHESLZHBTF ISP (Internet Service Provider,
WMEARS A R) W HITHBREEMSHNRS, HERML, B
70% RYZHZ |oT 1&& L Fn EXBEF=4£E 50Mbps B DDoS W& E.

100

S0 e —

80

m " Upstream Mbps Available to
Botnet Devices

[ Maximum one minute upstream bandwidth (Mbps)
40 | observed from compromised botnet devices as seen from
GDTA collaborating ISP / Cloud providers over last twelve
months (March 2022 - 2023)
20

Cumulative Percentage all Botnet Devices

Most Internet enterprise / residential see limited (50% <
10 50 Mbps and (70% < 100 Mbps) upstream in 2023
NO<IA
0 50 100 150 200 250 300

Peak Upstream Mbps
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GIGABIT CAB.

Comcast says gigabit downloads and uploads
are now possible over cable

Comcast begins trial of symmetrical 1.25Gbps—no word on commercial availability.

& 4 55E/ Comcast iA 7 GB RAW ETTRESERE R ARTEE

02/07/2023 | Networks & Platforms | 5G Technology

Verizon achieves upload
speeds surpassing 1GBPS

E 5 557 Verizon B 1GBPS #1 L1735

B8 2023 Fifg, BMREMXA ISP T REHI, B1F
Comcast. Verizon fERHKY ISP [T BFIAF K 16 MWHFERE, Wi
217, TITHERIIEETI 1Gbps MIRE, MX—MEARNE
Tl 33 @ P PR FT = ROIR IR v SRR SR AYIE <

Craig Labovitz T3 HEFMSEHITTRAMR, BEDHIE
BT EER ISP, BFFIHZMSNSIERET—LEETIENES

MBI FEH loT IREM R ANEF MENREE BT LUXE
1-2Tbps.

REHEFMENIRENEHE/NTF 5000 &5, EHELEHE
FPREHEEEE 60000 &R AR,
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Mi& & HK B3R E, CPEi%&#& (Customer Premise Equipment,
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JDoS Attacks included in Study NO<,
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Botnet Device Types
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BARBEAMA loT RERKXABBZWREEFNBIR? RIEE
HIRBNERRE, X URFTEZHTYSHFATEANM loT i&
BEEAENEERIE, KZHUEHEN loT ®ELERLEAERK
WA REENR, BEEEANBEEREERES, MZEZ loT
RENEFRZRRAEE, RERELEMANEREMFT, ME
B E LLEENTERG N AEEREEIE, XEFRRLSHK
loT i&&# DDoS WiE&E K EEH.

EERFRREL, MEMISEBERBRAS telnet ZEERLY
BE, MUETZHARBITEEEE, MKEETUFAX—RE,
BT 1P HH AR R MIEEN B IS &, AERITIHROEER
FIMTIZEEREHE telnet BB, ERXZEREERENIBEILSS
A% (& EHETEB. admin/123456 SREBMNEAR | &
BHEE) #HITRORE, MMRFEENEITITHN UE 9-10

e

12

SECURITY

» RSAC

A6, YREELMYHENIEERE, ATUESHBETZEENFR
HORMGEEE, AEBIELIERS I CREZMRIZESEFE
iR REREU R RRAAE, MRZGELERNERHT, UKE
5 MR B IRBUE SRR H 10 AR A, FFR A MAEHY DDoS I,
EETEHEEF IV, 3§ DDoS KEFARSHEATENF,
2R BZBEM DDoS as a service (DDoS BIRS)., MHES
£ loT REBPMENMEIEK, &K 100Gbps #AEH DDoS B
TR E MR At E B, R 2018 A9 1000 ETBMEE 2022 &£
HLt+ET, SNFREDFMESLRE2—HER, MX—HRHE
AHFEERAI L. AEHRT BRI

Info Refresh

(00000 _

MAC Address
HDD Capacity
Video Format
Client Port

HTTF Port I
P2P ID (RsV1611018078580

9 WEHIEE 10T IREBFF B DREUK & B HE S B RFIE
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AKCVE-2016-20016 Detail

Description

MVPower CCTV DVR models, including TV-7104HE 1.8.4 115215B9 and TV7108HE, contain a web shell that is accessible via a /shell URI, A
remote unauthenticated attacker can execute arbitrary operating system commands as root. This vulnerability has also been referred to as
the "JAWS webserver RCE" because of the easily identifying HTTP response server field. Other firmware versions, at least from 2014 through
2019, can be affected. This was exploited in the wild in 2017 through 2022,

Severity IR o~ |

CVSS 3.x Severity and Metrics:

‘l I NIST: NVD gase Score: [ NTTIEN Vector: CVS5:3.1/AV:N/ACIL/PRN/UIN/S:U/C:H/ 1 H/A:H
publicly vector strings and CVSS scores. VSS

CVE List from the CNA.

Nate: AVB Analysts have published & € is CVE i i tysis. The CNA ha: ided

0:5core within the CVE List.

E 10 & Ed iR S EEERRIRRRNEN
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$1,000

Collapse in daily average US price for launching
a 100 Ghps DDoS using illegal booter web sites

$750
2018 - 2022
$500 ) )
Price drop largely driven by massive increase in cheap, widely available
loT Botnets in US (and global) enterprise / consumer networks
$250
50

2018 2020 2022
Data from www.zero.bs blog
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Insider Threat

Insider Risk
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The 100% of connected employees that are
innovating, collaborating and creating.

Focus on specific users committing
isolated acts with malicious intent.

Focus on protecting all data and users from
everyday risks — no matter their intent.
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#9 Lambda B#%

Pacu https://github.com/RhinoSecurityLabs/pacu

CF https://github.com/teamssix/cf HHWFER, Bz, aws 9 AK FiE
H#TFA

aws-cli https://github.com/aws/aws-cli TR AWS ZRENEAETS
i

gcloud CLI https://cloud.google.com/sdk/docs/install#linux | #544T1#&{E Google ZIREMNBEHE

P
WEHEA R T AP R ECS MR
BB TR

alicloud-tools https://github.com/iiiusky/alicloud-tools

5. SNfAIRA LE S IE St B2

ETHRIZEIENEBERREZE, EEERENRAIFHHI
o UTRBEHN—ERESEMNHRMEIL

M AT

P AFIRBERREAAKNBEERAHRRERCEN, &
MBS R G ITIAE AR I, B G IR AR RI R I,

FIER 2 BEMRP

FERZUVNEIIERTAFMEEIE, BEERBERED, T8
EEARENARTARNEND, RNEHREREIE, BEE
I E A ATAE R o

EHRERBEERR

EATBEERBEEYR, EEHRETFANMHEY, A

B EE IE XS Sh A FF IR 1E

PR

N FRBTRS RIRNNAERFER# TR, Pkt
RENFRFHEEIEHER,

RIRERIRTEI

MaEx R TR EFIREN, MRELEATARBEIAE LE.
HERITH.

SE W

[1] https://mp.weixin.qg.com/s/zw9nGP9-czU2aPrpVabwkg.
[2] https://www.cnbc.com/2017/09/01/around-4-million-
time-warner-personal-records-exposed-in-data-leak.html.
[3] https://res.cloudinary.com/da8kiytlc/image/upload/
v1646148528/GitGuardian_StateOfSecretsSprawl2022.pdf.
[4] https://mp.weixin.qq.com/s/s-y0T_L5rPOWkGyvJsFd6g.
[5] https://archive.ph/mP3bh#selection-10187.2-10189.435.
[6] https://github.com/wyzxxz/heapdump_tool.
[7] https://zhuanlan.zhihu.com/p/372985944.

[8] https://www.yuque.com/corgi/fw01x2/ds00tf.
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Rilide: BE2F#TFE

10N

AR BRI AER S

{E (Rilide @ —M X Chromium FRMEEIRE, &

/RN MEARD, NEaNEEEREFS#

SENE

TEE. —BMK

Rilide, AAREREMNFKITELITHE Rilide BANGHBRNERHIEE. Rilide IATHEIREFNES, FIBAXLBLRYE

S WA FINERSE, MMSEIA =5 EX
X527 :Rilide t&TEF

1.515

Rilide @ —Ff{hEEM &% Google Drive ¥ B2 FHIE R,
FEFHXWETF Chromium KRB 528, %0 Google Chrome,
Brave.Opera # Microsoft Edge, Rilide i@id B RS MEARD.
HNaMLEERSEH A H#ITER. BR—EXE/GRilide RI7%)
BN SSRHNIRER XXM, ERBFERBHNEREEEE)

1517 Rilide, Rilide ¥IFLEBEAFNERER. MINHEINER
BEHGNAFNEESES, MEFHEWKAZG, MEKE
gk, FERBRUREMERESR.

2.Rilide BfEHEH =X

B#if Trustwave B9 Spider 23 ZE & I T MAHATEERY Rilide
AN, WE 1Fw.
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Chromium A% EFIAESET

“a

Rilide Stealer Extension

BE—MHERE

VBA

N &
LNK ——

Modified Browser Shortcut Rilide Loader

B 1Rilide BofEEA R Y
1T Microsoft Publisher 3 1% #&, &

Ekipa RAT Macra

puR
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Publisher X#FEE X Ekipa RAT 323, Ekipa RAT 2—miEA
I (RAT), AISRERFAFEBRIEXREEM IP #tidk, BHER. X
BR%E. I, Ekipa RAT AT LIRS 52 RRARHI BN L2 T, MiBR.
. EGEXMH, EEETREB. YAFITH Publisher X8,
21717 Ekipa RAT, Ekipa RAT &iZiZEiZ 2 B EFEHINIT
1ZRRS5 %8, HAMMIRS B TH. HIT5RE Rilide BIFF B L,

B_MEEREHANRT SRSKIESHFP TH Aurora,
Aurora B —M¥IE G EXAZ ¥, Aurora BE{R'E Team Viewer 5§
Nvidia Rzhfi2FNRERFRIFRAF THRE, Aurora FEEM
EEARS 2 FH L Rilide,

Rlide TAPERLZER NERLVUINAFERLE
Chromium fAZA93I%28, Rilide BT E(AREH Google Drive i
BiER, @I MELMRER chrome THAESEYN --load-extension
RIEBURFES I (LNK) , MTIERIEAF Rl 23 ey BahEaEp Rilides

3. Rilide I T{FIRE

background.js
l
S
| T |
| T

Rilide Stealer Extension

[ o]
R

2Rilide B TfEmRE Y
Rilide Bal/ERIEITRERMI AT A P BN LR — Ml s,

2= W% A P B £ Chromium {22 893X 53 28 fa] BY 148 5E I
. AR AR. FIRMITNETTMR. b5k, Rilide E&1

P

EYHFEREESIE (C2) RS B[IRMAIBEITTIRIALE, R0
FE Rilide iM% SQL SENMIZS, MAF B EZEAFEER,

Rilide 2 EHAFIHEREHEIER, UAELKBAEEREHIE
BEMME, WWINERTUKHERRERREFH L XRTERS S L,
M ERE RIS IERMIA,

Rilide ZODIRERERNREFINEL S R4, BIEIERAM
SRS R INERNIRE AP i@ WA FIAE. AP RMEESE
EXRERIBRY, MR A=A Rilide NEMBIRMILILE, Rilide BILE
ARG HRACE, A RITUE R SR R AR G 2R &
HIIERE, FEEAFPBINEFIAL, 5, NRMWEETFER
EREERFHITH HAENFR, REBFIMHACBERR Web 1%
RINERFE, BAHINBMEISSH Rilide REFEIR, NTEZIBFR
BANS, [EBY Rilide SR ZX—HERAIEIERY, RIAHMGHAIE
ISR 4 B e iR EUFHA S 7L B RBVIRAIB N, MMERFIAAE
DR T ERAYIEAAR 1, Rilide 8553 7 WEFINERE, WATAF
BEIEEARMTILE T, WANEEIERS BN EIE BN EZ R
e R P ESEIE N FRER A

<3+ BINANCE

2- BINANCE

Authorize New Device

979843

Downlosd Mobile App

LT . €

3Rilide BBEFLhiE TG "
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4. M Rilide Bt TS

Rilide AR HE—NEEN KRBT RIRMG, THRHZINEEEE
RMEBETIEARDRERARBEN, FARELFRRESRFA
XSSERAFP THAD, BIEEMN KRR REFADRNE
SRR, AEZEERRSBB—EXZERE, BRilide NRX
BRETFENBTHEIRFMNER LS 110 IERIRKE A&
EWMEFINE. RAFABEFRETELMTEERNRTER, LH
BEHE, WEFAENFRARIANMESGBRIES X, HiE
EZCEEM “FR 2.0° ENRFINEBIEASTIERR 2 EHT

REFIMER—MR AR BRSRANRSE, EREWETFIA
EXRATETHE. SHNRA=CEM~ENIRIEISEGR
REBEERNBSEL, SIISTHRHEE— M H—EA, Z8H
BRERERAFRMRS R, SRMENBSERRE5RSES
AREEFNEH, RAFNENSH (BiE. F4) MEENEE
BT EMTBERIAZEN -3, MASSIMAFINE. XE
FiNERfTamiAAng e, RRRAMZETFESAMERBIBENSEH
TR, FENBSEBHETE, BISRITENSHRHIBHIERIE
TEREBHARE, USHETNEFAMENREREE K.

BESAN A FINEMIMNERSRITIRARBOMEEE R, BRABETREMMER
WAE? BRTRERITRAEAL REAFECERBINEFIALE
MiTe ERRRE, EHSIEFUEXFMAALNOESERK
RETREJIRTRE, T Rilide B ESTIEFMN—REAEZ. M—FFA
I {5IE L Microsoft Publisher X {8 @ B A E RS K
SHEPTHEADHE, IFARAYTREFNENEGARD, HE
THZ AR AR E LG M SRR RERNEERR R

.
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12, $EMNARFNTRERETSHIREGARREREIRE R,

METEAR (81) NS, ABRREHEHEEERESH
—, HEREIMREMFRRENER. ARHSHN~Y, A
NWEEMELEY, AUARBHIFHAENSR, SRER
HEIREZHTE, FEHSIBRFNREEEESFBEHET
BEFERRNASEENRER, Rilide AZIBUFREHIFRIL
R IFEIRMANEDUEREFP, —PEERRTER
RO AR A, FAA R LEEHRIBAEY ChatGPT —#F, RBTEREE
PEEZANEBANZERMATATINGERX—F, E
BANZ B EHERBRA.

X$F Rilide BIB5SE, AR LEMPIHTE—1F, BREEANZS
BIRRAT GERER, EBEBWBBIRIGEERME. EERINRZ St
B THARREFEHETEIR, MRAAEERS, B4 Riide #is
GEMEBMANTIEAT—, BERANRBREINHRERETH,

5. 4518

Rilide @4 TRAFIRAEE R REMBERA, 2
RIRFETEEFLAPD I, RREEREEWTFALNE
FEIR, Rilide MR SHMRMEAE, S HREERAIRRIMIEMK
F, BAERIRERFFREIMN _EIRTT. EXMSEIBIFREMA, B
ERHIS T HRNNESHERIIE, ERINETZEREMBISHR
HHMERE, WESEETESFHESHN—, “XFE, FE
BIE” AREHYERS, BEHWRNIE—DAC

SE X

[1] Pawel Knapczyk, Wojciech Cieslak. Rilide: A New Malicious

Browser Extension for Stealing Cryptocurrencies, 2023.
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SCARLETEEL:

—ieF B Terraform.

Kubernetesfl1AWSHEUES BV E 14+

BT QIFFEE R

BE AXNB TS EREESD SCARLETEEL IR HEFABX R ARMT, #HiRETH

X@iE .ok e 2BCE =RSFAE AWS

1.5

1R#E Sophos &£ AFIE The Reality of SMB Cloud Security
in 2022M higth, EREN—ER, REFES EORGREENT
56%. ECHKEHAN. GRBBRKIENEZTRATEREY
BN SRR, XRERHEDTFNEFBERS ZRHITR
F, EEE—LEIFE.

AXEEfRIETH Sysdig B AREMRFN—ESR LXEH

g 2, mFmEdRERARNAR, FEEBSSTHPNR
AT, HFARTHEERN= ERHES
XHUERERANEEE. ARER, BIERATFIEEAR.

2. R

B ETERIRETE Sysdig F—MNEFINE, #$EE7 SCARLETEEL,
REEMNA—TERUNITELARREDRILENR, 8d—&
FRETRREANE@BE, RERMT AEZFHAWS KF,
ABKEHENE 1 PR

P

KW= EREEMF.

1 SCARLETEEL K

S 1 KEEFALEE AWS EH A Kubernetes &
BRI R R,

FI 2 RIGEE Pod WIFIAINIRIE, WEETUBTUT
FRFRIRME |

a. BEI—MIBEBIZERME, LUREFIE,

b. FI 3 L 7T $UHE AR 55 3R BRIG AY SEIEAN PR, FIFSE B A BN
RKERES. HFRFINRIKR, SHEEETU

(a) M AWS HiR ;

(b) M Lambda 1 S3 BRSSHRIREREM IAM AR &I,

SEI.FNBSE2HRBMNEIEHITHEEBE, TED
AWS API SREXE ZIKFHEXER :
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a. f#f CloudTrail &L

b. GEXNEFIHIE ;

c. J@T S3 EFEFPM Terraform &L, FHHEM IAM
RF&iE.

SR 4 NEFNELEEESE 3 PHBEBHTH, ERR
ZRPRME K Ko

L4

3. R B

MginE—RERRLA
REEFARET AN ENRSREMHEFENR, LMz
$IB1T1E Kubernetes S8, BRIMEA— I RRIREIFE,

HERGTENRLEN, REEERRFRPHITTHIRERE.

1L ESRIFRER THABHER R, ERETREREEN
SYBEMREFRGIBET AN “BIRE", —BErU48s X
R, WERMBETEMEZ A,

2. A EHHESRAFIA IMDS (Instance Metadata Service)
ARSS HATINREZ o

IMDS BPSE Bl o 8B AR S5, ©= AWS S ERVAH, fELF)
L#ITRE, BTR2WESEGITHE, FIATHERS KRR
RHEEE—MERNKERR, TRV BAWYRNTHER
SRR, HA AWS RTiERSZEOMT

[/ 3REX 1AM (8

http://169.254.169.254/latest/meta-data/iam/info

e
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/] 3RBX IAM EIEE 2., B3E AccessKeyld. SecretAccessKey
Flimee < he
http://169.254.169.254/latest/meta-data/iam/security-
credentials/<rolename>
ERWMAIEERZE, FATUER aws-cli TRITH AWS =R
SHIR, BEF A AWS API BIEBiER&7E AWS CloudTrail AR
£ FETHAE. AWS CloudTrail 2—R 2RSS, BER. &
£ I MERE 54 AWS KRS BRI T RE XK EDD,

15 AWS BIITHIG. AWS SDK. ST T RFHEHM AWS R4

RESFENAITTE. 90E 2 Fiir, Sysdig i3 &% CloudTrail BE
A TR G EM IR E IR,

Eventrame  Username Event Source Error code Event type
1-054197bb12d401810 AccessDenied AwsApiCall
054197bb12d401810 NoSuchEntityException Awsapicall
1-054197bb12d401810 AccessDenied AwsApiCall
1-054197bb12d401810 AccessDenied AwsApicall
1-054197bb12401810 AccessDenied AwsApiCall
AccessDenied AwsApiCall
1-054197bb12d401810 AccessDenied AwsApiCall
10541971 6120401810 iamamaronawscom  AccessDen ed AwsApiGall
1-054197bb12d401810 AccessDenied AwsApiCall

10541971 bb12d401810 AccessDenie ed AwsApiCall

1-054197bb12d401810 fam.amazonaws.com AccessDenied AwsApiCall

1-054197bb12d401810 iam.amazonaws.com AccessDenie ed AwsApiGall

1-054197bb12d401810 s3.amazonaws.com - AwsApiCall

& 2 CloudTrail BE
FRIE] 2 B0, BT 1AM FEERPRER, 248k “CreateGroup” “CreateUser”

EHUBIREERIELS, AWS B IAM BPRIEELRAARYZ ABAC, BIETRE
MBIIAIENER (ABAC), ERETFREMRE MR, ERFRRIEP, X



http://169.254.169.254/latest/meta-data/iam/info
http://169.254.169.254/latest/meta-data/iam/security-credentials/%3crolename
http://169.254.169.254/latest/meta-data/iam/security-credentials/%3crolename
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LR MIERE, BEENRREFRMNITEFR, S
HEISIREIE, BFILR AWS B ABAC, =2 Azure B9 RBAC,
—Ra BRNREEMIAAELRERLLTAITERE BLE
EHE IAM AEIR, ATLURAEZEME N EHeRENRES.

BR=MRE, WREHFHT IAMAGEERY, HEHETLU
RERZHER.

LI E TR

RIM—AWS

W AWS ZERSHRINE SRR, TEGEUT/1MHAR:

1.7 Lambda R#ABMIFRE2PKRERES | RHRBH
FRTEHaEESHM AM AENEIEER, FEREERN
EER,

2. 7% ECS Task Definitions FIUREE{Z /2 : ECS Task Definition
TEEERERMNETHNHTERS. BRPETESHERAN
IAM 85 R %,

3.7F S3 TEERFUREEE R | S3 2 AWS MR RIFERS, MZX
REM—LE S3 FEREUR B SEMEIA, BRERESFA S3 FE—
LHRMEE, DEHREIE BEXHSE, HAaEAREER .

ERRBE—VAFHEHE. TEERENERSER
FRIREE B

RSP REEFAT Lambda R S3 FE@RS. &
HEBNREE Lambda REFIR. THEHERE, RELGNT
BERFNEERERBUREERH, ERTHIRFRRE,

3t S3 BB ERANZE : CloudTrail H R REFME
S3 FEMPHIN REIEEM, FRIFBBRARILIEDIRE, IR

P

WHEAP, ZPEFREFR, BEFRBERTEERENR
BIBERER, (NAEFIEEFERTIRNBEIER, WA 3 T

gggggggg Error code Event type

1-03casb989ciBcc06a AwsApiCall

1-03cashoB9efBcc06a Awshpicall

1-03ca5b989cf8ccO6a

B 3 CloudTrail BEHS|HFEFIRIEFIZR
{8 Sysdig MTE W EIRH 7 FMERHAUT HRBUREE, BEAR

ZEFERTR Terraform X XHE BT EERE S RHRFA.

BAfEsed—2H CloudTrail BE

BT CloudTrail RS =IERTAES AWS IKFEE, HUb#E
K& AWS HEREEFTESZERETZRSHEN. TEEMETH
# CloudTrail B, RELTHRBERIZRSHIEITIFE,

BIEEF AWS EAF X TH#EE, CloudTrail REREIARH
B, AWS AFEIURBEERIE 00 KWNEHIER, BEUTHS
A[AZEE CloudTrail MIEVSEE, LERIWE 4 Fim.

aws cloudtrail describe-trails

"traillist”: [
{
"IncludeGlobalServiceEvents”: true,
"Name": "cloudgoat_trail”,
"S3KeyPrefix": "cloudtrail”,

"TrailARN": "arn:aws:cloudtrail :us-west -2 : | GGG

trail/cloudgoat_trail”,
"LogFileValidationEnabled": true,
"IsMultiRegionTrail”: false,
"HasCustomEventSelectors™: false,

"S3BucketName™: "86781707220444182954912124933228232291
41751439696325418",
"HomeRegion": "us-west-2"
o

4 CloudTrail M#zEC &

Heh, “IsMultiRegionTrail” FERREETRIEMNAAE X,
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true X&RE, false KFRMNULEMEBXIF ; “S3BucketName” %
% CloudTrail HEEB A S3 =&

AETRIE ML SR T BT

1. #1k CloudTrail iR

ERUTHLHERTIER !

aws cloudtrail stop-logging --name awscloudtrail-
example

HEMKEGE, ENEMETRS

aws cloudtrail start-logging --name awscloudtrail-
example

2. Bk CloudTrail RS

B trails 20E MIBR7FNE B SRITFAENE

aws cloudtrail delete-trail --name awscloudtrail-example

tEFAZER A “BIR7, &% CloudTrail RSATFENRE,
FNBRFEEESTEERITH AHEIRT, WE 5FiR.

Missing S3 bucket

This trail does not have a valid S3 bucket. Create a new bucket or specify an
existing bucket. Learn more

& 5 CloudTrail #=41&83%E
FB AWS 195 — M E15BR %S GuardDuty 8234 CloudTrail

BRENERERSEHER, BAbHIFEREENEE,

2
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4. Kiggeg

Y CloudTrail BR 55 X S5 #0153 BY, BJLATE S X SMAY
X35 X 52 5 #1748 F, S K45 ; 3F F A include-global-
service-events fiE XHIE£IKARS, BLUWT !

aws cloudtrail update-trail --name my-trail --no-include-
global-service-events

IRBEERR, REEXRBTE—MHARHITAE, HREE
BUER M TR, EXRMFANAREFSER IAM AEE, FASH
RREeATHNRYTFREFRREETVEN, BIRHATEEDE
NRSRHEENEER M,

ZiRiFia—Terraform R&AX 4

MROEMIZFERNEE (laC) T, BF
BE. REHEESIMRHRIEMILIE,

ATk Terraform MEWEFREEERZT, URAK
EMMBEREN], ERIAERA—1RM terraform.tfstate IR
B & Terraform FERFLEER / FEER AT (CI/CD) EiEH

Terraform 2—

WERMBLE, ZREXHFTELLSHHINRBITR. 4
AE, BITEENRSEIAFTEEBHRRERSXHHEFE

KFRAR. XEBFBRAWS SSXFNHEEFERAREREX
HETEERE,
PR, Terraform KEXHHAREEERIEES.
ELERBHSED, REEFNRYILABHOEERFAICERRR
BHEIE. EEMHIATAE, Sysdig SR ATRRIMN T ARIGFHIE,
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I83F 7 1E S3 FERM A terraform.tfstate X R AT IR BIBAXC

IAM AFR&EIEER, & 6 Fim.

6 S3 FfiE@PH terraform.tfstate X

WA —AWS K

BELRAFERABHEILS REFEEERRENEAE
EhiRfE, BRUMSIENBRSTIMNER, BEEMNIRIEHE
BERNHEE CloudTrail BRSHIRIR, S CloudTrail iBRTHE
JEXSRZRYRTEEE DD, SNE 7 Fimo

Event name Event source Error code Event type
ListGroups iam.amazonaws.com AccessDenied AwsApiCall
PutUserPolicy iam.amazonaws.com AccessDenied AwsApiCall
AttachUserPolicy iam.amazonaws.com AccessDenied AwsApiCall
ListUsers iam.amazonaws.com AccessDenied AwsApiCall
ListUsers iam.amazonaws.com AccessDenied AwsApiCall
ListUsers iam.amazonaws.com AccessDenied AwsApiCall
GetUser iam.amazonaws.com AccessDenied AwsApiCall
GetCallerldentity sts.amazonaws.com - AwsApiCall

7 CloudTrail iE R 7 FIFIEMNKEHITH
HE 7 ATH, REHE =i T ListGroups” “ListUsers” “Attach-
UserPolicy” i&(E, BEBETRZNRMEK,

P

5. 2458%

SCARLETEEL BT — M BRHER Pod, WEHEL
EEUWERINE T AWS IAIM BAEIERES, MNMEAEBSHE
Lambda fR$. S3 EHRRS, RAGMTELNEERH.

M Sysdig MEDMNKETARE, LRBEHSRNEL
WEENREBRBRARE, BEXGETENNRGHRARIEE
BYRAERELEDT, BEIRPEEES “EERR” X
BT E LR,

ZWEEMERMFEATMERERE—MEXNERLA TR,
BN HMUMEIRERP, BB ‘E—XMHE8” HNE
M. BERBUHRKEHZZDHRARENFHNEAA | R/NREEN
R M, BEDRAENRIZFEERBRERIMEN
HEHBITIRES, WHEERUEEERRS ZRPMMIRE
ZEE, UHUSESIEEUERSA, TS TESHNRER
o TR ABIEAME A E N B UER FHE H#H—F FAZHIAH
ZiRiER, HEIBRP KA,

i

SE

[1] https://news.sophos.com/en-us/2022/11/29/the-
reality-of-smb-cloud-security-in-2022/.

[2] https://sysdig.com/blog/cloud-breach-terraform-data-theft/.

[3] https://rzepsky.medium.com/playing-with-cloudgoat-
part-2-fooling-cloudtrail-and-getting-persistence-access-

6a1257bb3f7c.
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ZEREA

FELETFEBERKANEINER R ZM S ENAERE, HiEERIMNIEA

ARBEENXY, AEREEMEReTIRRE, WHARMEZMEFHRITON.
FEREENH T 2023 F 4—5 BERIIMRFBRIARRBEREM.

RTFREIE, FXE=EREMTHR, NFLXESHARZBERKNNELTREQRS,

ERRE

1. AREEMESMAEMR (EHRATEERRSERME (ER
BRR)) AFERER, BUER AIEE

(REHER] 2023F 4H11H, BEREENEESDRELH
XF(ERAATERRSEENE (ERERR)) AFERE
WEGER] (UTEMR (ERBEREN. (ERERR) £21%, 5
FElREERNATEERREABRMEN A,

(SHAW] FREBH (ERBLTRE) SHEIATEEEX
MEXHELE, BEETEZERR. —2IEXNKRNEAERKNL, (T
RERB) BE “EHAAIERSR XZ—HENRREHTR
FHEEEEEE, SHANXHREES. ——RRUERER.
REKHNEE, F—HRADFREREMSEHEZEXS.
WERREMERWEMEESE. ZREHT BEAN+XF+
RE MMBEREER T BN FEN RS “BEER
ABFER; EXE" HH, RETEA. RS, FREE=
EKITBXNSERE HE, TRRBTEETENKE. SA(E
RERE) WFERAAIDR- SNBSS EENESEE. X

.
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2. EREBMESHAEFAIIIKERHG (XTRAENER:E
AFRReERAXEINAS), BHRERL2ETRA~mAi—R
MINET

(REER] 2023 F 48 17TH, BEREKNMEEDAZE.
TUFME2EEH. ARE. VBENESRINMBATEEEERER
SAEBIKEEABAXRT ABRNE L2 TAFRR2EEEXE
B AE) (UTEMR(AE). (AE) EEMENELLETH
FREeERE, HHTSIMINR2ENEREIN, BRES
INE. &2

(REDI] WFHR “WERLETA~R F—HRMINETE,
(AE) MHm “RIB” “u MAERELHERX T,

£ RIB” FE. —EMEFLUT(XFRAEEER:
FREEMEINEREERNAE) M(MEE TUMESK
BEESE INEEXTEELE2TREEBUFREEER)
AAXE; —EBMEFLEME GTENERRZR2TA M
HEWFAIED.

£ AE. —REMAMT ERA— NI EIRERK
ERN(ERRE2EA MBR2TAFRRERAER) (ZiRER
EZREETE, BF2023F7H1AERER) ; —2HBTA
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WERD.

3. 2B AKREEZRHNER (FEARSKMERERE), BUTHE
EBRHE

(WE#R] 2023 F 48260, 2EARKRKRSES
ZREEXNBEBITEN (PEARERMEREEEY (UTE
MCRIEIREDY), B2023 %781 BEMT. (REIEZE) &
6B T71%, STEMBRENFIME, BITE. GlILEMESRERTH,
HIPERTE,

(S]] BITERN (REFE) BT ZHERET 2
KHAE, BEUTZED | —BREHE “WERE. BN T
. =5 WIREERT AERTA, RENELREEZTHNF
MERREMEERR; —RIEHFEERMEN X, BB,
B ¥R FIAGENKANRENR, RABIEIFHER
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