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DON T JUST ASK, ACT! F8E¢inl, iEEHET

9 N ITA4az2 About Unit 42 Services Unit 42 Threat Restcarch Partners Resources

T}

i.

RSAX=HHE], PANWESIRAmE
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Precision Al T2 1F3IP8EInline Al Protection o Arora TR

The Future of Al & Cybersecurity. Chairman & CEO

:
Our solutions, powered by Precision Al, are your ultimai&“defense in an Al-first world. t\' ., pe
Experience the difference Precision Al by Palo Alto/N&tworks can make. https://www.crn.com/news/ai/2024/palo-alto-networks<o-change-how- «

cybersecurity-is-done-with-ai-launch-cpo-lee-klafigh?itc=refresh " Lee Klarizh
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+ Copilot

by Palo Alto Networks

\ 40t
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Explore 4
© Vulnerabﬂ)é) €€  Code &Build "’l ploy 444 Run
A& @
Recent Chats N 7 /s ,%/

4 3 37
e @ g (@ © (o) (=

Favorite Prompts Package Deployed Images Hosts

/,v/ Summary:

The graph shows that the vulnerability "CVE-2024-3094" was introduced in the code and then propagated to production. As a result, 45 assets are now
/j W/ running with the vulnerability in production. The vulnerability has a CVSS score of 10 (critical). It is also exploitable and not patchable.

)%/(é\ Critical Risk: ,@(\‘

The most important risk to address is "CVE-2024-3094". This vulnerability has a CVSS score of 10.0, is exploitable, and not pat ?Thls means that attackers
‘J can easily exploit this vulnerability to gain control of affected systems. V\

<> &
Attacker can exploit vulnerability in t&dalicious code that was discovered in the upstream tarballs of xz, startir\p‘@,version 5.6.0. Through a series of

complex obfuscations, the liblzm process extracts a prebuilt object file from a disguised test file exisﬁr@ e source code, which is then used to modify
specific functions in the |Ib|2% e. This results in a modified liblzma library that can be used by any so@@e inked against this library, intercepting and

modifying the data lnterach ith this library. _,\L,z)

& Exploitation Steps:
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Here are somg& steps you can take z’g’&/
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CSV Suppress

/éﬁﬁpacted assets Submit pull request Open a JIRA ticket }/
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Favorite Prompts

%" Prisma Cloud Copilot

This is the Blast@us for vulnerability “CVE-2024-3094".

db-dev-vm prod-dbaccess-role
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user-instance-role
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More quick responses
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o
what can you tell me about incider@ﬁ-\2124?
%
— T S
P ID-2124/@‘,§ a Security Incident

Y . 77 )Q‘Acess Injection involving 2 users generated by XDR Age... 2.5
) % ) 40
STATUS Open 4 months ' ASSIGNED )SAUTOMATION KEY ASSETS & ARTIF@&
N ' Y. Show me more
AN &) Under Investigation 2 Gil Blum é‘é\\ 0414 02 A1 -3 22 al%a?‘
“ %
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Select ;,\ .
>4 ') f\,QV
<
W, -&) ) |
% (4
)%’o 12:00

= INVESTIGATE QSQV~ RESPOND \}<//0‘ NAVIGATE
A s s
.{&1\' View incidents with the shared artifacts q(é\te &2 Run recommended playbooks X%‘ [Z] Ask the Help Canter
%’ /é"é/ \‘/%
V’%‘s’. _‘i;/& @ Change incident status to resolved Z Incident Response > Incidents
&L i
™

/ N

Run recopdmended Playbooks

\/

x
Available playbooks to best remediate Incident |ID 2@:

&Y
a

XSIAM Marketplace (4)

Malicious Powershell (Alert ID 7)
%
T1059 - Command and Scr%’interpreter
This playbook handles ¢ nd and scripting
interpreter alerts bas g\ the MITRE T10592 technique.
An attacker might command and script...

Suspicious Disk Moc\@l{on (Alert ID 27524)

B

qﬁesponse &

This playbook %;dles ransomware alerts based on the
Cortex XDR Traps module signature ‘Suspicious File
Modification’

/\§ Read more

T1062 - Ransom

Read more

X * B

+ Copilot

by Palo Alto Networks

Explore

Recent C@Qﬂ
F& Prompts
6)

2

>>

% Prisma Cloud Copilot

v Case creation initiated

Q
Review and complete the ﬁeld@gow before you proceed:
/7,

 Email

admin@email.com /%\Q'l
?

‘4
o

Severity

Select }7/ v
)’ —_—y

Sﬁr product down?
\‘%) Select

Upload File (Optional)

Supported formats: MP4,

Confirm Cancel

&
Enter a prompt e

- Phone

7
aa
<Y

+1 (415)

Last Occ

N Select

How many users is it affecting?

o Select

Drag and drop file here
or

@ Browse File

MOV, AVI

At

urrence (Optional)
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@\ Screen Capture (Optional)

/ Maximum size: 25MB  Recorded sessions will capture your current ac% b

#

4
&°
Category
K~
Select X v
%

Issue Concentration

v Select v

Lorem ipsum dollor sit amet? (Optional)

v Select v

Start recording and then
reproduce your issue

© Start Recording

Duration limit: 10 minutes b 4
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Al AgentBI#IX

Captcha Shape vy Pal

Me v Zaslance (Cart):

New Balance (Checkout):

Target (Cart):

Target (Login):

< Clear J

< Clear Jar

< Clear Jor

< Clear Jar

< Clear Jar

< Clear Jar
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i h « Creatively accomplish'tasks based on simple prompts | & F{&515
® sureys  Eowm X Ome <, BIEMSHTERIESS
- = Flawlessly manage identity data, proxies; payment methods, and

devices | TEEEH M EIE. A, ZMAANNSE

* Navigate real UX using taps, clicks, and keystrokes | ZAR i &
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»ﬁ?' & & A %" SN _I_I_Lzé,lxéi
\We delivered a mﬁe@tone moment grbund Al Security, aQﬁressmg a~$15B X/\f& " VR yEEY B Q@?A(
1 , _‘i)g;(r % {3(\ THE ART OF TH E SIBLE
” TAM & e 2% H16/E(E ,..‘;gg%eia
X/\“ ,%/(0\ CJV“‘
% A £[E2024RSAS S S EFY
Announced solutions to myered co-pilots“ across »&?‘ “Announced the Premsm% &> e B
secure Al by design ree platforms Fg/ Al'M Security Bundle e %"
B Focugé?ﬁ Execution Against %& 9th consecut;(v% quarter of
C. § Enable Safe Al Adopion m& ol %“Top Line Targets @@@ operating maé?gm expansion
mployees > O
{;, & &’1\9 é\
&'\9 C\u Ensure secure %’ guratlon % Q'\’
‘7 SPM and deploym@ of Al Apps % 0 @{pf\,
& $3.79B  $11.3B $5@ M 25.6%¢
\‘/‘%’X/\ Advanced URL Kf +47% yly +23% yly +25% y/y +200 bps W
C. Security to Protect Apps, Filtering \‘,‘%,X /J%/
S Models, and Data S )4*
Rl
S
) /%‘\V' Advanced Threat Advanced
&5& z,gfg’ [ Prevention -Z;S‘Mldﬂm $2 33B { $492M $1 32
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Our Al-Native XDR Platform e
Creates Opportunity
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Lig htweig ht Chzriotte Al $ v} | o ’
3 65B | 21 2M Record subscription gross margin, >80%
. il Stiong Financial X b : %
Cloud-First MDR/CDR p 2WONg Ending ARR Net New ARR & Record free cashiflow, 35% of revenue
> : S :
ZPerformance +33% Y/Y +22% Y/Y (v) Delivered significant YoY operating leverage
. (v) Fifth consecutive quarter of GAAP profitability
Al-Native
ow & Developm S
Hardware | Generative Workfioy ,Mf‘ - Driving Platform -anding with # of deals involving cldid, Cloud security
ot 2 Adoption more modules + identity, or next-ger:SiEM + provider of choice for
o than ever before more than<toubled 62 of Fortune 100
Data Siios .
Friction Platform Built for Co:solidation Record Module Adopticni
- =~ . () Single agent Percent of customers, with
Securle VO“SOIIdator @ S|ng|e Al-nativé p|atf0rm @ 5+, 6+ & 7+ modulgs increased
of Choice (v) Frictionless“eandor consolidation Deals with 8+ modules

() Immediate time-to-value © grew 957% YoY
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w Stanford | bepartment of K\ &
MEDICINE | Biomedical Data Science )

@-{?Workshop on GenAl

/N Prompt:

Open to all Students, Post::scs, and Faculty

GenAl Red Teaming: What is Red Teaming?
UnCOver Gen AI riga( S This will be an interactive session to test GenAl models for
/ \ vi &

! e potential issues with biases, inaccuracies, and more as related to
Lag{uage Models and vulnerabilities | |

&
Red-Teaming Large

healthcare.
O in your LLM-z:ased
J PN OCT 25,2023 | 3:00 - 6:00 PM
appllcatloas » CHEM-H BUILDING | ROOM E241

3:00-4:45 PM: Red Team Chzailenge
4:45-6:00 PM: Happy Rzuar

SPACE LIMITED.
REGISTER TODAY.
TINYURL.COM/
| GENAIREDTEAMING E

| Co-Sponsored by the BIODS 232 Data Studio Course ' Stanford Department of
% MEDICINE | Biomedical Data Science
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F o \R\REVIEW BOARD

- XEELLREIRRII—TRBAXRBEMIKIELEEZERS (CSRB) BYHFHLIE,
ZICIZEHEEMIAE S JANFAZBINEIE, NERANELLLEPE0KIE

{HERBR IR I

- CSRB X BBFBAFMAETERIN 15 T EHHNNELZ NS AARK. [
T2 2IEERIEEK Robert Silvers BIEEEE, sRLeIESLE S
Heather Adkins B EEIFEFE

T

T+ 2o MMAR S TIRMISHRLSE (CISA) BRESE. SFNAMZES !
2 CISA B Jen Easterly fa={F# CSRB R (E5E+ %L EEERILK Review of the Summer 2023
Rob Silvers this§) , HEEAMARSEHEBEESATF2W. Mi¢rosoft Exchange Online &

@%ﬁtrusmn

March 20, 2024
Cyber Safety Review Board
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