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GenAl apps are a blackbox, versatile,
probabilistic, and not deterministic
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Lots of power, no responsibility

Generally trustworthy and truthful WO built-in trustworthiness

HR/IT Security policies are relatively
effective at the semantic layer

Can keep a secret

Implicit code of conduct
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Ravi Ithal,Founder@and CTO,Normalyze
A Step-by-step Guide to Securing Large Language Models (LLMs)
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Consumer App Pre-trained Models Fine-tuned Models Self-trained Models

Using ‘public’ generative i @p or SaasS Building your app on a Fine-tuning a model on Training a model from
Al services nerative Al versioned model your data scratch on your data

Ex: Amazon Bedrock base Ex: Amazon Bedrock Ex: Amazon SageMaker

Ex: Salesforce Einstein models customized models,
GPT, Amazon w&yeMaker

CodeWhisperer

Securing Generative A(,)V“
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* Direct Prompt injections
(UPIA)
* Indirect prompt injection

(XPIA) intelligence
* Unauthorized access research

User attempts * Denial of service

i:f:::o‘:‘r::: P * Sensitive data exfiltration
(UII’IA) to * Data poisoning

sensi% a * Model hijacking

Contextual
security signals

— Efim Hudis, VP Microsoft&ecurity
Secure Al transformatlon What we can do now and in the future
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Program strategy

Security Cpnsumer Improving how Microsoft develops
assessment for risk new Al Systems

first-party Al Systems reduction

Reduce risk of data exposure, insider Reduce risk of improper use of
threat, misuse before they are enabled for LLMs and LLM tools by providing
the tenant by maintaining security and compliance emplqQyee guidance and education

Enforce Microsoft Sezurity Al Standards

Guiding principles — SD3 (Secure By Desigr, Secure By Default, Secure By Deployment)
Enable product teams to build products securehsby providing standards and guidance via SDL and RAI

Securing Azure Tenant Al/ML @aect sensitive data Training and
workspaces qhandling within Al apps awareness /s

Reduce the risk of date’, &/ Reduce the risk of data Amplify Al security awareness '4’
exposure, misuse, ab exposure when using third across the company by

insider threat party apps and services providing trainings.
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?\ Renﬁéﬁ ng existing products,
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— Brian Fielder,#PSecurity, Microsoft

Securing and Governing Generative Al: Learnings from Microsoft
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