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Microsoft Copilot for Security

Customers
Data stays wit Microsoft Security trust boundary

the customer

Prompting in Microsoft Security solutions

o o) q 'Av Customer data is not stored outside Large
the compliance boundary or used to Language Azure OpenAl

Schr ty Pa rtners Microsoft  Microsoft Microsoft Microsoft

> N w—
Defender XOR  Sentinel Intune  Security Copilot T\ Response and app train foundational models Model (LLM) instance is
Al Workbench S aintaned by
e a8 Microsoft. OpenAl
\o\ Gl has no access to the
. Modified data or the model
Microsoft . : et prompt =
Plugins@foiywicrosoft and

— LN J
Native SeCU"ty third-part{ sedurity products @ '“—e— 8- )
)

T 4 o . " A
St ty Command COpI'Ot A o Grounding M osar (—G— =] [ Responsible Al ] | 0’)2:[:'6“ }
- ‘ ot Indel ¢ ronicl y Michasof\ Defender Microsoft /e/’—' Security Copllot LLM p® )
‘ XDR

Intune response .
a Responsible Al checks are performed
« o) & on input prompt and output resulfs
Microsoft Defender Microsoft ~ & i
Threat Intelligence Sentinel ﬁ Grounding
&« ( o User prompts from security products aressit to’Gorilot
Post-processing )
S Data flow G Copilot accesses plugins for pre-procetsing
L—— Your context and content —— (ﬁ = all 9 Copilot sends modified prompt20/4 14
e o requests E 2
Event logs, alerts, incidents, & policies are encrypted o Copilot receives LLM response
via HTTPS) Q Copilot accesses plugins fér nost-processing

0 Copilot sends the respafise, and app command back to security products

| need to update our firewall policy. What policies are controlling
access to SalesAPP?

Here are the policies controlling access to SalesApp

Access Control Policy Status ILast Modified

Application_Access Targeting 4 devices 2023-11-10 08:16:14
Modified by “Firepower System”

Edge_Control_Application Targeting 3 devices 2023-12-09 12:10:26
Modified by “Firepower System”

Ask the Al Assistant a question
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E Charlotte [N Q Search g CrowdStrike v @ ‘ g A

Which actors target me? =

What vulnerabilities are common in environments like mine? —

Start the conversation Send

N
.

CROWDSTRI
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Simplified Operations
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Making Secure Networking Smarter — one Al

Generative Al to improve
product optimization

FortiManager
@ FortiAnalyzer

Network
Operations Al

-
Process and an ) Self-healing networks
trillions of everv Y end-to-end
qprticuard @ FortiAlOps

Al for LLM
Leakage

Protection against data
eakage into LLM

FortiCASB
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{§ System integrations

ALL SIEM THREAT-INTEL ACTIVE DIRECTORY SANDBOX D AI Analyst Chatbot
iy @ iasiar splunk>
iew data inside Cisco View data inside SNORT fata inside QRad View data inside Splunk
[ nnnnnnn J L nnnnnnn L ] [TV  Disconnect
Connected
servicenow.
i w View data inside ServiceNow
IIIIIIIIIIII de Cisco iew data insidegABW View data inside LDAP
| 1 1] ) _— = }
¥ Otenable
larwind 7] Quclys 5
View data insi de Solarwinds View data inside Tenb
View data inside Qualys View data inside F5
( Con T ‘ nnnnnnn ] ( nnnnnnn } ( nnnnnnn }
F--RTINET

View data inside Cisco

Ask a quEstion </
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PROTECT AI ,
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-
Constitutional Virtual

« Task Identification ! « Model Acceptance v
« Task Suitability « Deployment Architecture A '
« Requirement Engineeri 1g (App/Container) na yst

« Data Suitability

Human-like Automate the

PLAY YOUR c; ‘ e E )
v e anzasts « Data Collection 3
Don’t Gan (== @ @ Go ovaremaing decision making response without
q Cleanin v, . . . "
Your MDR O ol 'z:' "g' I Daa Labaig [l adoption PSS for sensitive data additional load on
‘hoose | i i M the enje moving outside the your team
organization

( AllIn
AN Model Creatiol Q « Provisioning
I’/\ Model Training o
./ E An
= 7 Perforrda ‘racking ,

=]
"

« Model Evaluation « Performance Evaluation
« Testing Against Datasets » Model Drift
« Input for Next Planning Phase
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Results

Many products in
these categories
have higher chances

for being
by Al

(4
Vendor reviews

Maturity

e SOAR and automatic workbook

e User behavior analysis

e Anomaly detection

® Security awareness training

e Email security including Business Email Compro JEX
e SIEM

e Compromised identity testing and nsk@rols

Some products in X
these categories c)?“
have higher ch @s

for being ehpvked
&

e Manual pentesting

Probability for replacement or elimination

e Endpoint protection
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SANGFOR SECURITY
Simpler & Intelligent Security

__Rarsomware Protection
Simplified SecOps

% Al-Powered Solutions
N

ISOP \ - |
Intelligent Security Operations Platform & & J ;

P 4
NSFGPT | XDR|SOAR|NDR|EDR|MDR "

CTEM

Conti Threat Exp Man
* Transform your security landscape continuou.
+ Effective program for comprehensive security |

Anti-DDoS

Hybrid DDoS Protection

* Unvivaled deferse: On-premises and coud-baser
* Tackle complex and vohimetric DDOS attacks with
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